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Abstract

Near Field Communication (NFC) is a short-range wireless communication tech-
nology envisioned to support a large gamut of smart-device applications, such
as payment and ticketing. Although, two NFC devices need to be in close prox-
imity to communicate (up to 10 cm), adversaries can use a fast and transparent
communication channel to relay data and, thus, force an NFC link between two
distant victims. Since relay attacks can bypass the NFC requirement for short-
range communication cheaply and easily, it is important to evaluate security of
NFC applications. In this work, we present a general framework that exploits
formal analysis and especially model checking as a means of verifying resiliency
of NFC protocol against relay attacks. Towards this goal, we built a Continuous-
Time Markov Chain (CTMC) model using the PRISM model checker. Firstly,
we took into account NFC protocol parameters and, then, we enhanced our
model with networking parameters, which include both mobile environment
and security-aware characteristics. Combining NFC specifications with an ad-
versary’s characteristics, we produced the relay attack model, which is used for
extracting our security analysis results. Through these results, we can explain
how a relay attack could be prevented and discuss potential countermeasures.

Keywords: Near Field Communication, probabilistic model checking, relay
attack, security analysis, wireless communication.

1. Introduction

Contactless radio communications, such as Near Field Communication (NFC),
have become popular short-range solutions for establishing secure ad-hoc con-
nections. NFC allows low data rate links of 106, 212 and 424 Kbps to transfer
data over short distance (up to 10 cm) [1, 2]. Due to its simplicity, NFC tech-
nology is a suitable candidate for an increasing number of applications including
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mobile payments, e-ticketing, access control systems and in-vehicle communica-
tions [3, 4, 5, 6]. The integration of NFC in smartphones in particular, trans-
forms user devices into mobile wallets [7, 8] and carriers of authentication and
authorization proof that is exchanged via short-range NFC channels.

Just as in typical RFID communications, two NFC-enabled devices can be
paired in peer-to-peer mode or, alternatively, operate in card emulation mode
for mobile-to-infrastructure communications. However, NFC systems are sus-
ceptible to attacks leaving the security an open issue [5]. In particular, relay
attacks are easy to deploy and pose a serious threat for security of NFC sys-
tems, as well as for the acceptability of the technology. During a relay attack,
the adversary acts as a transparent intermediary between two distant victim
devices, i.e. an NFC reader and an NFC target, and maliciously forces an NFC
link between them. This is achieved using a fast and transparent relay channel
that connects the two victim NFC devices, which eventually believe they are
in close proximity and can communicate directly with each other. The attack
leverages on the absence of localization evidence of the NFC protocol, as well
as on the fast relaying property of the adversarial channel, that eliminates the
distance between the victim devices.

A prevalent countermeasure for relay attacks against NFC systems is the
distance-bounding protocols [9, 10]. In a nutshell, they provide guarantees re-
garding the maximum distance between two communicating devices. Therefore,
they prevent an attacker from faking the close-proximity property that is nec-
essary to launch the relay attack. However, distance bounding has not yet
been adopted to secure real world NFC systems, or is envisioned to do so in
the near future. Although possible reasons are out of scope of this paper, we
briefly mention the following: (i) Secure and reliable hardware implementations
that can guarantee the tight timing constraints required by distance-bounding
protocols, come with additional cost. Cost of several hardware implementa-
tions has not been defined yet [10]. However, the technology’s acceptability to
new applications can be slowed down or, even worse, hindered by additional
costs. (ii) Software-only implementations of distance-bounding protocols sound
promising, but suffer from a series of important issues like reliability and effi-
ciency, not only in real world scenarios but also in lab environments. Thus even
if possible, software-only distance-bounding solutions will need extensive work
in order to be adopted [11].

It is therefore obvious, that we need methods to analyze and evaluate security
of real world NFC systems. Formal analysis techniques constitute the perfect
candidate [12, 13], since they can be applied to analyze the security of systems
in a rigorous manner. Model checking techniques offer the additional advan-
tage of automated rigorous analysis, which is beneficial for proprietary systems
and new communication technologies [14], like NFC. In this paper, we propose
a general framework that exploits formal analysis and especially probabilistic
model checking to analyze security of NFC protocol against relay attacks. To-
wards this goal, we firstly built a highly configurable Continuous-Time Markov
Chain (CTMC) model which takes NFC protocol specifications into account
using the PRISM model checker environment [15]. Then, we enhanced our ba-

2



sic model with networking parameters, including both mobile environment and
security-aware characteristics. In this way, we succeeded in combining an NFC
transaction with the interference of an adversary, in order to construct our re-
lay attack model. Based on this model, we extracted security analysis results,
which can be exploited during protocol’s design and implementation to evalu-
ate the probability of a relay attack for a variety of protocol and adversary’s
characteristics and, thus, to explain how the attack could be prevented and to
discuss potential countermeasures.

The remainder of this paper is organized as follows. Related work on relay
attacks against NFC and the novelty of the proposed analysis are discussed in
Section 2. Section 3 provides the NFC protocol specifications and describes
the relay attack. Section 4 is a brief introduction to the probabilistic model
checking preliminaries. The relay attack model along with security analysis
details are presented in Section 5, while in Section 6 the results of the analysis
are discussed. In Section 7 we set a market-wise NFC discussion and, finally,
in Section 8 we conclude with remarks of the presented work as well as future
directions.

2. Related Work

There is currently a major push for adopting NFC technology and its secu-
rity guaranties in general purpose mobile devices [16, 17]. At the same time,
proliferation of NFC technology has also attracted the attention of malicious
users. To address these challenges the current bibliography focuses on analysis
and techniques related to the resiliency of NFC to attacks.

In 2005, Kfir and Wool studied relay attacks on contactless smartcard com-
munications focusing on operating ranges issues [18]. They highlighted the fact
that the nominal range of 10 cm between the reader and the target can be
circumvented by exploiting the attackers’ hardware, consisting of a proxy and
a mole. In practice, they showed that an extension of 50 m is feasible in the
reader-to-proxy range, while mole-to-target range can be also extended up to
40 − 50 cm. This entails that range limitations imposed by ISO/IEC 14443
standard can be overcome increasing the attackers’ probabilities.

The same year, Hancke designed a low-cost system and executed a relay
attack up to a distance of 50 m connecting a proxy and a mole through an UHF
antenna [19]. His implementation was simple and cheap and introduced a small
delay of 15− 20 µs, which is possible because the communication is relayed as
analog data. The alternative approach of encoding/decoding and buffering the
data packets requires additional processing time causing longer delay.

Recently, Issovits and Hutter presented a practical relay attack which ex-
ploits a number of mechanisms of the ISO/IEC 14443 standard, i.e. the Frame
Waiting Time (FWT), the Negative Acknowledges (NAKs) recovery function-
ality and the Waiting Time eXtensions (WTXs) [20]. More specifically, they
used an RFID-tag emulator with programming capabilities and a Nokia 6212
NFC mobile phone as proxy and mole correspondingly and a Bluetooth link
between them as a relay channel. The legitimate parties, i.e. an ISO/IEC
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14443 compliant reader and tag, exchange information using RFID links. The
proposed attack reaches average delays of 85.3 ms. However, although they
exploit protocol mechanisms for their attack and they propose some protection
measures compliant with the standard, their approach is protocol dependable
and restricted to their specific attack scenario. Moreover, the proposed coun-
termeasures of checking the transmission parameters is not proven rigorously.

The practicability and complexity of relay attacks has greatly facilitated due
to the availability of NFC-enabled mobile phones. Francis et al. [21] showed that
it is possible to relay NFC signals over Bluetooth using two mobile phones. They
further revealed that, with the introduction of software card emulation in some
smart phones, it is even possible to relay contactless credit card and electronic
passport transactions between two NFC mobile phones [11]. A Nokia 6131 NFC
phone was configured as a proxy-reader between the smartcard and the relay
channel, whilst a Blackberry 9900 phone is chosen to implement the proxy-token
between the relay channel and the NFC-reader. Roland [22] further analyzed
the security implications of software card emulation.

In current bibliography, the main countermeasure against relay attacks on
RFID and consequently NFC systems is distance-bounding protocols [9, 10].
Their idea is to verify the proximity of two parties based on Round-Trip-Time
(RTT) of cryptographic challenge-response pairs [11, 23]. According to [24], the
distance-bounding protocols proposed over the last years roughly fall into two
categories: those based on the Brands and Chaum protocol [23] and those based
on the Hancke and Kuhn protocol [9]. Although distance-bounding is a well-
researched area of security, the approach in most works is mostly informal [25].
A major issue is their hardware implementation which either ignores low-level
implementation details, e.g. physical layer of the communication channel [26],
or comes with additional cost [10]. According to [26], the conventional RF chan-
nels have been shown inadequate for secure distance bounding implementations,
which should rather require special communication channels to facilitate accu-
rate and secure distance estimates. Much progress has been made on practical
distance bounding implementations for smart tokens [10, 27], but the integration
of such channels into NFC-enabled devices has not been an industry priority [11].

2.1. Contribution

The authors in the aforementioned bibliography focused on proving practi-
cally the vulnerability of NFC systems against relay attacks. But, their studies
remain dependable and therefore restricted to specific attack scenarios. Pur-
pose of this paper is to address the security issues of NFC technology in a more
general framework.

Our main idea (first presented at IWCMC2014 [28]) can be generalized ac-
cording to Fig. 1 and described as follows. First, we built a highly configurable
CTMC model, namely CTMC-NFC model, which takes NFC protocol specifi-
cations into account. For example, two core protocol parameters that affect the
probability of an adversary to successfully launch a relay attack is the time-
out during the data exchange protocol of NFC, since relaying packets causes
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Figure 1: The proposed security analysis: an abstract representation

delays, and the payload size of the data transmitted, since additional data de-
mand greater transmitting time and thus lead to delays. Intuitively, strict time
constraints and high data volume could reduce this probability. Our analysis
provides probabilistic results which support this intuition. Second, we aug-
mented the CTMC-NFC model with networking parameters, including mobile
environment and security-aware characteristics. The first ones refer to the data
rate and the packet error rate over the NFC communication channel, while the
latter ones express the adversarial strength as well as the quality of the adver-
sarial channel. Combining an NFC transaction along with the interference of an
adversary that establishes a fast and transparent relay channel, used to transfer
the NFC messages from the victim Reader to the victim Target, and vice versa,
we implemented the relay attack model. Finally, we used the tool of probabilis-
tic model checking as a means of performing our automated security analysis
and extracting our quantitative results to evaluate the attack probability for a
variety of protocol and adversary’s characteristics.

Towards the goal of proposing a general framework, the current work con-
ducts a thorough security analysis of real world NFC systems providing the
following contributions:

(i) it exploits formal methods and especially model checking as a means of
analyzing and evaluating real world NFC systems. Formal analysis tech-
niques are a perfect candidate, since they can be applied to analyze sys-
tems’ security in a rigorous manner [13, 29, 30]. Additionally, model
checking techniques offer the advantage of automated analysis, which is
beneficial for proprietary systems and communication technologies such
as NFC.

(ii) it incorporates NFC specifications, e.g. timeout during the data exchange
protocol, payload size of the data transmitted, data rate and packet error
rate over the NFC communication channel, in probabilistic model check-
ing along with security-aware characteristics, e.g., the adversarial strength
and the quality of the adversarial channel, in order to build a highly con-
figurable CTMC model. In this way we succeed in proposing an approach
which is general enough to verify the resilience of NFC protocols against
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relay attacks. To the best of our knowledge, this is the first time that
a model checking framework for relay attacks against NFC protocol has
been developed in the PRISM model checker environment [15].

(iii) it provides a study that could be exploited by protocol’s designers to-
wards NFC improvements according to the security demands of services
and applications used e.g. mobile payment, e-passport transaction, device
pairing.

(iv) it proves rigorously the impact of the countermeasures proposed in the
literature. More specifically, quantitative results can be extracted in or-
der to provide evidence about the relevance between protocol parameters’
values, e.g. timeout during the data exchange protocol, and the probabil-
ity of a successful attack. This type of results could be also used by the
protocol’s designers to determine thresholds of the timeout parameter for
different NFC applications.

3. Near Field Communication

NFC allows contactless communications between smart NFC-enabled devices
in close proximity. NFC shares many similarities with RFID and offers a suite
of protocols based on the ISO-14443 [31], which are standardized in [1] and [2].
NFC operates at a radio frequency of fc = 13.65 MHz, while offers three options
for low data rate communications, namely 106, 212, and 424 Kbps. In contrast
to RFID, NFC supports short-range communications, typically up to 10 cm,
and additionally bi-directional communication between devices. In summary,
NFC supports two communication modes:

Passive Mode: In passive mode, NFC communication takes place between
the Initiator, which is the active device sending data, and the Target, which is
the passive/receiving device. During the NFC transaction, the Initiator’s RF
field is activated and the Target responds using a load modulation scheme. NFC
in passive mode is commonly referred to as Reader/Writer and Card Emulation
modes. Examples of passive mode NFC are a smartphone interacting with
an NFC tag, or a smartphone interacting with a ticket validator. In the first
case the smartphone plays the role of the Initiator, while in the latter case
the smartphone acts in card emulation mode using the reader’s RF field. The
NFC in passive mode enables several real-life applications, such as contactless
payments and e-ticketing [5].

Peer-to-Peer Mode: In contrast to passive mode, NFC in active mode
allows two communicating devices to use their own RF field to transmit data.
Both devices switch on their RF field when transmitting data in Initiator mode
and sense the medium for the second device’s RF field when in Target mode.
The two devices switch between the Initiator and Target modes, eventually
indulging in a peer-to-peer mode communication scheme. Active mode NFC
can support application that involve device pairing [1, 2].
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Preamble SYNC Length Payload CRC

Size 48 bits min. 16 bits 8 bits n 8-bit-bytes 16 bits

Table 1: Frame format fields and size

3.1. NFC Protocol

In this section we provide a thorough overview of passive mode NFC in 212
and 424 Kbps data rate. More details regarding NFC specifications can be
founded in [1, 2]. For the rest of the paper, we use the term Reader to refer to
the Initiator of an NFC transaction. Table 1 shows the format of an NFC frame
and the respective size for each of the frame’s fields. The preamble consists of
at least 48 logical zero bits and serves as the prologue of the frame. The SYNC
field is 2 bytes long and the length is set equal to the number of bytes to be
transmitted in payload plus one. The payload consists of n 8-bit-bytes of data,
where n is indicated by the number of data bytes. Finally the CRC is a 2 bytes
value attached to the end of the frame. When a frame is received a delay period
of 8× 64�fc µsec, before the next frame is sent, is defined in the standard.

Overall, the NFC protocol comprises three phases: (i) RF collision avoidance,
(ii) Initialization Single Device Detection, and (iii) Transport Protocol.

RF collision avoidance: The RF collision avoidance scheme is used to
prevent collisions between nearby Readers having their RFs enabled in parallel.
The Reader senses the medium continuously for a time period of TIDT + n ×
TRFW µs, where TIDT > 4096, TRFW = 512/fc is the RF waiting time, n is
a randomly generated integer (0 ≤ n ≤ 3) and fc corresponds to the radio
frequency (13.56 MHz). The Reader enables its own RF field if no other RF
field is detected.

Device Detection: Following Collision avoidance, Device Detection allows
a Reader to detect NFC-enabled devices. For NFC in passive mode and data rate
communications of 212 and 424 Kbps, a Reader can support up to 16 Targets in
parallel using time-slotted device detection. In a nutshell, the Reader uses up to
16 time slots of duration Ts each, where Ts is 256×64�fc µs. The Reader then
probes nearby Targets by broadcasting a polling request packet. Each Target
selects a random identifier R corresponding to a particular time-slot and, then,
replies to the Reader during the time-slot that corresponds to R. In practice
only one card can be supported, e.g., for e-ticketing applications.

Transport Protocol: Eventually, once the Reader selects a nearby Tar-
get, it starts data transmission using the Transport Protocol. During protocol
activation, the Reader and the Target negotiate communication specific param-
eters, such as the expected timeouts during the data exchange protocol. The
NFC protocol defines the range of acceptable timeouts from 302 µs to 4949 ms.
During data exchange, the Target acknowledges each successful packet reception
and replies to the Reader with its own data packets. A deactivation sequence
of the Target is used to successfully finalize the protocol.
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Figure 2: NFC relay attack setup

3.2. NFC Relay Attacks

Relay attacks against NFC are a typical example of man-in-the-middle at-
tacks [32] and fit the Grand Master Chess problem described by Conway in
1976 [33]. In this context, a malicious player, who does not know the rules of
Chess, could win against one of two grand masters by challenging them to a
postal game. The player would simply forward the moves originating from one
grand master to the other and vice versa. Although each grand master thinks
that they are engaging the player they are essentially playing against each other.

Similarly, during a relay attack the adversary can remain agnostic of packet
contents, protocol specifications or cryptography used, and relay all packets
exchanged between the legitimate devices to achieve his malicious goals. For
example, an attacker can circumvent an authentication protocol by simply re-
laying a challenge to a legitimate token, which will provide him with the correct
response, which can then be relayed back to the verifier [11, 21]. In practice,
the adversary needs to deceive the victim devices, namely the NFC Reader and
Target, into believing that are close enough to establish an NFC communication
link, while they are not. Since the NFC protocol poses timing only constrains
to successfully complete a transaction, he can bypass them by establishing a
fast and transparent relay channel, which is used to repeat the NFC messages
between the victim devices. Using this channel the adversary minimizes com-
munication delays caused by relaying NFC packets and essentially helps, as
an intermediary, the victim devices to complete their transaction. The incen-
tives of the attack are dependent on the NFC application and include obtaining
unauthorized access to a building or buying digital goods illegally without the
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consensus of the victim [6].
As depicted in Fig. 2, to launch a relay attack, the adversary needs two NFC-

enabled devices that emulate an NFC Reader and a Target and are placed near,
e.g., up to a distance of 10 cm, a victim NFC Target and Reader, respectively.
Then, the adversary presents the Adversarial Target, i.e., AT , at the Victim
Reader, i.e., V R to trigger an NFC transaction. AT has a preset communication
link with the Adversarial Reader, i.e., AR, which acts as the relay channel and
can be over a long distance. AR is simultaneously presented to the Victim
Target, i.e., V T and emulates an NFC reader, simply relaying all messages
received over the relay channel. The reverse procedure is followed for all V T
responses. Eventually, if all messages are successfully relayed, the victim devices
will complete an NFC transaction that would provide the adversary with the
end result of the attack (e.g., to illegally buy digital goods).

4. Preliminaries of Probabilistic Model Checking

Model checking is a formal verification technique based on rigorous model
definitions of systems, in order to discover errors, flaws or unexpected behavior
in systems, protocols and hardware. Probabilistic model checking is a formal
verification technique for the verification of systems that exhibit probabilistic
behavior and tries to determine the probability of a model M satisfying a prop-
erty prop. The probabilistic model checker PRISM [15] supports four types of
stochastic models based on Markov Chains, namely: (i) Markov Decision Pro-
cesses (MDPs), (ii) Discrete-Time Markov Chains (DTMCs), (iii) Continuous-
Time Markov Chains (CTMCs) and (iv) Probabilistic Timed Automata (PTA).
The proposed model follows the analysis of [34] and uses the CTMCs to verify
the resiliency of the NFC protocol against relay attacks in continuous time.

A CTMC is the tuple (S, sinit, R, L), where:
� S is a finite set of states
� sinit ∈ S is the set of initial states
� R : S × S → R is the transition rate matrix
� L : S → 2AP is a labeling with atomic propositions
The transition rate matrix R assigns transition rates to each pair of states

in S, which are then used as input to the exponential distribution. A transition
from state s to s′ can only occur if and only if R(s, s′) > 0. Time spent at
state s follows the exponential distribution and the probability of the transition
being triggered within t time units is calculated as (1− e−R(s,s′)×t). Typically,
more than one transitions from state s may occur in parallel, which is known
as a race condition. The first transition to be triggered from s determines the
next state of the CTMC. Time spent at s, before a transition, is exponentially

distributed with rate E(s)
def
=

∑
s′∈S

R(s, s′).

E(s) is defined as the exit rate of state s. The actual probability of reaching
state s′ from state s independently of time can be calculated using the embedded
DTMC emb(C) = (S, sinit, Pemb(C), L), where:

� S is a finite set of states
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� sinit ∈ S is the set of initial states
� L : S → 2AP is a labeling with atomic propositions
P emb(C)(s, s′) is calculated using E(s) = Σs′∈SR(s, s′) as follows:

P emb(C)(s, s′) =

 R(s, s′)/E(s) if Es > 0
1 if Es = 0 and s = s′

0 otherwise

Properties describing expected model’s behaviour are defined to perform
model checking. In PRISM, properties are defined in a superset of the sev-
eral temporal logics and more specifically the (i) Probabilistic Computation
Tree Logic (PCTL), (ii) the Continuous Stochastic Logic (CSL), (iii) the Linear
Temporal Logic (LTL), and (iv) PCTL*. For CTMCs, properties are expressed
in CSL in the following syntax:

Φ ::= true | α | ¬Φ | Φ ∧ Φ | P∼ p[ϕ] | S∼ p[Φ

ϕ ::= XΦ | Φ U I Φ

where α is an atomic proposition, ∼∈ {<,>,6,>}, p ∈ [0, 1] and I is an interval
of R>0. Pp[ϕ] denotes the probability that the path formula ϕ being satisfied
given the probability bound p. As with PCTL, it is straightforward to derive
CSL operators for F and X denoting “eventually” and “next” respectively [34].

A PRISM model is a collection of modules that are active in parallel. Each
module, in turn, comprises of a set of local variables and labeled actions (e.g.,
model transitions between states). Through the actions, the variables are up-
dated according to the specifications of the modeled system (e.g., the protocol),
which defines the state of the module. Eventually, the global state of the model
is built upon the individual module states at each point in time. Each module
action has two parts, the guard and the update actions:

[L] guard⇒ R : u1 + ...+ un;

where L is the label naming the model transition, guard is set of prereq-
uisites to trigger the command (e.g., variables values), R is the rate of the
command if the guard’s conditions are met, and ui is an update executed by
the command. We express our properties in the PRISM model checker using
the P = ?[F ϕ], which gives a numerical estimation of the probability that the
model “eventually” satisfies ϕ.

5. Prism Model of NFC Relay Attacks

We model a relay attack against passive mode NFC operating at 212 and
424 Kbps, as defined in [1, 2], and we study the indicative use case of a re-
quest and the corresponding response packet, which are exchanged between the
Reader and the Target during the NFC transport protocol. Request packet is
also acknowledged by the Target as mentioned in Section 3.1. We consider a
relay attack successful when all communication packets (i.e., the NFC protocol
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Figure 3: The NFC relay attack analysis using probabilistic model checking

packets and the data packets) are successfully relayed by the adversary. Our
CTMC model is minimal in the sense that the NFC protocol is modelled with
enough detail to demonstrate the attack. Meanwhile, our model is highly con-
figurable and thus may be used to verify resilience of other NFC protocol types
and modes, e.g., active mode NFC, as well as more sophisticated NFC protocols
against relay attacks.

Fig. 3 provides a graphical representation of our NFC relay attack analysis
exploiting probabilistic model checking. As it has already been mentioned in
Section 2.1, we start building a core model, namely the CTMC-NFC model,
which takes into account the NFC protocol specifications. According to Table 2,
two basic protocol parameters that affect the probability of an adversary to
successfully launch a relay attack is the timeout during the NFC transport
protocol and the size of the data transmitted. Both the range of timeout
values and the size of the NFC packets, used in our model, are derived by the
NFC standards [1, 2]. We particularly focus on the low end values of timeout
range, since strict time constraints could reduce the probability of an attack and,
thus, they serve as a countermeasure. Regarding the size of packets exchanged
during the data transport protocol, it varies depending on the NFC application.
Section 6 describes two experimental setups, namely the low- and high-data
volume scenarios, which also exhibit the impact of packet size into reducing the
probability of an attack. In addition, we use the cl parameter to denote the
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Symbol Description

Protocol
specifications

timeout Transport protocol timeout

size Packet size

cl Victim reader clock

del Time delays

Networking
parameters

er rch Relay channel packet error rate

er nfc NFC packet error rate

dr rch Relay channel data rate

dr nfc NFC data rate

Table 2: CTMC-NFC notation

clock at the V R and to count the time. The del parameter consider all possible
protocol delays that can occur during an attack, e.g. packet receiving delays,
packet preparation delays, and not only the transmission ones. However, it can
be adjusted according to the type of NFC application and hardware used. This
makes our PRISM model configurable and realistic. For our results, we set del
to a low value, namely 100 µs, in order to verify the best case scenario for the
adversary, where delay is negligible.

At a second step, we enhanced our core CTMC-NFC model with networking
parameters, including mobile environment and security-aware characteristics. In
this way, we succeeded in combining an NFC transaction with the interference of
an adversary, in order to construct our relay attack model. The latter comprises
four (4) modules, one for each of the devices involved in the attack scenario:

(i) VR: The Victim Reader V R is the verifier during the NFC transaction.
Therefore, it is the victim of the NFC relay attack, since the adversary
tries to maliciously authenticate a Target to the V R.

(ii) AT: The Adversarial Target AT is used by the adversary to communicate
with the V R over an NFC link and with the AR through the fast relay
channel.

(iii) AR: The Adversarial Reader AR is the reader operated by the adversary
(e.g., a smartphone) which initiates the NFC transaction with the V R.
AR communicates over an NFC link with the V T and through the fast
relay channel with the AT .

(iv) VT: The Victim Target V T communicates over an NFC link with the AR
and has a virtual NFC connection with the V R as a result of the relay
attack.

The aforementioned modules are associated with the networking parameters,
listed on Table 2. More specifically, the modules V R and V T are deceived
into believing that communicate with each other over an NFC link, while they
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actually use an NFC link with AT and AR, respectively. Thus, they make use
of the mobile environment parameters which refer to the data rate over an NFC
channel, i.e., dr nfc, and the packet error rate during the NFC communication,
i.e., er nfc, for which we use the typical value of 10−8. On the other hand, the
modules AT and AR communicate over a fast and transparent relay channel,
for which we use the security-aware parameters dr rch in Kbps and er rch to
define the data rate speed and the packet error rate, correspondingly. The
dr rch parameter serves as an indicator of adversarial strength, while er rch is
an indicator of the adversarial channel quality.

Using the parameters size and dr nfc, we model the time required to com-
plete a packet transmission. As an example, the time needed to transmit an
NFC message of n bits using an NFC channel of dr nfc Kbps can be modeled as
n/dr nfc. The above is exploited in PRISM to model the rate, i.e., dr nfc/n,
to complete a packet transfer, as described in Section 4. Our model expresses a
simple but realistic two-step communication, where one packet from V R to V T
constitutes the NFC request (REQ) and a second is the corresponding response
(RES) from V T to V R, as depicted in Fig. 2. Diffie–Hellman key exchange
is such a communication scenario [35]. Indicative examples of modeling basic
actions, such as NFC packet transmission, timeout and packet relay, using the
parameters discussed and listed on Table 2 follow.

Listing 1: NFC packet transmission modeling

1 [ Tr Prot Req ] ( s t a t e v r = 5) −>
2 ( d r n f c / s i z e ) * (1 − e r n f c ) : ( s t a t e v r ' = 6 ) ;
3
4 [ er Tr Prot Req ] ( s t a t e v r = 5) −>
5 ( d r n f c / s i z e ) * e r n f c : ( e r s t a t e v r ' = true ) ;

Listing 1 shows how the transmission of a transport protocol packet is mod-
eled in PRISM, where dr nfc/size defines the transmission rate, as explained
above. This rate is increasing as the communication data rate increases, and
drops when the size of the transmitted packet increases. Tr Prot Req and
Tr Prot Req error are used to create PRISM labeled transitions and differen-
tiate the successful and non-successful transmission of a packet due to commu-
nication errors, which occur with a rate defined by er nfc. The modeling of
networking and protocol specific parameters is done in one model transition in
order to keep model size to a minimum. Finally, state vr defines the state of
the V R according to the protocol step.

Listing 2: Timeout modeling

1 [ c l o ck ] ( s t a t e v r = 7) & ( c l + 1 < t imeout ) −>
2 t s t ep : ( c l ' = c l + 1 ) ;
3
4 [ c l o ck ] ( s t a t e v r = 7) & ( c l + 1 >= timeout ) −>
5 t s t ep : ( e r r o r s t a t e v r ' = true ) ;
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Listing 2 shows how time is measured at the V R when the transport protocol
data packet is sent. Each time unit corresponds to 1 µs. While the clock value is
below the defined timeout, the protocol continues without reaching a fail state.
If the timeout is reached then the V R transits to the fail state and the attacker
fails to complete the attack.

Listing 3: Packet relaying modeling

1 [ Tr Prot Rel ] s t a t e a c =10 −>
2 ( dr rch / s i z e r e l ) * (1 − e r r c h ) : ( s t a t e a c ' = 1 1 ) ;
3
4 [ Tr Pro t Re l e r r o r ] s t a t e a c = 10 −>
5 ( dr rch / s i z e r e l ) * e r r c h : ( e r r o r s t a t e a c ' = true ) ;

Finally, Listing 3 shows the packet relaying modeling. The approach is
similar to that of Listing 1, but it uses the networking parameters of the relay
channel, i.e, dr rch and er rch. Transitions in Listings 2 and 3 are enabled in
parallel and are involved in a race condition as explained in [34]. In brief the
transition that is enabled first by its corresponding rate, defines the next state
of the model, which in our case can be an increased value of the clock or a
packet transmission.

Overall, once our relay attack model is implemented, we perform the auto-
mated security analysis based on the parameters that affect the probability of a
successful relay attack. From the above description, it entails that these param-
eters are: timeout during the transport protocol, the size of data transmitted,
the adversarial strength expressed by the dr rch and the quality of the adver-
sarial channel expressed by the er rch. Among these parameters, the adversary
is timeout agnostic, whilst he has the control over data and packet error rate
of relay channel. Both parameters express his capability of fast and efficiently
relaying packets and as it is mentioned they indicate his strength and his chan-
nel quality, correspondingly. The latter, however, could be tuned using friendly
jamming techniques leading to significant deterioration of channel’s quality and
subsequently limiting the attacker’s probability of a successful relay [36, 37].
On the other hand, the NFC end-user cannot choose neither the timeout value
out of a range nor the packets’ size. Thus, the probabilities derived by the pro-
posed analysis can be mainly exploited by the protocol’s designers to carefully
lunch NFC configurations according to the security demands of services and
applications used e.g. mobile payment, e-passport transaction, device pairing.

6. Model Checking Results

We study the impact of the parameters presented in Table 2 on the success-
fulness of relay attacks against the NFC protocol. As it has been mentioned in
Section 5, our analysis can be fit to a simple but realistic two-step NFC commu-
nication protocol [35] that involves transmission of two packets during the data
transport: a request (REQ) sent by the Reader and a response (RES) sent by
the Target (Fig. 2). This way we balance between a practical but low-complexity
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timeout States Transitions Iterations Time (s)

500 72840 182263 2428 9.3

2500 218840 572263 2554 30.5

5000 401340 1059763 5054 109.2

Table 3: Relay attack model’s state space

model, since the proposed CTMC-NFC can be extended to include additional
exchanged data packets, at the cost of model size and time. This is a well known
issue in model checking that can be tackled with more computational resources
and further abstract modeling, which reduce the state space [34]. Our future
plans include both considerations.

Our results show that timeout is a decisive parameter that can be used to
thwart the attack under certain conditions. At the same time, our analysis
reveals that even when strict timing constraints apply, strong adversaries with
high quality and fast relay channels can launch a successful relay attack with
high probability. We use the relay channel data rate dr rch to measure adver-
sarial strength and packet error rates er nfc and er rch to define quality of
communication over the NFC and relay channels. We consider passive mode
NFC communication with dr nfc at 212 and 424 Kbps. To study the impact of
size of NFC transport protocol packets we use two experimental setups, both
complied with the NFC standards [1, 2]. The first high-data setup considers
255 and 160 bits of data packets transmitted by V T to V R and V R to V T re-
spectively. Additionally, packets of 80 bits from both the V R and V T are used
in the low-data setup. It is worthwhile to mention that our probabilistic model
is highly configurable and can support a variety of setups regarding the size of
data transmitted. This makes it also applicable in a variety of NFC application
scenarios. Overall, we restrict ourselves to discussing Quality of Service aspects
related to the parameters used for the analysis, since they differ greatly from
application to application.

The size of our prism model in terms of number of states, transitions, itera-
tions and model checking time is given in Table 3. The parameter that affects
the model size is timeout. The rest of parameters are important in the sense
that they define the transitions’ rate, but they do not affect the final state space.
This entails that further configuration of our model driven by size, dr nfc and
dr rch is possible without affecting the state space. Model checking time pre-
sented in Table 3 is indicative and can be reduced when stronger machines
are used. For our results we used an Intel(R) Core(TM) i5-2410M, 2.30 GHz
processor.

Fig. 4 shows the probability of a successful relay attack for the low-data vol-
ume setup, using a range of timeout values, derived by the NFC standards [1, 2],
and significantly low packet error probability (er rch = 10−8), which is a best
case scenario for the adversary [38]. dr rch denotes the adversarial strength ex-
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Figure 4: Probability of successful attack vs timeout for different relay channel data rates
(dr rch); low-data volume at 212 Kbps

Figure 5: Probability of successful attack vs timeout for different relay channel data rates
(dr rch); high-data volume at 212 Kbps
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Figure 6: Probability of successful attack vs timeout for different relay channel data rates
(dr rch); low-data volume at 424 Kbps

Figure 7: Probability of successful attack vs timeout for different relay channel data rates
(dr rch); high-data volume at 424 Kbps
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pressed by the transfer speed of the adversarial relay channel in Mbps. We
observe that strong adversaries with dr rch > 3 Mbps have a significantly
higher probability of performing a successful relay attack, which is above 60%
for timeout > 4.5 ms. However, it is also clear that even weaker adversaries
with slower relay channels (dr rch = 0.7 or 1 Mbps) exhibit a very high prob-
ability of successfully launching the relay attack when timeout is high. On the
other hand, the probability of a successful attack minimizes as timeout reaches
at 0.5 ms. For example, when timeout < 1.5 ms the probability of a successful
attack for all adversarial strengths is less than 12%.

Fig. 5 follows the analysis of Fig. 4 for the high-data volume setup. The
model checking results are similar with those of Fig. 4, but as expected, the
increased volume of data that have to be relayed poses an additional challenge for
all adversarial strengths. Comparing the low and high data cases, we pinpoint
that for dr rch = 3 Mbps in the high-data setup the probability of successful
attack is approximately the same with the low-data case for dr rch = 1 Mbps,
when timeout = 5 ms. In other words, an adversary has to use a faster relay
channel in the high-data case, in order to retain the same probability of success
as in the low-data case, since bigger payload sizes naturally demand longer time
to be relayed.

In Fig. 6 and 7 we study the impact of dr rch on the attack, when dr nfc =
424 Kbps. We observe that the probability of successful attack is higher when
a faster relay channel is used. Even for dr rch = 0.7 Mbps the probability of a
successful attack is higher than 80% in both setups. The adversary essentially
takes advantage of the faster dr nfc to succeed the attack, since the packets can
now be relayed faster. Moreover, we observe that the probability of a success-
ful attack reaches close to a maximum value faster when dr nfc = 424 Kbps
compared to dr nfc = 212 Kbps, especially for the low-data setup. Indica-
tively, in the low-data setup when dr nfc = 212 Kbps and dr rch = 12 Mbps,
the probability reaches close to 60% when timeout > 3.5 ms. Changing only
dr nfc = 424 Kbps the probability reaches 60% in just 1.5 ms.

Fig. 8 and 9 demonstrate the probability of a successful relay attack when
strict timeout is defined, i.e., timeout = 500, 750 and 1000 µs. In a sense, these
are worst case scenarios for the adversary since only a limited time window is
available to relay the NFC packets. For both data volume setups, low packet
error rate, e.g., er rch = 10−8, and dr nfc = 212 Kbps, we observe that the
probability of an attack decreases dramatically for stricter timeouts, even if the
adversary uses fast relay channels. For the low-data case scenario in particular,
the probability of attack does not exceed 2.5% when timeout = 1 ms, and is less
than 0.0025% when timeout = 0.5 ms. For the high-data setup the probability
of attack is even smaller, since the adversary has to relay more bits.

Fig. 10 and 11 demonstrate the impact of using increased data rate for NFC
communication, i.e., dr nfc = 424 Kbps, on the probability of the relay attack.
In this case, we observe that the adversary has much higher probability to
succeed for both data volume setups. For the low-data setup the probability of
successful attack reaches almost to 30% when timeout = 1 ms, and it is above
2.5% when timeout = 0.5 ms. Even in the high-data setup, the probability
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Figure 8: Probability of successful attack vs adversarial strength (dr rch) for worst case
scenario of timeout; low-data volume at 212 Kbps

Figure 9: Probability of successful attack vs adversarial strength (dr rch) for worst case
scenario of timeout; high-data volume at 212 Kbps
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Figure 10: Probability of successful attack vs adversarial strength (dr rch) for worst case
scenario of timeout; low-data volume at 424 Kbps

Figure 11: Probability of successful attack vs adversarial strength (dr rch) for worst case
scenario of timeout; high-data volume at 424 Kbps
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Figure 12: Probability of successful attack vs quality of adversarial channel (er rch) for dif-
ferent relay channel data rates (dr rch); low-data volume at 212 Kbps and timeout = 3.6 ms

remains considerably higher when comparing to NFC 212 Kbps. In summary,
we observe that when timeout is on the low-end values, i.e., timeout < 0.75 µs,
the probability of the attack is decreased in all cases. Especially when using
timeout = 0.5 ms the probability of a successful attack drops to less that 2.7%
in all cases. As a result, our analysis provides the evidence that the timeout is
an important parameter to thwart a relay attack. It is also worthwhile to be
mentioned that a fast relay channel increases the chances of an attack for NFC
424 Kbps.

To complete our analysis, we test the probability of a successful relay attack
for different qualities of adversarial channel, which is expressed by relay channel
packet error rate, i.e. the er rch parameter. Packet errors may occur when the
adversary relays packets over longer distances where interference is expected.
We test both our experimental setups for different values of er rch, dr nfc = 212
and 424 Kbps and for timeout = 3.6 ms. This way we show the impact of er rch
on the probability of a successful attack that under no packet errors would be
high; for example greater than 35% for all tested dr rch in Fig. 4. Fig. 12 and
13 show the probability of a relay attack for the low and high-data setups when
dr nfc = 212 Kbps. When packets are dropped due to higher packet error
rates, it is increasingly hard for the attacker to succeed in the attack. In both
Fig. 12 and 13, we observe that for er rch = 0.4 the probability of the attack
is less than 5% for all tested adversarial strengths. In Fig. 14 and 15, we test
the same scenario when dr nfc = 424 Kbps. As shown above a higher dr nfc
increases the adversary’s chances to succeed an attack. However, packet errors
can also prevent the adversary from launching a successful attack as in case of
dr nfc = 212 Kbps.

These last results are particularly significant, since they demonstrate that
packet errors on relay channel could help to prevent an attack. Through this
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Figure 13: Probability of successful attack vs quality of adversarial channel (er rch) for dif-
ferent relay channel data rates (dr rch); high-data volume at 212 Kbps and timeout = 3.6 ms

observation, it is not assume that the adversary uses an unreliable channel;
besides all previous results derived for er rch = 10−8 [38]. We just highlight
the twofold information provided: firstly, the adversary can lunch attacks with
considerable probability even when er rch > 10−1, which is placed at the high-
end typical values for wireless links [38]; the second outcome is that results
of Fig. 12 - 15 could provide application-oriented thresholds on how friendly
jamming techniques can tune packet error in relay channel in order to deteriorate
its quality and thus revealing an attack [36, 37].

7. Market-wise NFC and security challenges

Near Field Communication solutions have found their way in today’s smart
devices, opening up a broad range of applications [17]. Though NFC obvious
characteristic that communication handshake occurs within a centimeter dis-
tance compared to the present wireless communications technologies (WiFi or
Bluetooth), its security protection increases significantly as in practice an at-
tacker has to be close enough to the reader in order to eavesdrop a message
exchange. On the other hand, the aforementioned fact constitutes NFC devices
susceptible to other advanced attack methods (e.g. [18]) related to reader em-
ulators, proxy enablers, directed jamming or even low power electromagnetic
interference. For example, consider a physical access control scheme where a
Bring Your Own Device (BYOD) system is applied i.e. the user carries its
credential-access control card to his smart phone. The exchanged NFC mes-
sages containing the identity of the user actually will initiate the verification
process against the predetermined database of users, privileged-by-authority to
access the protected resource. Raising the fact that NFC can transmit the ap-
propriate user message to trigger a door unlock process, the impact of acquiring
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Figure 14: Probability of successful attack vs quality of adversarial channel (er rch) for dif-
ferent relay channel data rates (dr rch); low-data volume at 424 Kbps and timeout = 3.6 ms

Figure 15: Probability of successful attack vs quality of adversarial channel (er rch) for dif-
ferent relay channel data rates (dr rch); high-data volume at 424 Kbps and timeout = 3.6 ms
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such a message exchange by an attacker increases prohibitively the risk of having
unauthorized access to a resource [39], thus motivating the attacker to engage
maliciously with the NFC device.

Market-wise, NFC has shown a dramatic increase especially in the so called
NFC-enabled smartphone devices for access control, electronic payments, elec-
tronic ticketing, as well as data sharing and device pairing. Till 2009, this
technology was undergoing pilot testing phase from many companies around
the world. Reports today estimate that in 2011, only 5% of the total mobile
phones were NFC-enabled while it is predicted that by 2016 this number will
rise to 46% [16]. Such a fact will force NFC to be adopted in new devices and
consequently increase its application domains further (e.g. smart advertisement
and infontainment)1. Such evolution will motivate protocol designers to invest
in through NFC protocol analysis towards its security guarantees. The latter
is supported by our analysis results, presented in Section 6, which demonstrate
that protocol specifications, i.e., timeout during the data exchange protocol and
size of packets exchanged, as well as, networking parameters that indicate adver-
sarial strength and its channel quality, can affect the probability of a successful
attack. But the question would still remain: will the NFC solution provide
secure communications between IoT devices, or will the NFC solution enable
additional backdoor opportunities to malicious users while offering its services?
And more important, can NFC be considered as a secure solution for electronic
payments?

Famous contactless electronic payments already are enabled through NFC
communication [41]. Both Google Wallet [7] and ApplePay [40, 42] adapt NFC
communication protocol principles. Reviewing both of the technologies, we ar-
gue that they try in common to solve the same set of problems related to mobile
payment and storage of the cardholder’s data; but they operate differently. Se-
cure element (SE) is a solution adopted by both Google Wallet and ApplePay
for storing and executing crypto operations. Having SE executing a payment
transaction virtually as a contactless card, offers a strong authentication for the
user as payment authorization can be performed in a secure way. Heterogene-
ity though [43], due to different wallet applications forced the aforementioned
architecture to change. In addition to that, as not all of the NFC applications
require security (e.g. device pairing), NFC parameters have to be reconfigured
real-time when security level varies.

Protocol designers need at this point, to take under consideration which NFC
parameters to tune based upon the security attacks such as relays, end-user
applications, device characteristics and obsolescence. As the NFC controller

1iPhone recent versions include NFC technology enabling contactless payment ap-
plications such as ApplePay. Apple application patent in 2013 [40] discloses a shared
near field communication solution integrated with sensor structures for authentication
services. Such evolution will inevitably increase the NFC market as it indicates that
there is a business value potential for the technology to be exploited further in future
iPhones.
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itself does not deal with the data or processing associated with the payment
transaction, we argue that it is important to rapidly evaluate and verify their
prototypes for attacks. Through our analysis, we are able to provide the means
for the protocol designer to delegate carefully NFC parameters (e.g. timeout,
payload size, reader clocks) according to the critical level of the services and
applications used. Such a reconfiguration has to be in line with NFC devices
capabilities and executed when the application security level is critical.

As discussed in Section 3.2, proximity does not mean security. Attackers can
use high power antennas against the smart device or relay the NFC signal in
order to gain unauthorized access [44]. Considering that NFC-enabled devices
can be used for electronic payments, the fact that the NFC chip will be the means
for transferring sensitive information (e.g. credit card details) strengthen the
need for a collaborative NFC solution within the host device. NXP P5Cx2 series
[45] contain hardware based cryptographic solutions for collaborating with the
NFC modules. To this end, Google Wallet in a joint agreement with MasterCard
implements secure payments in a specialized hardware, the so-called Secure
Element, SE. The SE chip mission is to decouple the operating system and
smart devices applications with the external reader, allowing direct NFC secure
interaction only between the embedded SE and the reader. SE applications
are locked by the phone manufacturers and only applets previously signed by
appropriate authorities can be installed to it [46]. Furthermore, access to the
SE’s environment is highly secured as the element provides delimited memory
for each SE application and other functions that can encrypt, decrypt or sign the
data packets to be transmitted. But limitations set by the SE chip e.g. memory
capacity, force companies to seek SE implementation in portable memory means
(SIM/UICC or SD card) enabling additional external threats due to device-host
obsolescence and heterogeneity.

8. Conclusions and Future Work

In this paper we presented a framework that exploits probabilistic model
checking to evaluate the resiliency of NFC protocol against relay attacks. Our
automated analysis can verify the probability of a successful relay attack against
NFC handshakes, based on a variety of characteristics, i.e., NFC specifications,
mobile environment and security-aware parameters, that affect the attack. In
practice we present an approach to test security of NFC and we use it to evaluate
cases of indicative NFC applications. By capturing system-level NFC charac-
teristics in a formal model within the PRISM model checker, and modeling
intrusion tactics, such as a relay attack activity, we have been able to extract
important security analysis results that can provide countermeasures against an
attack. Our results show that a narrow timeout during the data exchange proto-
col, high-data volume regarding the size of packets exchanged and a high packet

2Adopted in the Samsung Galaxy Nexus S Phone

25



error rate on the adversarial channel can significantly reduce the probability of
a relay attack.

On top of our probabilistic model checking approach, the proposed frame-
work provides a fast, automated and highly accurate methodology for protocol
and hardware designers to evaluate their prototypes at the design stage, reveal-
ing to them whether or not certain security requirements will be met by the
final product. Additionally, our work is motivational towards innovative coun-
termeasures against attacks. The latter is a vital evidence that the proposed
approach can be applied in safety-critical software or hardware artifacts that
have to comply to certain industrial standards where cyber-security attacks
govern environment. For our future work, we plan to extend our analysis to
cover a larger family of short range communication protocols and explore new
methods to deploy efficient countermeasures. Furthermore we aim at initiating
a new analysis approach based upon NFC-based real-hardware characteristics
that will allow us to determine the trade-off between security provided and en-
ergy consumption on limited power devices that seek to complete secure ad-hoc
connections.
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