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Abstraei—The concept of sharing of personal health data over
cloud storage in a healthcare-cyber physical system has become
popular in recent times as if Inproves access qu ~ The privacy
of health data can only be preserved by Leeping it in an encrypted
form, but it affects wsability and flexibility in term: of effective
search. Attribute-based searchable encryption (ABSE) has proven
its worth by providing fine-grained searching capabilities i the
shared clond storage. However, it is not practical to apply this
scheme to the devices with limited resource: and sforage capacity
becamse a typical ABSE imvohve:s serious computations. Inm a
healthcare cloud-based cyber-physical system (CCPS), the data is
often collected by resource-constraint devices; therefore, here
ako, we cannot divectly apply ABSE schemes. In the proposed
work, the inherent computational cost of the ABSE :cheme it
managed by executing the computationally mfensive tasks of a
typical ABSE scheme on the blockehain network. Thus, it malkes
the propo:ed scheme suitable for online storage and refrieval of
perzonal health data in a typical CCPS. With the asdstance of
blockchain technology, the propozed scheme offers two main
benefits. First, it is free from a trusted amthority, which males it
genuinely decentralized and free from a single point of failure.
Second, if is computationally efficient because the computational
load is mow distributed amonz the consensus modes in the
blockehain networl. Specifically, the task of initializing the
system, which & comsi d the most comp ionally imtemsive,
and the task of partial search tolen gemeration, which i
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considered a: the most freguent operation, is mow the
responsibility of the consensus modes. This iminates the need of
the trusted amthority and reduces the burdem of data wsers,
respectively. Further, in comparizon to existing decentralized fime-
grained searchable encryption schemes, the proposed scheme has
achieved a significant reduction in storage and computatisnal cost
for the secret key associated with wsers. It has been verified both
thegretically and practcally in the performance analysis section.
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I INTRODUCTEN

YBER-PHYSICAL systems (CPS) tzhtly intertwine
C software and physical component= that can have
applications m nearly any field we can think of ncluding
healthcare, energy conservafion, environment protection,
defenze, agnculture and many more. CPS fwmelessly produce
Imge silos of data, and to ensure scalability and efficient
storage, large companies like Microsoft and Honeywell, ete.,
are moving towards cloud-based solufions. Cloud-based CPS
(CCPS) mmproves existing CPS fimetionalities, but at the same
time, presents secunity challenges.

The data related to healthcare and defense may contan
sensitive information. Therefore, m CCPS, m addinon to
applying secunty policies at the physical level, there 15 a need
to ensure secunty at the cyber level, 1.2 the cloud component.
The cloud-based CP5 for healthcare offers many benefits like
momfoning and confrolling patient’s health by deployving
sensors and actuators m the form of wearable devices. These
devices keep track of the essential witals and may even alert
asseciated medical practiioners in case of entical situations.
The data involved mn the entre process of monitorngz and
alerfing 15 highly sensitive, whether it 15 the location of the
patient or the vitals stored by these devices. Therefore, a need
for 2 secumty mechamsm 15 a5 essenfial as providing
healtheare services to the patients. Further, the data mveolved
1in the contimuwous monitorng may be massive, and the devices
which gather thus data are rescurce constrained Hence the
data 15 generally stored at 2 thurd party cloud server. For thus
purpose, zn obvious solation is to enerypt sensifrve data first
and then store it to an untustworthy clowd platform
Encryphon mdeed ensures secunity but severely debilitates the
accessibility of data. It makes even the most basic operation of
searchinz, 2 hoghly challenging task. The searchable




encrypton (SE) techmque 15 the answer to thiz problem.

SE enables the cloud server to search confidentizl data
without revezlng any mfermation about the data being
zearched Further, m the cloud environment, uzers from
multiple domains interact; therefore, access control must be
embedded to enzble fine-grained searching fimetionalities. All
the stated features mn the emcryption scheme mcluding ssarch
capability and access control fulfills cwr requrement for
cloud-based CP5 for healthcare. However, these features
come with an mherent cost, and cannot be dwectly applied for
the resowce-constramt devices. There 15 a need of a
mechanizm to reduce this cost, and thiz 15 the key goal of this
paper. To enable fine-gramed searching capabilities, we have
used ztimbute-based encryption (ABE) and specifically iis
ciphertext-policy (CP) vanant as it makes 1t possible for the
data owners to mplement aceess rule over the encrypted data.
Also, the data owner has full control over his shared data
which 15 the ezsennial requirement i any healthcare system.
To reduce the associated cost with the eiphertext-policy ABSE
scheme we have leveraged the blockchain technology, where
most of the computational load of the ABSE scheme 15
delegated to the blockcham petwrork.

A Research Methodalogy

This sechon desembes the approach followed for the
reduction 1n computational complexity, starting with the
problem formulation of the proposed schema.

1) Problem Fermulation

The ABSE scheme provides fine-grainad search capabilines
to its users but it comes with an mberent computational
overhead In a typical ABSE scheme the associated storage
and the computational cost vanes linsarly with the number of
atirbutes possessed by a uwser. In a bealtheare CCPS, the
devices participating in the network are resource constraimmt.
Thus 1t 15 not feasible to dwectly apply the ABSE schemes to
aceess the encrypted mformation.

Grven the above problem, we aim to construct a keyword
search scheme with fine-gramed search capabilies that can
handle a large mumber of drverse atmbutes. Furthermore, 1t
should be hghtweizht enough to be zble to be deploved at
devices with resource constraimts.

2) Propased Hypothesss

The proposed hypotheses state that the computational
complexity of the emising state-of-the @t fine-gramed
searchable encryption schemes 15 high and also vanes with the
number of attibutes imvelved m the system To use such
secunty solutions for devices with limited resowrces, there 15 a
need to develop a delegation mechamizm wiach can reduce the
computational burden from the entiies mvelved in the system.
The propozed scheme aims to reduce the aszociated cost of a
fine-grained searchable epcryphion scheme with the assistance
of blockchain technology.

3) Propoced Solution

To address the above-stated problem, m our view, there can
be two possible solutions. First, is to make the assoctated cost
mdependent of the number of attibutes. It has already been
the foecus of many werks, ke [1]-[4]. Second resource-
constraint devices should not exscute computstionally

mtensrve tasks mwvolved Im a typical ABSE scheme by
themselve: and leverage other technology hike blockcham
technology, which can improve beth fleability and reduce
system overhead.

With blockcham technology, the propesed scheme can
attain the following charactenstic features:

Decenrralization: It 15 the kev property of blockchain
techneology, which means that there 15 no cenfral conirel, 16,
there exisis no single authonty resporsible for goverming the
system The searchabls encryption system developed nsmg the
blockchain technology inhents this fimdamental property and
hence results m a fully decentralized system.

Reduction in compuration overhead: In the blockcham-
assisted searchable enerypfion svstem the fask of system
mtializaton 13 mot the respomsibility of a =zingle enhty.
However, 1t 15 handled together by blockchain conzensus
nodes. Firthermore, the task of search token generation 1s
azsisted by consensus nodes to reduce the burden from end-
users.

Improves system reliability and free from a single point of
faihwe: In the blockcham-zssisted searchable encryption
system there 15 no need for a central authonty, and no master
sectet key 15 needed to generate user credentials. Hence, this
mzkes the system more rehable in case one or more nodes
fails or becomes malicions.

The remaimng of thiz article 15 orgamized as follows:
Section II disensses related works. In Section 10, the reader 15
enlightened with the essemtal background requred to
understand the construction of the proposed scheme, Further,
it presents an intoduction to the blockchain and other
refrospective techmques which forms the basis of the paper.
Section IV mwves the system and secunty defimtions and
explains the system and secunty model of the proposed
scheme Section V provides defailed constuction of the
propozed scheme along with its comectess and secunty
analysis. Section VI finally concludes the paper with possible
drections for futre work.

II. RELATED WORE

ABSE enable: fine-grained searching capabibines in a mmln-
user epvironment. Several atiibute-based searchable schemes
have been developed using either of the two desizn
frameworks  (ciphertext-policy or  key-pobiey) [11-[3]
Moreover, in the arez of healthcare, there exist some atinbute-
based kevword search schemes [5]-[8]. However, most of
them need 3 central authonty for management and distmbution
of secret keys to the cloud users. Consider a scenario where a
data owner wants to share hiz datz with a2 large momber of
users who possess athributes frem different domains. Then the
smgle authonty canmot efficiently manase such a large and
drverse set of atinbutes alone. Such a scenanie 1= prevalent n
the healthcare system ez in hezlthcare networks, a data
owner, 1e., a patient may want to share s datz with users liks
a researcher, or a doctor or some msurance agent. All of these
uszers belong to an entiraly diffevent domam; hence, there 15 a
need for 3 mulh-authonty system where sach authonty 1s
responsible for the management of a disjoint set of atinbutes
from different domams.



Omne zuch mult-authorty searchable encryption schems was
recently proposed by Mizo er al. [9]. They achieved decen-
tralization by elimmating the central anthonty. However, the
schemes mentonsd above, mcluding the one m [9] comes
with tremendous computational complexity mherited from the
underlying ABE scheme To reduce this computational
overhead and to achieve decentralization at the same fime, the
authers leveraged the blockehamn technology. They delegated
most of the computationally mfensive tazks erther to the
bleckchain netweork or to the cloud server. In the proposed
scheme, the system imtialization and parfial search token
generation tasks are handled by the blockchain network, whils
the cloud server handles the search task. Thus, the users can
stay relaxed and get thewr task completed by the smuart
blockchain technology. There exist several scenanos 1nm
literature where blockcham technology has been wused
[10]-[13]. In [16], the searchable encryption scheme has been
developed by leveraging blockcham technology, but it focuses
on the searchable encryption m the symmetie setimg. In [12],
a searchable encrypnion scheme has been proposed with the
assistance of blockehain technology in the public-key setting,
but they did not consider the fine-mamed searching
capabilities mio account.

III. BACEGROUND
This section gives the pecessary mformation about the
bilinear map, hardness assumptions on which the proposed
scheme relies, and the stucture of the access peliey used in
the proposed scheme.

A Bilinear Map and Hardness Assumpiion

Let {7 be a source eyclic group of prime erder, p, and (i1 be
a target cyche group of same order p and g be the generator of
the sowece group, &. Let ¢ be 2 map between (¢ and
G Gx il — Gy, 1t 15 called a bibmear map if 1t satisfies the
following conditions:

WX =g*cGiand V=g c (52 elg", g*) = elg, g/ where
w,v & Zp. This 1z called the bilmeanty property.

2) elg, g} iz the generator of the target group, Gr, if ¢ is the
generator of (7. This property 15 called non-degeneracy.

3IWEY e G el X, Y) 13 efficiently computable.

Assumption |(g-decisional parallel bilinsar djffie-hellman
exponent (DPEDHE) ): Let ¢: Gx (7 — G be a bilmear map
defined above. Consider another cyclic group Zp of integers of
order again p. Choose saby.bs,. ., byeZy, UeGr and
compute the tuple [, which consists of the following

elements: g, g, Iflkllﬁli‘wl":gb‘f
[ s
= |
[ K II
lal | (i, jkelg=1.g9.] jok
The distngumshms probability of the distmbubons
(D.V = elg. ™" | and (D.U) is negligible [14].

i, e[ 2g.4]ng1"

| %1
LI

B. Accass Structure

To conshuct the proposed searchable encryption scheme,
we have used the monotomie access shucture, which 13 defined
as: Let the athibute umverse be represented by . A

monotome access stuchwe, & on I consists of non-smpty
subszets of T such that if a subset belongs to A then s
superset must also be there m & 18 WHB Cc A if Bc A and
BCC, then Ce A [15]. To distibute the secret over the
access stuchure we use a linear secret shanng scheme (LS55),
., over £, which is defined as follows [15]:

1) The shares of a secret s € 7, forms a vector over 7,

2y For each access stouctme defined on the athibute
universe, there exsts 2 share generating mamx, A, of order
% n whose elements are taken from 7, Letp:[{] = U bea
fimetion that maps each row of the maimx to the atimbutes
from set U, ie., ||:rlrr'}|:f:2 £ U. To generate the secret shares of
s, consider a vector V = {5 vy, ..., V) where v . vpE .'{'p

T oz’ _a=Ty
and compute 4 =AV where 4i=A/V |, represents a
secret share of 5.

1555 should satsfy the lmear reconstruction property
which states that if A5 € A such that | represents the set of
rows ([} such that pl) €S then eider€Zp: Diyridi= 1,
given |; represents the valid shares of secret, 5.

C. Shamir's Secrer Sharing Scheme
It 1= used to divide 2 secret into i shares such that the secrat
can only be constructed if a mmimmm of k shares 15 available
among them Therefore, & represents the threcheld because
after collacting k shares, the sscret can be revealed It 15 based
on polynemial interpelation, given k points, (17, v;), such that
no twe different points have the same x-axis component, and
m a two-dimensional space, there exists a zimgle umigue
polynomual, g, of degree k— 1 such that g(xi) = w¥i. Thus, the
idea is to conshuct a polynommal of degres k — 1, where the
data to be shared is placed at the position of a constant term
and rest of the coefficients are selected andomly, 1.2, g(x) =
a+erx et £t a1 o= st "—:’.F, where Zp
is the group of imtegers ower which the polynomial s
constructed. Now, generate the n points from this polymomial
by putting different values of xif} |. Le., generate (x;,yi). The
sectet can be reconstmucted by using any of the & poinis
ameng the available n points using the Lagrange mterpolation
method. To find the coefficients of gix), first, find the
Lagrange identifies by using these & pomts as follows:
I‘i _ | |1 iy ,u Xyl )
e

L

m j

Mow, find the polynomial, gix)= Lfi-l-"j‘r}' Among the
coefficients computed wsing this formula, the coefficient of
the term, 1" (constant term), is the secret that we have shared.

D. Consortium Blockchain Plafform and iz Role in the Proposed
Scheme

The consortum blockehain (CB) platform extends the
concept of private blockchain where the entive network 1s
managed by a group of orgamzaztions instead of a single
organmization ke in a private blockchain platform [16]-[18]
A CB platform represents the fine lne between public and
prvate blockeham platforms. It adds fleababity 1o mles to be
more like public blockchain The wisthility of the blockehan



Block £ 128 Block #: 119 Block 2130
Tima! : 1519161445 Timsestamnp: 1519181455 Timsstamp: 1515181465
Mooce: 28 Moncs: 112 Moocs: 0%
Data: Datx: Datx:
R o .
Prow_Hash: 034DFAZIT Prov. Hash- 4D3SE1FDS Prov. Hash- 30ITEIFET
Eash- 4D3SEIFDS Hach: J0ITELIFST Hach: (OIEDTALF
Fig 1. General simacture of a blockchain

may be limited only to walidators, authonzed users or is
wisible te everyone, thereby combining the features of both the
public and private blockchain platforms. The most noticeable
difference between both pubbic and prvate blockchain
platforms 15 cbserved dunng the consensus. Unlike the open
system in public blockcham or a complately closed system in
a prvate blockchain in consortum blockchain, a group of
equally powered nodes participate m consensus. The typical
structure of the blocks and how these blocks are connected 1n
any blockeham platform 15 shown below m Fiz. 1.

Blockehain, as the name suggesis itself that it 15 a cham of
blocks, and this cham s formed and secured with the
apphication of cryptography. Blockcham can alzo be defined
as a sequence of records which is analogous to traditional
ledgers with zn additional property of immmtability. Hence, it
15 often called an immutable ledger. Now, depending upon the
requirement and applicafion area, the respemsibility of
managmg and updzfing this ledger is given either to everyone
i the blockchain network (public blockchain platform, 2.z,
the Bitcom petwaork [19]), or to one particular organization
{private blockcham platform, ez, Hyperledger), or to a
selected set of users from different orgamzations with equal
power (consortm blockcham platform, e g, Quonmm).

In cloud-based healthcare CPS, the publie blockchain
platform does not seem sutable becausa the pabhic blockchain
allows access to everyons on the system and the data mvolved
in the bealthcare CPS may contain sensifive information
which is not for the public use. The prvate blockehain
platform also does not fit in the considered scenano becausa it
is too restnctive, and there 1s still confrol by one single
authonty whe can manipulate the data for their benefit
Therefore, the option that is suited well for the present
seenario is the consertium blockehain where different entifies
associated with the healthcare CPS makes a consorfum and
pre-decides the nodes that will parhicipate in the consensus.
By leveraging the benefits of consertimm blockehain in
healthcare-CCPS, one can imposs confrol as well as can emjoy
the decided degree of freedom The architechwe of the
consortimm bleckchain wsed m the proposed scheme 15 shown
inFig. 2.

The consortium blockcham for healtheare CPS may inveolve
entities hike hospitals, research institutions, various state and
central health departments managed by the health mimstry,
and the msuwance and pharmaceutical mdustries, stc. Thezse
orgamzations pre-select some of the nodes as the consensus
nodes as per their governance policy. These designated nodes

indusiry

Fig 2. Architecture of consortium blockchain for healthcars CPS.

are the one which paficipate In managing and updating the
dizmbuted ledzer. In contrast, the other nodes can generate or
comiribute data. If the number of the comsensus nodes s
increased. then it resulis m 2 more secure and fauli-tolerant
systemn. Because now more nodes mmst agree to reach
conzensus. Further, the system becomes more scalabls m
terms of the number of transactions processed Because m the
comsortmm blockchain consansus nodes are the ones who can
comiribute 2 new block in the blockchain the consensus
protocol also requires less computafional power because the
consensus nodes are chosen by the organizations with a high
trust level

Thus, 25 the number of consensus node increases, there wall
be an increase in the mumber of new blecks, and as a result,
more fransachons will be included for processing. Lastly, as
we increase the pmmber of consensus podes, the degree of
decentralization alse increases, which results in a more robust
system.

Role of CB m the proposed scheme:

1) System Seiup: The consensus nodes inrfialize the system
and generate the global public parameters by using Shammr's
secret sharing scheme.

2} User Registration and (Gemsration of Partial Search
Token: Any user can register themselves to CB by storing
thew public key comesponding to their umique global wdenhity.
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Fig 3. Architecnme of the proposed scheme for CCPS.

Diata uzer entities

It 15 also responsible for managmg and generzfing the search
token when some user wants to refrieve encrypted information
from the eloud, be/she can reach the CB to generate the partial
search token comesponding to the atmbutes poszsssed by the

TUsEr,

S,IlFrsB From Essping the Master Secret- In the CB assisted

proposed scheme, there i1z no smgle enhty that manages the
systemn Henee, it 15 free from keeping master secret unlike the

existing schemes [11]-[14].

IV. SCHEME PRELIMINARIES

Thiz szection explams the architecture that provides the
general alzonthm for the proposed scheme. Further, it grves
the secunty definnon along with the zame-based secunty

model for the proposed scheme.

A Architecrure of the System

The system 1z compaosed of the followms fowr entihes, as

shown in Fig 3:

i g healihcare CPS

1} Consortium Blockehain (CB): This entity will mitialize
the system and generate global parameters. Further, it registers
the public kev of the nser comesponding to ther umque global
ID {GIDY). When a user wants to perform a search then heishe
can reach the CB along wath the atmbutes posseszed by
lomher and the CB will generate the parhal search token for
the user.

2} Dara Cwmer (DO): As the name suggests, TN 15 the one
who owns some data (health data m the considered scenano)
and wants to share listher bealth data to a thord-pariy clond
sarver. Before outsowcing both the health datz file and the
associated data, the keywords are first encrypted Inm a
healtheare system, the data owner 15 a patent who enmcrypts
lus health data usmg any standard encryphion algorithm and
probably the symmetnc key algomthm (fast computation). The
associated symmetric key used for encryptng data and the
keywords contamed i that data are encrypted usmg the
(enlndex algonithm of the proposed scheme



proposed scheme, the atmbutes are not embedded while
generating the secret key for the uzer. At the same fime, 1t 13
done directly dwming the search token generation by the
consensus nodes. Here, the user will generate a public and
prrvate key paw for himsslfhersslf comesponding to hisher
unique global identity and sends the public key to blockchain
network to register himselfherself to the blockcham network.
Therafors, the proposed scheme eluminates the need of a
central authonty for the management of users athibutes. It 1=
done by the consensus nodes when a search token generation
request 15 recerved from the nser.

Fiz. (b} shows the time taken by the index zeneration
algonithm Ax 1t can be observed from the Fig 5(b), the mdex
generztion tome of the schemes under conmderation 15 almost
the zame and vanes lmearly with the mumber of athibutes.
Fiz 5(c) presents the tume taken by the search token
generztion algonthm zt the uwser’s end It also mereases
lmearly with the mumber of atmbutes for zll the three
schemes. Fig 5(d) shows the tome tzken by the zearch
algonthm exscuted by the cloud sarver. It also vanes hnsarly
with the mumber of atmbutes, and the proposed schems has
higher me complexity as compaved to [9] and [22]. The time
complexity of [9] 15 least among the three since it only has
two panng operations, and thus the tme taken by the search
algonithm 1z almost constant. Howewer, this algonthm s
executed by the cloud server, which 15 assumed to have plenty
of resources, and will not affect the performance of the
scheme., Hence, the expenmental results wvalidate the
theorstical clams mads in the asymptotic complexty analysis
section.

VI, COoNCLUSION AND FUTURE DIRECTIONG

In thus paper, we have proposed 2 truly decentrahized robust
and computationally efficient ABSE scheme for healtheare
CCPS wath the assistance of consortmm blockchain. The
devices mwvolved m a typical healthcare CCPS are resowrce
constrained  Further, the users in a healtheare CCPS may
belong from a variety of domams, and to manage such a large
number of diverse users, a single authonty 1s not ufficient.

EKeeping that m mind, we have proposzed a scheme where
computatonally intenzive tasks are delegated to the consensus
nodes m the blockeham network to increaze efficiency and to
avold single pomt fahoe The consensus nodes are
rezponsible for minabzing the system and generatmg partial
search tokens for wusers. This helpz i reducmg the
computational burden from data users apd zlso elminates the
need for a global central authonty which sats up the system.
Further, consensus nodes i the blockcham network handle
the nser's atmbutes, unbke the central trusted authonty n
smmlar ABSE schemes. Therefore, 2 larze mumber of
attributes from diverse domams can efficiently be handled by
the proposed scheme. The proposed scheme addresses both of
the aforementioned constramts m a healtheare CCPS, and thus
works well m this seenanio.

As a part of future work, one can work I twe directions.
First, one can mpart efforts to meorporate a proper reward

mechanizm like the bitcoin network. In the proposed scheme,
1f we add a proper mechamsm to reward users financally by
mezns of a3 token, which can be spent by the users either in
avatlmg healthcare services or can be converted to other
cryptocwrencles I return for shanng thewr data wath
government znd healtheare agencies. By doing this, we can
mspire users to uhlze the system for the benefit of both the
healtheare agencies and themsslves. Second, one can work on
adding scheme-zpecific feamres hiks venfiability of the saarch
results and handle the event of user revocation with the
assistance of the blockcham network to merease the
correcmess, robusmess and dynamicity of the system.
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