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Abstract: Organizations must be committed to ensuring the confidentiality, availability, and integrity
of the information in their possession to manage legal and regulatory obligations and to maintain
trusted business relationships. Information security management systems (ISMSs) support companies
to better deal with information security risks and cyber-attacks. Although there are many different
approaches to successfully implementing an ISMS in a company, the most important and time-
consuming part of establishing an ISMS is a risk assessment. The purpose of this paper was to
develop a risk assessment framework that a company followed in the information technology sector
to conduct the risk assessment process to comply with International Organization for Standardization
(ISO) 27001. The findings analyze the conditions that force organizations to invest in protecting
information and the benefits they can derive from this process. In particular, the paper delves into
a multinational IT consulting services company that undertakes and implements large business
support installation and customization projects. It explains the risk assessment process and the
management of the necessary configurations so that its functions are acceptable and in line with
information security standards. Finally, it presents the difficulties and challenges encountered.

Keywords: information security management system (ISMS); ISO 27001; software consulting company;
risk analysis; impact assessment

1. Introduction

Information has always been an essential asset to every company, and this asset
needs to be protected. In the modern world, most information is stored digitally and
accessible online to ease access and minimize archiving time. However, this has one
disadvantage: all this information can be exposed to various risks and threats depending on
its importance [1,2]. Cyber-attacks on confidential or sensitive information have increased
over the years. A company’s growth can make it a more attractive target for cyber-attacks,
and the leak of information can damage its reputation, revenue, and reliability [3–5]. For
all of the above reasons, the establishment of an information security management system
(ISMS) is imperative to attract more customers and keep the existing ones. Every client
needs to know that the shared information is safely and correctly managed.

International Organization for Standardization (ISO) 27001 is a management system
to identify, assess, and find coping mechanisms for any imminent risk. It can provide a
company with guidance to develop an effective ISMS based on its needs. The implementa-
tion of an ISMS means that every company needs to develop its strategy to better deal with
information security risks and threats and, eventually, establish an ISMS that complies with
ISO 27001. The standard does not specify specific procedures for realizing conditions, but
instead, they must be installed and executed on a company-specific basis [6,7].

Various approaches to developing and implementing an ISMS in a company are pre-
sented in the literature. Putra et al. (2017) [8] presented a case study for “Institute XYZ” to
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establish the essential risk criteria. They used the National Institute of Standards and Tech-
nology Special Publication (NIST SP) 800-30 revision while using ISO 27005 as a reference.
They concluded that other guidelines could be used along with ISO 27005 and with one
that includes what they describe as “incident risk scenario” [8]. Furthermore, to recognize
information objects that are concerned with risk management tasks in an establishment,
Agrawal (2017) [9] proposed a framework for ISO 27005 that can be employed. A case study
of a health clinic was developed to group the information. Syreyshchikova et al. (2019) [10]
presented how to design, create, and master an information security procedure under the
prerequisites of ISO 27001 for the conditions of the industrial enterprise JSC “K.” In the
mentioned article, the method followed to establish an ISMS to comply with ISO 27001
was presented.

Although there are many different approaches on how to implement an ISMS in a
company successfully, the desired outcome is the same: to keep information safe and to
find the optimal solution that covers the company’s needs [11–13]. Moreover, one of the
most important and time-consuming parts of establishing an ISMS in a company is a risk
assessment. All possible risks should be identified, assessed, and classified. Since every
company is different, the risks can also vary, and there is not only one approach that every
company can use for risk assessment [14].

For that reason, it is essential to provide more case studies and more theoretical
background regarding implementing an ISMS in a company so that every company or
interested party can have access to all this information and use it for its purpose. The
purpose of this paper is to develop a risk assessment framework that a company has
followed in the information technology sector to conduct a risk assessment process to
comply with ISO 27001.

The company’s policy ensured the information it handled in both electronic and hard
copy is adequately protected to guard against the outcomes of violations of privacy, failures
of integrity, or disruptions to the accessibility of that information. The company had a lot
of processes already in place. However, most of them were not recorded regularly or at all.
In other words, many of the threats were not identified and thus not considered.

The company’s rapid growth revealed that a standardized information security model
could make certain business aspects more functional. Moreover, it became clear that rapid
growth would make the company a target of cyber threats. This became a goal for the
company to proceed with a more detailed and enhanced information security policy. The
conventional way of processing information security was not sustainable in a high-growth
company. Risks emanating from human error multiplied as the company’s workforce
grew. Finally, the company kept receiving the same question from numerous clients: “Why
should we trust our information with you?” Through the years, it became more and more
challenging to get back to the clients with well-documented proof. Moreover, clients
became less tolerant of information security uncertainty, and the information security team
could no longer respond to the clients’ need.

2. Theoretical Background
2.1. Information Security Management Systems and Benefits

According to Haufe et al. (2016) [15], information security is considered a subset of IT
governance. Based on this statement, we can understand the importance of information
security in the business strategy of a modern and competitive company. A company
can process or maintain different kinds of data classified under different categories of
information. From the client’s and staff’s records to accounting-related data, all this
information should be available and accessible for the proper functioning of a company. All
this information should be protected, and quoting a company should select and apply the
appropriate shields to safeguard its physical and financial assets, reputation, legal standing,
staff, and other physical and non-physical assets [12]. This is where an ISMS comes in
handy. However, what is the purpose of an ISMS?
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In the literature, there are several discussions on the purpose of ISMS. Diesch et al.
(2020) [11] and Paananen et al. (2020) [16] point out that the primary aim of information
security is to safeguard an organization’s information, software, and hardware, which
are its valuable resources. According to Von Solms and Van Niekerk (2013) [17], the plan,
application, and process of ISMS should be able to stop and protect the hardware, software,
and users’ information from being endangered externally and internally, even when the
company or organization is under threat.

In light of the above, we can understand that an ISMS is vital since it can protect its
critical assets. However, implementing an ISMS is not an easy task, and poor planning
can negatively affect a company. More specifically, it is possible to adopt processes or
policies that create barriers in its functions while implementing an ISMS. It may be more
difficult or time-consuming for the staff to perform everyday tasks since more time will be
required for the information security checks. Furthermore, the workload will be increased
due to the restrictions in information access. Moreover, it may not be possible to maintain
work standards before adopting an ISMS, and the work quality may be lower. Finally,
either the existing staff will need to dedicate time to processing additional checks regarding
information security, or another team will be required to take over these tasks [16,18–20].

For the above reasons, regulation and cost-effectiveness are essential components
of an effective ISMS. The procedure of ISMS as an essential component of every ISMS
must be in agreement with an organization’s goals and its mission [15,21]. This should
be taken into consideration in the process of designing a successful ISMS and not at a
later stage in order to avoid additional costs, increased workload, or lower quality. The
fundamental concept of an ISMS is to ensure confidentiality, integrity, and availability
of all information and data. Confidentiality refers to the idea that information and data
should not be accessed by unauthorized people [22,23]. Companies work with financial
records, know-how, proprietary code, client data, personal information, etc. Integrity refers
to unauthorized changes in data and information. Although an ISMS cannot assure the
accuracy of information and data stored, it embeds processes and tools that verify that
changes are intended and correctly applied and are not fraudulent events [24]. Availability
refers to information and systems that should be available upon request, at all times. The
most common threats are denial-of-service and loss of data processing capabilities. Denial-
of-service refers to user or intruder actions that clog computing services. In contrast, loss of
data processing capabilities refers to the destruction of computing hardware or software
resources, either physically (due to natural disasters or human actions) or through software
unavailability (due to malevolent system access or operator error).

Even though a company will implement controls to ensure the physical, technical,
and administrative environment, the importance of the balance between confidentiality,
integrity, and availability should not be overlooked [25–30]. The golden ratio is difficult
to be achieved, and it appears to be the Achilles’ heel to external attacks. For example,
to ensure high availability, confidentiality might be in danger. On the other hand, if the
company enforces confidentiality, availability might become too complicated.

Companies’ dependency on Internet connectivity is increasing more and more. In
contrast, simultaneously, companies operate within a highly complicated and advanced
security threat landscape that exposes their information infrastructure to a spectrum of
security risks. This leads to the appearance of unprecedented challenges and finally leads
companies to establish more secure information technology (IT) infrastructure [31]. Cyber-
attacks on a company can lead to severe damage to the affected company’s reputation and
investments. Even though the number of attacks is growing, the economic impact of security
incidents are less clear. Still, it is doubtless that a single security infringement can give rise
to irretrievable damage to a firm concerning corporate liability, loss of trustworthiness, and
reduced income [3,5,32–35].

Although all participants are affected by security incidents, at the same time, to
rephrase [10], employees do not realize the importance of a company’s data confidentiality,
and they do not take actions needed to reassure that no breach will occur. Although corpo-
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rations, organizations, and companies recognize the importance of analyzing, evaluating,
and effectively mitigating risks, duties and plans for dealing with information security
threats, are generally not comprehensively established. Implementing an information
security information system such as ISO 27001 is an effective and vital way to confront
these threats and handle data safely and securely.

According to Velasco et al. (2018) [7], Diesch et al. (2020) [11], Hsu et al. (2016) [36],
and Shojaie et al. (2016) [37], the benefits of ISO 27001 are as follows: ISO 27001 can provide
numerous significant benefits for a company or an organization. By implementing ISO
27001, companies protect and manage their confidential data consistently by setting up a
transparent handling process for information access, controls, and handling. To achieve this,
the data handling process should be unambiguous and constantly managed. Furthermore,
with ISO 27001, a company’s reputation is increased. Since clients are more willing to trust
their data with an ISO 27001 certified company, this is also interpreted as increased profits
and market share. Thus, the company becomes more confident and competitive to grow
and attract more clients. Another factor worth mentioning is alignment with international
regulations such as the General Data Protection Regulation (GDPR) and compliance with
legal requirements. Legal penalties due to leakage of confidential information can result in
long-lasting legal battles and enormous financial loss.

An ISO 27001 certified company can avoid all the adverse effects of data breaches.
Based on ISO 27001 provisions, a mature information security incident response system
should be set up. This means that there is a system in place that will report and tackle any
information security threats as early as possible. Cyberattacks can happen every day, and
it is crucial to spot them at an early stage. For example, in the case of Target stores’ data
breach, it took the company more than a week to spot the attack. If the attack were identified
sooner, the amount of data leaked would have been less, affecting fewer customers. An
information security incident response system could have helped identify and tackle the
attack at an earlier stage [6,7,18,36,37].

Moreover, an ISO certified company will analyze the root causes of similar attacks
or incidents regularly through tests that will expose any system weaknesses before an
actual attack takes place. Identifying vulnerabilities before an actual attack happens gives
valuable time to the company to prepare itself for any data breach scenario. Finally, an ISO
27001 certified company should have an established disaster recovery plan. This would
be activated in the event of an emergency—in other words, when an attack has already
happened. It is vital to have a plan to follow to recover after an attack. If a company
manages to proceed with its usual functions as soon as possible, the losses due to the attack
will be minor. Every day that a company is not operating costs a significant amount of
money, which is connected to the income and activities of the company [14,23,24,38].

2.2. ISO 27000: 27001, 27002

ISO/IEC 27001:2013 presents itself as the standard that stipulates the conditions for
setting up, applying, sustaining, and constantly developing an ISMS within a company’s
framework. It also comprises prerequisites for the evaluation and handling of information
security dangers designed to meet the organization’s desires. The conditions set out
in ISO/IEC 27001:2013 are non-specific and are expected to apply to all organizations,
irrespective of type, size, or nature. It is a well-respected and internationally recognized
security standard [6,7,18,36,37].

The ISO 27000 standards provide guidelines for fair practice for a complete ISMS. ISO
27000 provides a summary and terminology, whereas ISO 27002 provides overall guidance
for information security actions and controls by extending the rules of practice for an ISMS.
In early 2007, ISO 17799 was renamed as ISO 27002, which comprises of management-level
suggestions for IT security handling. Toward implementing ISMS, ISO 27002 is a reference
point for choosing generally acknowledged controls centered on the particular information
security risk conditions of a company or organization [6,7,18,36,37].
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To become certified for ISO 27001, a company needs to have implemented all security
controls as they are mentioned in ISO 27002. The authorities in ISO 27002 are named
the same way as in Annex A of ISO 27001—for example, for ISO 27002, control 6.1.2 is
called “Segregation of duties”, while for ISO 27001, it is termed “A.6.1.2 Segregation of
duties”. The dissimilarity is found in the level of detail. Segregation of duties refers to
generic guidelines on how employees’ duties should be distinguished to achieve greater
responsibility. More specifically, ISO 27002 explains the controls that must be implemented
in the organization (e.g., clear distinction of responsibilities through clear job descriptions
of employees), providing the necessary tools for companies to embrace ISO 27001 more
efficiently and with widely accepted means [6,7,18,36,37].

Without the details presented in ISO 27002, the controls outlined in Annex A of ISO
27001 cannot be carried out. However, without the management structure from ISO 27001,
ISO 27002 would remain the remote effort of a few information security experts, with no
recognition from the board of directors and no actual impact on the organization. These
two standards exist separately because if they existed as a single standard it would have
been too complicated and broad for practical application.

2.3. ISO 27001: Risk Assessment

According to Cavusoglu et al. (2015) [31], within the framework of information
security, a well-structured security investment intent offers top executives a set of conditions
to rationalize corporate financing of information security. Organizations could consider
both the economic and non-economic consequences of investment decisions. Financial
requirements, such as return on investment (ROI), permit evaluations of the economic
viability of control concerning the value of properties to be safeguarded by the control
and the value of the investment. Non-economic conditions are customer cooperation and
emphasize organizational and operational viability. The organizational and management
literature also proposes that a well-outlined strategic investment purpose is an essential
component of the development processes, giving rise to organizational acceptance and
change [31,33,38,39].

Risk is the keyword and the answer to the concerns above, while risk management
defines prioritization. As contained in ISO 27000:2013, an ISMS maintains the privacy,
integrity, and accessibility of information by using a risk management process that gives as-
surance to concerned parties that risks are effectively handled. Risk assessment is a tool for
analyzing and interpreting risk. It refers to recognizing and evaluating the organization’s
susceptibilities [40–43]. It requires defining an evaluation scope and procedure, gathering
and data analysis, and going through risk evaluation reports. The implementation team
should collect and analyze the risk data. To accomplish this, all assets, risks, susceptibilities,
safeguards and their importance, residue, and the probability of successful attacks must be
identified [32,44,45].

Risk assessment should not be limited only to existing challenges but also to future
ones by considering novel systems and inventions that are already in existence and those
yet to come [46–49]. Implementing the risk assessment also leads to in-depth knowledge
of the organization and its operations. The risk assessment team tries to understand how
systems and procedures interact [32,50–52], allowing the company to identify gaps in
its processes. It needs to be noted here, though, that the people who will run the risk
assessment process need to have a clear, expanded view and extensive knowledge of the
whole company.

Risk management is the next step and is the selection and implementation of the
appropriate controls to mitigate risk to a level acceptable to the organization [44,45]. Just
like the rest of the ISO 27001 aspects, there is no intensifier or mandatory template to
follow when it comes to risk assessment. An information security team can perform a risk
assessment that makes sense for the organization’s structure.

A risk assessment, as described in ISO 27001 under the clause 6.1.2, establishes and
maintains information security risk criteria; produces consistent, accurate, and relative
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results; identifies the risks in collaboration with the risk owners; and analyzes and evalu-
ates those risks. During the risk assessment, the following activities can be implemented:
identification of the assets that are at risk and definition of the status of importance accord-
ing to value, sensitivity, and criticality; identification of potential threats; labeling of how
possible it is for a threat to occur to a specific asset; definition of the impact, which usually
includes the expected losses, damage, and recovery cost; reduction in risk by embedding
risk management into the design of the asset; and limiting controls that are accepted by
the company concerning the budget, such as introducing new policies and procedures,
exporting the conclusions, and developing an action plan [8].

2.4. ISO 31000: Risk Management

The ISO 31000 Risk Management Standard is one of the risk management standards
that is a series of international standards for applying risk management guidelines issued
by the International Organization for Standardization. As is the case with the majority
of other ISO management standards, ISO 31000 establishes a structured framework that
is intended to suit the demands of companies of all sizes and types [53]. Additionally, it
has been suggested that the ISO 31000:2018 standard be used as an appropriate basis for
dealing with uncertainties when assessing risks in industrial activities. The ISO 31000:2018
risk management framework has recently been presented as a viable foundation for a
thorough risk management examination. Although the standard is primarily used by
industry participants, it is adaptable and not industry or sector specific. The ISO 31000:2018
definition of risk is distinct from other risk definitions used in traditional risk assessments
in that risk is not defined solely in terms of the probability of bad or undesirable outcomes;
rather, the emphasis is on risk management [54].

ISO 31000:2018 risk management is an iterative process that entails the following steps:
(1) scope, context, and criteria definition; (2) risk assessment (including risk identification,
risk analysis, and risk evaluation); (3) risk treatment; (4) data collection and reporting;
(5) monitoring and review; and (6) communication and consultation [53,54]. ISO 31000 es-
tablishes a distinction between the risk management framework and two other components
of an organization’s risk management system—namely, risk management principles and
risk management process. The risk management architecture is composed of these three
components. The risk management framework is a collection of components that serve as
the foundations and organizational structures for developing, implementing, monitoring,
reviewing, and continuously improving risk management across the company. Certain
risk management frameworks—for example, ISO 31000—are also referred to as risk man-
agement standards. Organizations frequently use these two names interchangeably. Risk
management is a process that focuses on risk management—namely, communicating, con-
sulting, establishing context, and identifying, assessing, evaluating, treating, monitoring,
and reviewing risk [55].

ISO 31000 establishes fundamental principles, a structure, and methods. It is not
intended to impose uniformity on risk management systems, but to define the risk manage-
ment process in any given business, including security. It provides organizations with risk
management standards that may be utilized to create and achieve their objectives, regard-
less of their size or type of business. The ideas, framework, and processes are applicable
to both public and private organizations, as well as to all types of groups, associations,
and enterprises. It establishes a uniform approach to risk management that is neither
industry- nor sector-specific. Any form of risk can be managed using the risk management
approach. It is applicable across the organization’s lifespan and to any activity, including
decision-making at all levels [55–57].

Risk reduction, risk anticipation, and risk management are all components of man-
aging an organization that has risk management integrated into its business plan. As a
result, enterprises frequently turn to ISO 31000 for assistance with this task. ISO 31000 can
be utilized to make strategic decisions at the organizational level, as well as to manage
processes, operations, projects, programs, goods, services, and assets [55,56].
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3. Case Study Description
3.1. Case Study: Implementation of ISO 27001 in an IT Company

For security reasons, the company’s name is concealed. In order to keep the text brief,
the company is given the name “Venus”. Venus automates and optimizes data-driven
business processes with software and services. Venus’ consulting practices are well-known
worldwide, and they are the global market leader for a famous platform.

Venus specialists have deep industry knowledge across various establishments and
verticals. The company understands the difficulty of executing new systems into a busi-
ness and carefully works with its customer’s business and IT specialists to assist them
in recognizing prospects and goals. Venus then partners with them to provide entire
project life-cycle services, effectively orchestrating all aspects of the project, from process
reengineering through system design, development, and optimization. Venus is avail-
able to evaluate the change management desires for the organization and come up with
the most efficient training to make sure there is complete acceptance of the new proce-
dures and technology. Finally, the company transitions into committed, long-term support
for production.

Venus combines know-how with robust science and problem solving to provide
efficient software solutions to computerize and improve business procedures on time and
budget. Technology experts in the company have multiple qualifications in science and
engineering. Venus’ Solution Center is certified as a European Union Research Organization
and has won several European Union research programs. Scientists and engineers from the
company have designed several improved problem-solving tools for accurate and daily
company problems. Of great significance, Venus has tried and run these solutions on vast
volumes of precise data from some of the world’s biggest companies and has realized
substantial and quantifiable business profits.

Venus is a company that is “project based”. The company’s technology consultants
are assigned to each project for each client. The teams are dynamic; people are transferred
in or moved out of the team according to the phase and workload of the project. A team
might consist of 4–30 members.

For each client, a separate, concrete infrastructure is created. This infrastructure con-
sists of a centralized code repository. This code file archive allows multi-developer projects
to handle various versions; a centralized document library, a dedicated directory in a project
management tool; dedicated distribution lists; dedicated containers for development and
testing; a project issue tracker; and a separate entry to a time management tool. The tools
and infrastructure described above provide the team with the appropriate framework
to create, manage, and deliver the project, collaboration base, metrics, and analytics for
quality assurance.

3.2. The Company’s Status before ISO Implementation

Venus policy ensures the information it handles in both electronic and hard copy
is adequately protected to guard against the outcomes of violations of privacy, failures
of integrity, or disruptions to the accessibility of that information. The company had a
lot of processes already in place. However, most of them were not recorded regularly or
at all. In other words, many of the threats were not identified and thus not considered.
Annual and on-boarding pieces of training regarding information security were held to
make employees aware of the company’s perceived policy regarding information security.
An information security team was already established. The members were trained, and all
staff members could address any concerns regarding information security. In light of the
above, the company already had some established processes that would make complying
with ISO 27001 easier. However, many threats and vulnerabilities were not identified.

The company’s rapid growth revealed that a standardized information security model
could make certain business aspects more functional. Moreover, it became clear that rapid
growth would make the company a target of cyber threats. This became a goal for the
company to proceed with a more detailed and enhanced information security policy. The
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conventional way of processing information security was not sustainable in a high-growth
company. Risks emanating from human error multiplied as the company’s workforce
grew. Finally, the company kept receiving the same question from numerous clients: “Why
should we trust our information with you?”. Through the years, it became more and
more challenging to get back to the clients with well-documented proof. Moreover, clients
became less tolerant of information security uncertainty, and the information security team
could no longer respond to the clients’ need.

4. Methodology

A strategic framework was developed to support Venus in developing an ISMS [13,18,58,59].
Figure 1 presents the process used by Venus to implement and evaluate an ISMS. During
the first stage, the company established a security rule and relevant measures and controls.
It then drew up a statement of the scope of its usage, explaining why the authorities were
preferred over others. The company identified assets and requirements, assessed risks,
and selected the evaluation method. In the second stage, the company implemented the
security policy and relevant procedures, implemented controls and managed operations.
During the implementation of the third stage of this process, the company assessed and
measured the performance and reported the results to management. In the last stage, the
company took appropriate preventive, predictive, and improvement actions to maintain
and improve the ISMS [13,18].
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Figure 1. ISMS process.

Risk is the negative impact of any vulnerability and threat that might arise in Venus’
information systems and assets. Risk management is the systematic identification, assess-
ment, and implementation of steps and actions to reduce risks to an acceptable level. In the
following few paragraphs, we determine and evaluate the methodology for assessment and
treatment of information risks to define an adequate risk level following appropriate secu-
rity standards (ISO/IEC 27001: 2013) and also provide the guidelines for the development
of an effective risk management program within Venus’ infrastructure.

Risk assessment, risk treatment, and their supporting controls and processes are ap-
plied to the entire Venus premises, concerning all informational and operational risks to all
assets that could be used within the company and could impact Venus’ information security.
The controls and processes apply to all information security risk assessments conducted
in the scope of Venus’ ISMS, including all Venus’ business processes and assets. The risk
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assessment and risk treatment policy apply to all Venus business entities (e.g., employees,
partners, contractors, local delivery partners, suppliers, members of the public).

Risk management is a process in Venus’ ISMS framework intended to contribute to the
systematic identification, assessment, and treatment of risks and to ensure an acceptable
level of information security within the scope of the ISMS. The objectives of risk assessment
and risk treatment in the context of information security are the following: development of
clear assignment of responsibilities, development of consistent risk-identification methods,
risk identification, clear documentation of risks with their assessment, implementation of
better security controls in Venus’ information systems; better risk assessment decisions;
providing information for cost-effective security controls; designing physical, procedural,
and technical rules agreed with the information asset owners; and efficient treatment
of risks.

Venus established the business and technical background of the information system
being evaluated and made sure that the business aims were covered with all internal and
external aspects that controlled the recognized risks. Regarding the business context, the
identification of Venus’ business owner of the information system was reviewed, including
information classification, business processes supported, users of the system, security and
compliance requirements. Regarding the technical context, the identification of Venus as
the service owner of the information system was reviewed, as were Venus’ users’ ability to
support and maintain the information system, logical architecture, and system components.

A risk assessment examined the importance of Venus’ information systems and assets.
A comprehensive risk evaluation was conducted for this particular information asset if its
purposes were vital to Venus’ business desires or if the assets were recognized to be at high
risk. This included in-depth documentation and verification of assets, which provided for
business effect evaluation of vulnerabilities and risks to those assets.

The risk assessment identified, quantified, and prioritized the risks following the
Venus objectives and defined the criteria for the acceptable level of risk. The results of the
risk assessment guided Venus’ management in choosing the appropriate actions and the
corresponding priority order for the administration of the information security risks and
for the implementation of proper control mechanisms to protect against these risks.

The risk assessment procedure included the systematic assessment of the risk scale
(risk analysis) and the method of contrasting the risk against the risk conditions to deter-
mine the importance of the risks (risk assessment). The risk evaluation was conducted
occasionally to deal with changes in safety precondition and risk conditions (e.g., assets,
threats, susceptibilities, effects, and other essential changes). It was carried out systemati-
cally and capable of yielding similar and recurring results, several times depending on the
part and criticality of Venus or the information systems under examination.

A risk assessment must be conducted with access to and understanding of Venus’
business processes, the risk-related impact on Venus’ business assets, the technical systems
in place supporting the business needs, the legislation and regulations to which Venus is
subject, and up-to-date vulnerability and threat assessments. A risk assessment must be
conducted at least for every new information processing system, following the introduction
of a new information asset, and following modifications to systems or processes. Modifica-
tions that might change the nature of threats and vulnerabilities could be required when
there has been no review for a relatively long period (e.g., three years).

For each of the risks identified after the risk assessment, Venus’ management had to
decide on the appropriate risk treatment method. Possible risk treatment options included
the implementation of proper control mechanisms to reduce risks, the acceptance of the
risks of the conditions and criteria for risk acceptance are met, the avoidance of risks by not
allowing actions that would cause threats, and the transfer of related risks to other parts
(e.g., insurers or suppliers).

The risk decision with appropriate control mechanisms involved selecting and im-
plementing control mechanisms in line with the requirements resulting from the risk
assessment. The control mechanisms chosen should make sure the risks are reduced to
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the barest minimum, taking into consideration the conditions and restrictions of national
and international law and policies, contractual obligations with customers and suppliers,
business requirements and objectives of Venus as described above, operational needs and
regulations, the costs of applying and operating controls concerning the risks that are
diminished and the remaining risks, depending on the conditions and limitations of Venus,
the importance of balancing investment in the execution and operation of controls, and
damage that may arise in the event of security failure and best practices.

Identifying all Venus’ assets was the initial phase in the risk assessment process under
ISMS scope (assets’ impact on confidentiality, integrity, availability of the company’s in-
formation). Assets included documents in physical or electronic form, applications and
databases, IT equipment, infrastructure, people, and external and outsourced services. Fur-
thermore, asset identification consisted of the owners of each asset (responsible personnel,
organizational unit). Identifying vulnerabilities and threats for each asset was the next
step in risk methodology. Several vulnerabilities and threats might be associated with
each asset.

5. Results
5.1. Risk Assessment Process

Venus considered all potential vulnerabilities and risks relevant to a specific system,
whether intrinsic or extrinsic, natural or human, accidental or intentional. Vulnerability
and threat information was obtained from appropriate Venus’ users and in some cases
from professional security consultants, local and national law enforcement bodies, security
facilities, and contacts. Table 1 shows the threat categories identified for Venus.

Table 1. Threat categories as identified for Venus.

Category Threats

Theft Theft, Vandalism
Software Error Software Error
Software Error Malware
Software Error Unauthorized Access

Outage Power Outage
Outage Telecommunications Outage

Network Error Network Attack
Natural Disaster Earthquake
Natural Disaster Flood
Natural Disaster Fire

Legal Breach of Contractual Relations
Legal Breach of Legislation

Human Error Information Misuse
Human Error Operator Error
Human Error Misuse of User Privileges
Human Error Destruction of Records

Hardware Error Hardware Error
Hardware Error Damage to Cabling

Access Error Locked Out
Software Error Errors in Maintenance

Hardware Error Malfunction of Equipment
Human Error Unauthorized Installation of Software

Hardware Disposal Non-safe Deletion of Media
Hardware Reuse Non-safe Reassignment of Hardware

Removable Media Use of Non-Encrypted Removable Media

Risks related to Venus’ information systems, information, and operations could be
identified in the following categories; any Venus user could identify threats relevant to
the assets under examination. A comprehensive list of events that might prevent or
delay Venus’ business objectives was documented. Risk not included in this list might
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not be assessed and mitigated. Threats from existing repositories might be added after
related searches. A clear risk description was implemented to be considered and evaluated.
Finally, risk identification included the potential impact on Venus’ information systems
and assets. Any potential risk that could affect the confidentiality, integrity, and availability
of Venus’ information systems, information, operations, and assets was documented in the
risk assessment process. Risk evaluation criteria were established to provide a common
understanding of these security measures, which minimized the potential impact to an
acceptable level. The damage level and the cost caused by a threat determined the impact
criteria. Table 2 presents the impact criteria that were defined.

Table 2. Impact criteria.

Impact Criteria

Loss of financial value Consequences on correlated procedures
Direct financial consequences Security incidents, attacks

Indirect, long-term financial consequences Breaches of legal, regulatory requirements
Disruption of plans and deadlines Private agreement issues
Enterprise procedures obstruction Privacy issues

Loss of business value Competition related issues
Opportunity loss Sensitive and personal data, damage reputation

Malfunctions on commercial activities Public confidentiality issues

To determine the probability of future events and risks that might cause potential harm
to Venus’ information systems and assets, an analysis was conducted with the identified
vulnerabilities and security controls in place. The impact of the loss of confidentiality,
integrity, and availability was assessed following the impact criteria. The likelihood of
occurrence was a risk factor based on an analysis of the probability that a particular threat
could exploit a specific (or a set of) vulnerabilities. Risk is the outcome of the likelihood
of a specific threat from potential vulnerability and the resulting impact (probability) on
Venus’ information systems and assets. Risk assessment activities provided the necessary
information to design appropriate security controls and measures that would reduce or
eliminate risks during the mitigation process (risk treatment).

The steps that led to implementing a risk assessment included the following activities:
threat identification, vulnerability identification, control analysis, likelihood determination,
impact analysis, risk determination, control recommendation, and results from documen-
tation. In the first activity, the likelihood of a potential threat occurring was evaluated.
The threat probability (threat level) was described as the probable appearance of an oc-
currence. In establishing the probability of a threat, Venus had to consider threat causes,
possible susceptibilities, and existing controls. In the second activity, analyzing a threat to
an information system comprised an analysis of the vulnerabilities connected with Venus’
environment—assessment of the vulnerability levels to a threat scenario. Venus’ applied
controls were tested. Next, Venus’ implemented controls were considered, and they tried
to minimize or eliminate the likelihood and probability of a threat that might arise from a
system vulnerability. During the fourth activity, Venus considered the following essential
factors: exposure (nature’s) threat source, existence, and effectiveness of current controls.
The probability of a threat occurrence was input, and the threat level and the susceptibility
level were outputs of the probability of an event for a specific threat. In the fifth activity,
the impact of a security event was described in terms of loss of confidentiality, integrity,
and availability. Then, the likelihood of occurrence and the impact values were combined
to estimate the risk level of each asset for an identified threat. The adequacy of Venus’
planned and existing security controls were also included to assess the risk level. During
the seventh activity, security controls that could mitigate and eliminate the identified risks
were aligned with Venus’ operations. The recommended controls had to ensure that the
risk level was kept at a manageable level. Finally, after the risk assessment was completed,
the results were documented in an official report. The risk levels were assessed with
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established criteria, and appropriate measures were taken. Figure 2 presents a flowchart of
the activities carried out during the risk assessment process.
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In the case of a risk, it was necessary to assess the relevant consequences for each
vulnerability and threat individually for an individual asset. The likelihood of such a risk
was required to be evaluated for each of Venus’ assets. The severity of a risk was an overall
assessment of both how likely it was to happen (likelihood) and the impact it would have
if it did happen (impact occurrence). A potential vulnerability and/or threat was described
as (Almost Certain, Probable, Possible, Unlikely, Rare). The effect of a security incident
was defined in terms of loss of privacy, integrity, and accessibility. The quantification of
impact was based on NIST SP 800-30 revision 1. Level risk was based on NIST SP 800-30
revision 1. Table 3 presents the likelihood probability and frequency levels and Table 4
shows impact levels.

Table 3. Likelihood probability and frequency levels.

Likelihood Level Likelihood Description

Almost Certain Expected to occur in most circumstances
Probable Will probably occur in most circumstances
Possible Might occur at some time
Unlikely Not expected but conceivable, could occur sometime

Rare Not expected and would only occur in specific circumstances

Table 4. Impact levels.

Impact Level Impact Description

High
(H5, H4, H3, H2, H1)

Loss of availability, confidentiality or integrity has
considerable, critical and/or immediate impact on the
company’s cash flow, operations, functionality, legal,

contractual obligations, and/or its reputation.

Medium
(M5, M4, M3, M2, M1)

Loss of confidentiality, availability, or integrity might cause
costs and has medium or low impact on legal, contractual

obligations, and/or the company’s reputation.

Low
(L5, L4, L3, L2, L1)

Loss of confidentiality, availability, or integrity does not affect
the company’s cash flow, legal, contractual obligations,

and/or its reputation.
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To measure recognized risk, a risk scale and a risk-level matrix were developed by
Venus. The final risk measurement is obtained by multiplying the rating allotted for threat
probability and threat effect. The complete risk ratings might be ascertained based on
inputs from threat probability and threat effect groups.

The risk level matrix (Table 5) is a 5 × 15 matrix of threat likelihood (Almost Certain,
Probable, Possible, Unlikely, Rare) and threat impact (High 1–5, Medium 1–5, Low 1–5)
and shows how the overall risk levels are derived. The determination of these risk levels or
ratings may be subjective. The basis for this explanation can be expressed in terms of the
probability assigned to each threat probability level and the value assigned to each effect
level. For every Venus asset, every possible threat was assigned.

Table 5. Risk level matrix.

Likelihood

Rare Unlikely Possible Probable Almost Certain
Value 0.20 0.40 0.60 0.80 1.00

Im
pact

H5 15 3 6 9 12 15
H4 14 2.8 5.6 8.4 11.2 14
H3 13 2.6 5.2 7.8 10.4 13
H2 12 2.4 4.8 7.2 9.6 12
H1 11 2.2 4.4 6.6 8.8 11
M5 10 2 4 6 8 10
M4 9 1.8 3.6 5.4 7.2 9
M3 8 1.6 3.2 4.8 6.4 8
M2 7 1.4 2.8 4.2 5.6 7
M1 6 1.2 2.4 3.6 4.8 6
L5 5 1 2 3 4 5
L4 4 0.8 1.6 2.4 3.2 4
L3 3 0.6 1.2 1.8 2.4 3
L2 2 04. 0.8 1.2 1.6 2
L1 1 0.2 0.4 0.6 0.8 1

The rating scale for impact levels (in terms of confidentiality, integrity, and availability)
was set as a 15-point rating scale from L1 to H5: L1, L2, L3, L4, L5, M1, M2, M3, M4,
M5, H1, H2, H3, H4, H5. These criteria are based on ISO27005 [8]. The rating scale for
likelihood levels is set as a 5-point rating scale: 0.20 is considered rare, 0.40 is unlikely, 0.60
is considered possible, 0.80 is probable, and 1.00 is considered almost certain. The risk limit
is set at 2.9.

Table 5 presents the risk level matrix. The risk level matrix with its ratings represents
the level of risk to which the Venus information system, asset, and/or process might be ex-
posed in the presence of a known susceptibility and threat. Table 6 shows the consequences
and Table 7 presents consequence levels.

Table 6. Likelihood–consequences.

Likelihood
Rating Minor Serious Severe Major Catastrophic

Almost
Certain Medium High Critical Critical Critical

Probable Medium Significant High Critical Critical
Possible Medium Medium Significant High Critical
Unlikely Low Low Medium Significant Critical

Rare Low Low Medium Medium High
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Table 7. Consequence levels.

Consequence Level Description
Critical Extreme risk—detailed research, management planning required
High High risk—immediate attention needed

Significant Significant risk—management attention needed
Medium Medium risk—management responsibility must be specified

Low Low risk—routine procedures must be managed

5.2. Risk Treatment Plan

A response must be determined for each identified risk. The probability and impact
of the risk is the basis of recommending which actions should be taken to mitigate the
risk. A treatment option (security controls) shall be identified per cost–benefit analysis
and the relevant impact criteria. Venus’ risk treatment consisted of the following four
levels: accept, reduction, transfer, and removal. At the first level, risk acceptance was
reserved for low-priority risks where other treatment options would cost more than the
potential impact. To mitigate the identified risk, all risks must include a recommendation
of control(s) and alternative solutions. Venus will accept the identified risk. At the second
level, risk mitigation entailed minimizing the likelihood and/or the effect of risk threats and
vulnerabilities. Pro-active measures against risk are always more efficient than restoring
the damage an identified risk has generated. Venus will plan and design future controls to
address the identified risk. At the third level, risk transference entailed transferring the
negative effect of a threat or vulnerability. Transferring the risk to a third-party (suppliers)
will not eradicate a threat or vulnerability. Another party will be in charge of handling
the related risk. Venus will list all options for the identified risks to be transferred to other
entities (e.g., insurance). At the last level, risk avoidance involved changing aspects of the
overall business processes or system architecture to eliminate the threat—avoiding the risk
by discontinuing the related business activity.

Appropriate control objectives were selected in order to mitigate the identified risks
and minimize the potential impact on Venus’ information systems. Security controls were
selected and/or designed following rules from the Annex of ISO/IEC 27001:2013 to ensure
none were missed. The rules chosen for their respective threats were documented.

A risk treatment plan was established to manage and mitigate the necessary reme-
diation actions. A risk treatment plan was designed to reduce the risks to critical Venus
assets. Any potential risk that might arise from identified vulnerabilities and threats was
addressed per its consequence level.

6. Discussion

After conducting the risk assessment, 309 unique threats were identified. A total of
309 sets of controls were in place at the end of the risk assessment (one set for each threat:
a threat might need more than one control to mitigate the identified risks and minimize
the potential impact on Venus’ information systems). A total of 269 risks were mitigated to
an acceptable level by applying a set of controls to each threat. A total of 198 threats were
mitigated to an acceptable level by the controls already in place, before the risk assessment,
and 71 threats needed further treatment by applying new controls or upgrading the pre-
existing ones. For 45 out of 71, we had to run a third round of control implementation
since the second one was not enough. The CEO accepted 32 risks since we could not apply,
5 risks were transferred, and 3 risks were removed.

Various obstacles were faced during the implementation. The company had to assign
the task of an ISMS implementation to its resources. The resources were to handle the
management and implementation of the ISMS, and they were to be skilled employees
with deep knowledge of the company’s structure and operations. The role of the Chief
Information Security Officer (CISO) was assigned to the Director of Development, and the
role of the ISM was assigned to the Operations Manager. The problem was that these two
resources already had tasks assigned to them, so a whole new restructuring had to take
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place, with new employees hired to support the functions that were left behind. This added
an extra cost to the company.

As mentioned above, Venus is a project-based company. Consultants and developers
join or leave a team according to its needs. It should be noted that infrastructure is created
for each project, including a code repository, a document library, a directory in a project
management tool, mailing lists, containers for development and testing, an issue tracker,
and an entry into a time management tool.

When the company started to implement the changes to secure information and allow
access to it only to the project members, a significant level of complexity was created each
time a resource needed to join or leave a team. The process became time-consuming and
left room for mistakes. To deal with this challenge, the company assigned a dedicated
development team to build a new product that automated all steps related to access
management. This added an additional cost to the company.

Successful implementation of ISO 27001 requires employees’ full support and contribu-
tion. During the execution of ISO 27001, a few difficulties arose. These difficulties had to be
addressed to gain the trust and goodwill of employees and to ensure the effectiveness of the
ISMS. Specifically, employees felt that they had stepped outside their comfort zones because
they believed their work was being investigated under a microscope. They were worried
about the time and effort it would take to follow all the policies and procedures that were
related to the ISMS. Employees were also uncomfortable with the deadlines set to study
the relevant documentation of these new policies and procedures. Employees thought the
implementation of ISO 27001 was unnecessary and typical because only a small number of
people were involved from the start. Awareness and realization of the importance of the
ISMS were achieved after many training sessions and informal conversations.

As mentioned above, the circle of the ISO implementation did not close since the
internal audit had not taken place yet. We strongly believe that it would be interesting to
have an update on how this journey to ISO 27001 ends. What will be the findings of the
audit? Will there be any nonconformities? Nonconformities are considered failures to meet
specific requirements, failure to prevent a loss, failures to follow a process, and failures to
successfully confront a security incident. What would be the reactions of the company?

The risk assessment and risk treatment took more than 11 months and 16 versions to
be completed. This added complexity and delay to the company’s processes, and the audit
was postponed. In addition, pointing toward compliance with ISO 27001, the process is a
constant source of change within an organization; thus, it affects the change management in
a company. Future research could face all the difficulties and complexities of this separate
section of a company’s life.

7. Conclusions

The purpose of this paper was to develop a risk assessment framework that a company
could follow in the information technology sector to conduct a risk assessment process
to comply with ISO 27001. This paper analyzed how a company certified by ISO 27001
established practices to prevent similar incidents, to be able to assess the information
security risks and cope with any threats or vulnerabilities, and to ensure that things are
fully and consistently documented and kept up to date.

One of the most important and time-consuming parts of establishing an ISMS in
a company is a risk assessment—all possible risks should be identified, assessed, and
classified. The risks vary from other companies, but the desired outcome is to keep
information safe and to find an optimal solution that covers the company’s needs. The
company had a lot of processes already in place. However, most of them were not recorded
regularly or at all. In other words, many of the threats were not identified and thus were
not considered.

Furthermore, the company’s rapid growth revealed that a standardized information
security model could make certain business aspects more functional. Moreover, it became
clear that rapid growth would make the company a target of cyber threats. This became a
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goal for the company to proceed with a more detailed and enhanced information security
policy. The conventional way of processing information security was not sustainable in a
high-growth company. Risks emanating from human error multiply as a company’s work-
force grows. Finally, the company kept receiving the same question from numerous clients:
“Why should we trust our information with you?” Through the years, it became more and
more challenging to get back to the clients with well-documented proof. Moreover, clients
became less tolerant of information security uncertainty, and the information security team
could no longer respond to the clients’ need. Thus, this paper was the outcome of the long
journey of the implementation of ISO 27001 in the company. However, the risk assessment
process is not static, and it will need to be repeated.

The practical contribution of this paper is that it provides a framework for practitioners
to implement the risk assessment process in the information technology sector. Companies
in the information technology sector are entirely devoted to their productive work and
solving their day-to-day survival problems. They are often unable and unwilling to spend
time and effort defining new processes or improving existing ones. Software engineers
are more oriented towards products, services, or management than establishing new
working practices.

Another contribution of this paper is that the implementation of ISO 27001 will have
an impact in the medium-term on the day-to-day operation of the business, resulting in a
reduction in workload and duplication of effort, and an optimization of the tasks related to
the implementation and maintenance of the recommended best practices will help carry
them out. Companies not only need to know what to do in order to improve their processes,
but they need to have specific procedures describing in detail the work they have to
perform, with a clear set of best practices that will help to carry them out. These procedures
should be simple and applicable to the types of projects that they usually undertake.

A limitation of this paper is that the risk assessment and treatment took more than
11 months and 16 versions to be completed. As a result, future researchers can evaluate
the impact and likelihood levels of each asset per threat. When the risk level is above
the risk limit, Venus will examine all controls in place. A new risk level review will be
conducted, and a risk treatment action will be evaluated based on the new risk level. For
each identified risk, the treatment option must be documented.

Furthermore, future researchers can collect more information objects for Figure 2 by
conducting literature reviews and discussions with information security risk practitioners.
Some information objects based on ISO 27005 may be missing in this paper. The description
of risks can support companies in developing an evaluation of the likelihood and impact
of risks to ISMS. Furthermore, other tools can be used to expand a company’s threats
and vulnerabilities with the conditions that exist in ISMS. However, this paper can be
considered as a starting point for the people who participate in the assessment process of
ISMS and decision-making in an organization.

Another limitation is that it only includes one case study; selecting cases from various
industries may have provided more robust support for the definition of specific recom-
mendations contained in the ISMS. Considering the lessons learned from its application by
more software development companies will provide valuable guidelines for practitioners
in the information technology sector.
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