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ABSTRACT

In the future sharing econcmy, billions of
undarutilized [oT devices will be deploved to
enable a powerful and large-scale sharing market
tha: produces economic, envirenmental, and social
beneiits, Given the fact that communications in
numerous loT devices through wireless links are
unreliable, blockshain technology, as a promis-
ing soluticn, has emerged to achieve reliable and
secure sharing services in a decentralized man-
ner. However, apphing Blockchain in large-scale
wireless networks confronts scalabilisy challenges.
This motivates us fo proposs a realdime, trusted
data interactive, and fine-grained transaction sup-
partable sharing framework, the core of which
15 & nowvel two-ayver scaling blockchain design. In
the on-chain layer, sharing-oriented sharding &
emplkyed to enable secure and efficient process-
ing of macrodransactions on the chain. In the off-
chain layer, crosszone off-chain channels are sat
up to provide reaktime sharing transactions with
high-fraquancy microe-trading scenarios. Finally, a
proof-ofconcept case study of electric vehicle shar-
ing data is implemented with experimental results
to demonstrate the feasibility of our framewaork.

INTRODUCTION

Recantly, the Global Alliance of Sharing Econormy
(GLA SE) presentad the strategic vision of “double 50
percen: reduction 2020 inftiathe,* that i, the reduc-
tion of global new rescurce corsumption and labor
hours by 50 percent, respecively [1]. Such endean-
ors emphasize the promation of sharing and eficent
wilization of global rescurces. Comespondingly, it
will trigaer an increase of applications of the Intemet
of Things (12T}, such & bicycle sharing, selfsarvice
supermarkats, intelligent garbage recycling stations,
and supply chains with automatic payments 2],

For mest smart wearables and machineto-ma-
chine (M2 devices in 1oT networks, data are deliv-
ered via wireless communications. Due to the lack
of frust and data integrity assurance from uninus:-
ad tarminals, message broadcast in the loT wire-
less natwork is not alwvays reliable. Therefore, how
to ensure reliability and securizy becomes a signif
icant challenge. Blockchain technology has bean
exploited as a promising solution to protect data

integrity, provenance, and consiEtency for various
1T nesworks [3, 4], Undoubtedly, promotions of
sharing economy in the near future will give rie to
an extremely large quantity of blockchain nodes
communicating through wireless 10T links. Never
theless, scalability is an inherent limitation of block-
chain, which has been widely accepied a= a major
bamier to largescale blodkchain applications. Taking
Bitooin as an example, the maximum throughput of
bleckchain is about seven fransactions per second
(TP5); thus, the client requires at l2ast 10 minutes
on aversge for a launched frarsaction fo be includ-
ed in the blockchain. In contrast, the mairstream
payment technologies, like Paypal or Visa, perform
about 200 TPS or more than 3000 TFS, respecively.
n the other hand, massive storags, used for dupli-
cating distributed ledgers and storing large raw data
derived from numerous 10T ferminals, can potentis-
hy enhance the urgency of scaling the Bockchain,

Many researchers have concentrated on the
improvement of scalability that powerad the per-
formance of blockchain [5, 6], To summarize, there
are iwo types of advancements in their explorations.
On one hand, some prefer employing on-chain
scaling o provide high performance for large-scale
wireless networks [5]. The core idea is partiioning
the blockchain nodes into multiple independen:
groups, called shards, whare each shard processas
and maintains related sub4rarsactions in parallel.
Such on-chain scaling promises to achieve reakime
communicaions in lrge-scake wireless networks by
lergaly reducing the overheads of communication,
computation, and storage.

in the other hand, some works of the lizerature
explore of-chain scaling to address scalability Bsues
|&]. For example, payment channels have baen
proposed to enable Blockchain as a settlamen:
network, allowing the system to process a nearly
unlimitad number of payment transactions off the
blackchain. Thanks to such a design, high-volume
trarsactions could be processed without commit-
ting to the blockchain; consequently, irstant M2k
payments bacoma possible for the blockchain
applied in largescale wirelss networks, Howew-
er, offchain scaling cannot record comprehersive
transaction details, encountering the deadvantage
of imparfect support for some transaction scenar-



ins, for example, large transactions that are highly
guarantead in ferms of providing rigorous securizy.

The large-scale wireless networks inevitably
bring complexizy and diversity to the sharing econo-
mry, like ubra-dense small calls, massive 10T devices,
diverse demands, and varied transactions. There
fore, a good scaling solution should have capacities
to support all types of transactions, that i, being
supportive in handling fine-grained transactions,
which include macro- and micro4ransactions. As
illustrated in Fig, 1, miéoro-transactions refer o trans-
actions of a small payment amount executad fre-
quenily in & realtime manner, & pecting to creata
on-demand and profitable business madels [6], for
example, hoispo: sharing of WiF connection, or
M2M payments in 1oT. Macre-tranzactions indicate
transactions of large value, requiring the recording
of all transactional details on an important business
deal in which sacurity & of high concern. Concrete
examples are sharing fransactions of highly valu-
able resources, wherain secure tracking, monitor-
ing, and intelligen: contral are prefarred [7].

To provide fine-grained trarsaction supporn, we
axploit combinations of on-chain and off-chain scal-
ing. Nevartheless, a direct combination will bring
about new challenges; for example, atomically
processing transactions across shards bring high
costs with slow processing speed. As such, mora
sophisticated approaches tha: are capable of par-
forming the verification of crossshard transactions
efficiently under a joint archizacture of on-chain
and off-chain are requirad.

In this article, we employ blockchain as the
backbone architeciure, and propose a two-layer
scaling sharing framework combining on-chain
and off<hain for fine-grained transaction support
in large-scale wireless networks. The Layer-Cine
on-chain layer, designad as sharing-oriented shard-
ing, handles macrodrarsactions on the chain with
security guarantees. The Laver-Two off-chain layer,
buil: up crosszone channak, allows micro-ransac-
ficrs to be executad in real time off the chan. With
combinatorial designs, we further prasent proto-
cols of automated transaction workflows on effi-
cient validations of crosszone transactions. Finalky,
a procf-ofconcept prototype is implemanted in
a case study of data-shared electric vehicles wo
demanstrate the effectiveness of our work.

RELATED WoRK

This section briefly discusses the related work.
Large-5cale Wireless Metworks: Recent applica-
tiors of large-scale wireless networks have redafined
many research problems toward computing offload-
ing |8, edge caching [9], rescurce allccation [10],
and securizy and privacy protection [11]. Particular-
by, we leverage mobile edge computing (MEC) and
caching technologies to enhance computing ability
and processing power for large-scale wireless net-
waorks, thereby expanding sharing aconcimy.
EBlockchainrEmpowered Sharing Transactions:
Traditional centralized servers have been heavily
debated since they suifer from communication over-
head and single |;-:-in1s of failure, Blockchain, & a
decentralized technology, has provided direct salu-
tions to centralized sharing architecure. Guo et al
[4] utilzed Heckehain to implement a trusted access
system, achieving authenticated and collaborative
sharing among mukiple 10T terminak. Alogaily e al
[12] deployved smart contracts on & blockchain-basad
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AGURE L Motivation: in largescale wirelass natworks. Single on-chain or off-
chain scaling canno: support fine-grained sharing economy trarsactions.
Hera are illustrations of fine-grained fransactions, which indude mac-

rodtransactions and microdransactions.

energy trade framework, such that rarsactions could
b varified and handled in real time by using encod-
ad logics. However, existing studies simply apply the
brlockehain directy without adjusting its structure,
Scalable Designs on Bledkchain: Multiple solu-
ficns to scalability have been proposad to dealwith
this inherent limization of blockchain, for example,
directed acyclic graph (DAGH [12], off<hain chan-
nels |6, 14], and sharding [5]. Generaly, the transac-
fions in the DAG are no knger organized as a chain
structure. Sharding maink: modifies the BHockchain
designs to suppornt effident trarsaction processing,
Offchain channals can make agreements without
all participants but with securizy guarantees, thus
allowing users to handle small buz high4requancy
fransactions off the chain via private communica-
tions. Monathaless, thers is a lack of combinations of
on-chain and off-chain. To this end, we apphy cross-
shard oif-chain channels to address the low-efidency
issues of crossshard transaction verification in shard-
ing, aiming to support all types of transactions for the
sharing economy in largescale wireksss networks,

TWO-LAYER STALING SHARING FRAMEWORK BASED
ON LARGE-SCALE WIRELESS NETWORKS

FRaMEwOR, 0vERyIEW

Figure 2 illustrates the proposed general three-
pant framework, including sharing economy appli-
cations running on the top layer, an on-chain and
off-chain bleckchain system running in the middle,
and loT wiraless networks running at the bottom.
IaT wireless networks introduce the MEC archi-
fecture to constitute a clud-edgeerminal colabora-
tive system, which is capable of providing poweriul
computing and processing capacities for largescale
wireless natworks. The onchan and off-chain Blods-
chain system serves as the core part, enabling high
TP and kow-atency processing on different typas
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FIGURE 4. Case study im plementation of ITSdatasharing economy, wherein, a transaction processing conskis of four procedures:
Ev's paticipation and sharding, cross-zone channel establishment, data commitment, and the payment and exchanga.

station, roadside units, 55 small cells, and MEC
servers; meamwhile, there are multiple dynamic par-
ticipating EVs. The fixed 10T devices initizlly divide
zones and constitute the whole blockchain ne:-
work; then they act as endorsers that paricipate in
consensus and maintain blockchains, Under thesa
assumptions, we subsaquently present a proof-of-
concept implemantation for our proposals, using a
mncreptte c.al;e: a red BV A wants tFui'u gEe? shi'ed Eﬁ
Dirom a ble EV B by paving x dollars.

PROCF OF CONCEFT IMPLEMENTATION

To simulate fine-grained sharing trarsactions, we

assume data T'can be sphtinto n chunks, that i [Ty

e wp Tyl each with valuable and independent

meanings. Figure 4 illustrates the procedure desails.

EV Participation and Sharding: A and B first reg-
istar to join the blockchain, where an authenticator
madule will ganerate their key pairs, (5K, FK,0 and

(SKp, PRzl using an effident elliptic curve cryptog-

raphy algorithm. Thereafter, they can be assigned

s clients to corresponding zones; for example, A

belongs to Zone A and B b-elc\ng; to Zone B.
Cross-Lone Channel Establishment: In order

to enable highdrequency data trading, opening up

a cross-zone offchain channel for A and B is neces-

sary. The datak are as follows:

+ Sep 1A signs and publishes a funding transaction
te3, sending x dollars via two crosszone trarsac-
tiors, toy and 3, o a 2-of-2 multisig address of
Zone B as deposit funds in the channel

+ Step 1. B creates a subsequent refund transac-
tion toy to commit that the locked x dallars can
be unlocked by A after M nLockTime; B sigrs
the half of . and then sends it to A

+ Step 2 If both A and B agree on the transac-
tions and make sure w3 has been recorded
on the ledger of Zone E, v can be added to
tha kedgar of Zone A, Thereafter, the cif-chain
channel across Zone A and Zone B & open.

[rata Commitment: To purchase data from B,

A neads to commit a request message, indicating

wanted daza T public key PE,, and offered price

x. Then & prepares the data by encrypting data

chunks [T T, .., Ty with digital ervelope [15].

Herein, the cipherext pair [E4{Th, Ea (k] denos-

ed by BT, stands for the welkprepared data T,

The split daza chunks, [T, Ty, .., Ty} are indi-

vidually encrypied by using randomly generated

ayrmmeinic keys like K, &y, -, kol Afterward, tha

wel-encrypeed datasats [EyTyg), BT, ., BT, 1]

are preparad to be uplcaded to the off-chain regnsi—

tories, for example, Interplanetany File System (IPFS).

For upload, § needs to create a transaction
tus, making a data commitmen: signed by sig-
g andwaiting for the blockchain's verification
from Zone B Once g s confirmed, E,000 can ba
uploaded to the IPFS.

Payment and Exchange: The nest implementa-
tion offers the exchange of data storage addresses
and paid dollars between A and B. Taking the pay-
men: and exchange of chunk Ty as an example:

« Step 1 First of all, B creates an update trarsac-
tion T1, whera the price is #{t = x/n) and the
nlockTime sets MMy < M1 Then § adds on
the data address Addrg, signs it with 5Ky and
sends Ty to A

+ Step 2o Once eceved, A confirms T1 and sends
it back to B after signing it.

+ Step 3: A obtaire T's storage address Addrg,
thereby downloading the encrypted data
E (D) from the IPFS

+ Step 4 To decrypt Eg{Tal, A uses the private
ke 5K, to decrypt and get ky; after thaZ, it uti-
lizes kg to decrypt £y Tqd and finally obtain Ty
in plainzext
Thus, leveraging the update fransactions, like

T1, can effectively enable the exchange of trans-

farring ¢ dollars to B, theraby allowing A to obain

its wanted data addresses. To perform the update
trarsactions more quickly, the nLockTime in sub-
saquent ransactions should be sat smaller e, Ny
= Mg ) Finally, A spacifies storage hash values to
download cormesponding data from the IPFS, then
retrieves the data via two dacrypts: Decrypa( BT,

SK 41 and Decryp(T, KL
The crosszone off-chain transactions between

A and E can last until the exchange of the last
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TABLE 1. Parformance of the proposad framework in running 100 data sharing trarsactions by varying the bandwidzh (10 Mb/s,
20Mby's, 30 kby/s), the delay (30 ms, 100 ms, 200 me), and the CPU (0.3, 0.5, 0,83,

data chunk Ey{T,_4). The settlement transaction
Tn comes into effect as scon as it is signad by both
A and B, which can be recarded in the ledgar of
Zone B. Thereafter, the channal will be closed.

PERFORMANCE ELLnON

To evaluate the efficiency and effectivenass of
the proposed framework, we implement a proof
of-concept prototype in Go 1.13. We employ
Mininet 2.2.0d6 to build & corresponding phisi-
cal natwork to simulate the topology, the band-
width and delay of links, and the CPL usage of
hosts. We nun the Minine: on Ubuntu 16.06 on a
Dell Powerkdge TE30 server to emulate differen:
EVs-data-trading in sharing economic scenarios.
Table 1 diplays the resulis of multiple exper-
iments running 100 data sharing transactions
under all possible combinations of the bandwidth
(10 kby's, 20 Mbys, 30 Mby's) delay (50 ms, 100
ms, 200 me), and the CPU (03 0.5 0.8]

InTable 1, Procedure 4 is the largest time-con-
suming process mainky due to the step of updating
the channal, where each round costs an average of
2,65 s on an off<hain update trarsaction. It seams
a lizzle high bacause such a time overhead con-
tains the corsum ption of Lcllplu:-ading a 100 kE data
chunk to the IPFS imvolved in Procedure 3. Maore-
aver, Procedure 1 uses Curve 25519 to impleman:
signatures, which only needs approximately 0.22
ms to generate new public-private key pairs for
each regiterad EV. In Frocedure 2, opening up a
cross-zone off-chain channel between two hosts
shows & time approximately up to .28 5; however,
ance the channel has baen astablished, it can ba
wsad muliple times until the channal & closad. In
the experiment, the delay displays a huge amoun:
of influence over overhead costs, whereas the
bandwidth under realworld sattings of 10 Mb/s,
20 Mby's, and 30 Mb/s may influence them a lit-
tle, Owerall, the communication ocverhead in this
experimeantal study on ITS-data-sharing econcmy
can demonstrate the faasibility of our framewaork
on the millisscond timescake.

We further conduct a series of experimen:s to
make & performance comparion for threety pe
fransaction processing approaches, as illusrated in
Fig. 5. Specifically, we use the Minine: to simulate a
three-tier network topology, where network swizch-
as and links are fived while different hosts (e, A
B, and IPF5 nodes) are randomby connected via the

switches. As expected, the results in Fig. 5a indicate
that the time cost of non-blockehain in total shows
the bast, howewver, it is corsiderad 1o be ureafe with-
out the guarantee of blockchains. The average time
ovarhead for on-blockchain performs well, since it
has a confirmation delay of 100 tramsactions in the
exparimental test. In contrast, our approach with
combinations of on-chain sharding and off-chain
channel shows superior performance in that it is as
afficient & non-blockchain, and mearwhile, it also
inherits security properties from the blockchain.
Thanks o opening up crosszone channek, our
approach can eficiently perform the verification of
massive cross-zone trarsactions off the blockchaing
Fig. 5b shows such advantages in terms of latency.
Moreover, cur combinatonial approach delivers lin-
ear growth and scales well & the number of nodas
increasas, which i suitable for implementing shared
aconomy sarvices in large-scale wireless natworks.

CONCLUSION AND OPEN ISSUES

In this article, we have presented a sophisticat-
ed combinatorial blockchain architecture to
enable scalable sharing economy systems that
can provide reakiime, trusted data interacive, and
fine-grainad sharing transacticns for large<cale
wireless networks, allowing high throughput, low
lazency, and massive storage. Nonethelass, thare
remain some open issues,

Contract-Based Complete Business Logic:
In reality, a contract-based programmable frame-
work performing complete business logic adions
is needed. Then zone-based smart contracts can
be developed o realize efficient sharding settings,
for example, automatically determining the zone
assignment of registered loT devices. Finally, state
channak should be applied to allcw the mutualky
distrusiful wireless terminals to execute off<hain
sharing-defined programs among themsakes.

Multi-Blodk chain-Driven Platform for Hetero-
geneous Wireless Sharing Applications: There
are limitations on empowering a platform that sup-
ports heterogenecus functions for diverse wielss
sharing applications, such s crossplaform identity
authentication and sacurity assumptions. Extending,
sharding o multiFblockehain is an effective sclution.
However, since parameters vary greatly in differen:
blockchains, making communication aoross multi-
ple Blodkchains could be difficult as well as causing
some security sues, which requires in-depeh study.
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