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Error value=Ärticle Title is Mismatching from Order./̈>, Sustainable Computing:
Informatics and Systems (2018), https://doi.org/10.1016/j.suscom.2018.06.003

This is a PDF file of an unedited manuscript that has been accepted for publication.
As a service to our customers we are providing this early version of the manuscript.
The manuscript will undergo copyediting, typesetting, and review of the resulting proof
before it is published in its final form. Please note that during the production process
errors may be discovered which could affect the content, and all legal disclaimers that
apply to the journal pertain.

https://doi.org/10.1016/j.suscom.2018.06.003
https://doi.org/10.1016/j.suscom.2018.06.003


Security, Privacy & Efficiency of 

Sustainable Cloud Computing for Big 

Data & IoT 
 

Christos Stergiou1, Kostas E. Psannis1,*, Brij B. Gupta2, Yutaka Ishibashi3 
 
1Department of Applied Informatics, School of Information Sciences, University of Macedonia, Thessaloniki, Greece 
2National Institute of Technology Kurukshetra, India 
3Department of Scientific and Engineering Simulation Nagoya, Japan 

 
*Corresponding author: Kostas E. Psannis, 

E-mail address: kpsannis@uom.edu.gr (K.E.Psannis).  

URL: http://users.uom.gr/∼kpsannis 

 
Highlights 

 Cloud Computing System integrated with IoT as a base scenario for Big Data. 

 Establish an architecture relaying on the security of the network. 

 Install security “wall” between the Server of Cloud Computing & the Internet. 

 Cloud provides efficiency regarding privacy issue of bits transferred through time. 

 
Abstract 

 

With the significant advances in communication technologies and in many other sectors, also are growing up 

security and privacy issues. In our research, is introduced a base technology called Cloud Computing (CC) to 

operate with the Big Data (BD). CC is a technology which refers to the processing power of data in the fog, 

providing more “green” computational and sustainable computing. Since it is a recently investigated technology, 

it has many gaps in security and privacy. So, in this paper, we proposed a new system for Cloud Computing 

integrated with Internet of Things as a base scenario for Big Data. Moreover, we tried to establish an 

architecture relaying on the security of the network in order to improve the security issues. A solution proposed is 

installing a security “wall” between the Cloud Server and the Internet, with the aim to eliminate the privacy and 

security issues. As a result, we consider that CC deals more efficient with the privacy issue of bits transferred 

through time. Through our proposed system, the interaction and cooperation between things and objects 

communicate through the wireless networks in order to fulfil the objective set to them as a combined entity. 

Regarding the major goal of our research, which is the security, a sort survey of IoT and CC presented, with a 

focus on the security issues of both technologies. In addition to this, we try present the security challenges of the 

integration of IoT and Cloud Computing with the aim to provide an architecture relaying on the security of the 

network in order to improve their security issues. Finally, we realize that through our study Cloud Computing 

could offer a more “green” and efficient fog environment for sustainable computing scenarios.  
 

Keywords – Efficiency, Cloud Computing, Big Data, Internet of Things, Topology, Security, Privacy. 
 
I. INTRODUCTION 

 

The problem with security and privacy in everyday life could be solved or could be minimized by 

the use of Big Data (BD) analysis tools and services. Big Data is a new popular term, used to describe 

the surprisingly rapid increase in volume of data in structured and unstructured form [1]. Accuracy in 

big data may lead to more confident decisions making, and better decisions can result in greater 

operational efficiency, cost reduction, and reduced risk [2] [3]. BD usually uses Cloud Computing (CC) 

as a base technology in order to operate.  

In addition to this, CC could be used as a base technology for another relative to communications 

technology, Internet of Things (IoT). The basic idea of the IoT is the diffuse presence of a variety of 

things or objects used by people such as radio-frequency identification tags, sensors, actuators, and 

mobile phones. Through unique addressing schemes, these things interact with each other and cooperate 

with other things near them in order to reach the common goals [4] [5]. The IoT can defined as “the 

network of physical objects, devices, vehicles, buildings and other items which are embedded with 

electronics, software, sensors, and network connectivity, permitting these objects to gather and 

interchange data” regarding the bibliography [6] [7] [8]. Some examples include the restrictions of 

storage, communication capabilities, energy and processing offered to IoT devices. Those inefficiencies 

motivate us to combine the functionality of CC and IoT technologies [6] [9] [10]. 
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IoT security is the area of strive concerned with safeguarding connected devices and networks in the 

IoT. The IoT involves the raising dominance of objects and entities, provided with unique identifiers and 

the ability to automatically transmit data over a network. Much of the increase in IoT communication 

comes from computing devices and the embedded sensor systems used in sectors such as industrial 

machine-to-machine (M2M) communication, smart energy grids, home and building automation, vehicle 

to vehicle communication and wearable computing devices [11] [12] [13] [14]. 

Furthermore, the new technology called Cloud Computing could be defined as “a distributed 

information technology (IT) architecture in which client data is processed at the periphery of the 

network, as close to the originating source as possible” [15] [16] [17]. The move toward Cloud 

Computing is driven by mobile computing, the decreasing cost of computer components and the 

absolute number of networked devices in the IoT. More specifically, CC refers to data processing power 

in a fog network instead of holding that processing power in a cloud or a central data warehouse [15] 

[18] [19] [20].  

CC storage solutions offer users and enterprises with various capabilities to store and process their 

data in third-party data centers [16] [21] [22] [23] [24]. With the aim to offer safer communication over 

the network, encryption algorithm plays a vital role. It is a valuable and fundamental tool for the 

protection of the data. Encryption algorithm converts the data into scrambled form by using “a key” and 

only the user have this key to decrypt the data. Regarding the researches which have been carried out, an 

important encryption technique is the Symmetric key Encryption. In Symmetric key encryption, only 

one key is used to encrypt and decrypt the data. In this encryption technique the most used algorithm is 

the AES [22] [25] [26] [27] [28]. 

 

Table 1 lists the basic characteristics of CC technology as regards the convenience this technology 

offers. Also, it enumerates the basic characteristics of the IoT technology. The main purpose of Table 1 

is to demonstrate which of the specific characteristics of CC technology, related more and improve the 

characteristics of IoT technology. As we could realize by observing Table 1, the characteristics of IoT 

that affected more by the characteristic of CC is “Sensors in homes and airports”. Regarding the CC, the 

characteristics that affected more are “Service over Internet” and “Computationally capable”. As a 

general conclusion, we can observe that those two technologies contribute more each other in many of 

their characteristics. 

In this work, we present a sort survey of IoT and CC with a focus on the security issues of both 

technologies. Specifically, we integrate the two aforementioned technologies with the aim to examine 

the common features, and in order tο discover the benefits of their integration. Concluding, we present 

the contribution of CC to the technology IoT, and it shows how the CC technology improves the 

function of the IoT. Finally, we survey the security challenges of the integration of IoT and CC with the 

aim to provide an architecture relaying on the security of the network with the aim to improve the 

security issues. Concluding, Cloud Computing could offer a more “green” and efficient fog environment 

for sustainable computing scenarios. 

The rest of the paper is divided as follows. In section 2 there is a review of the background research 

that deals with the technology of BD and the integrated model of CC in IoT. Moreover, Section 3 

describes and introduces the security issues of CC and IoT, and their integration model. Section 4 

presents and illustrates the proposed network system and how operates compared to similar types of 

networks. Furthermore, Section 5 demonstrates our experimental results and Section 6 displays the 

advantages and benefits of the proposed model. Finally, Section 7 provides the conclusions of the 

current paper and offers new possibilities for the development of future work.  

 
II. LITERATURE REVIEW 

 

For the purpose of this paper we study and analyze previous literature which has been published in 

the field of Big Data, CC and IoT. The following paragraphs present the papers which contributed 

significantly in our study.  

To begin with, there are several works for the Big Data technology. In recent years several studies 

for BD technologies have been devised [29-34]. The authors of [29] introduce a multi-objective 

approach using genetic algorithms. The goal of this is to minimize two objectives, the execution time, 

and the budget of each node executing the task in the cloud. The contribution of [29] research is to 

propose an innovative adaptive model to communicate with the task scheduler of resource management. 

The proposed model periodically queries for resource consumption data and uses to calculate how the 

resources should be allocated to each task. Through this work, the authors believe that the proposed 

solution is timely and innovative as it provides a robust resource management where users can perform 

better scheduling for BD processing in a seamless manner. Furthermore, in [30] the important concepts 
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of BD technology are highlighted and also there is a discussion about the various aspects of BD. 

Furthermore, the authors of [30] define what BD and discuss the various parameters of its definition. 

Finally, in [30] there is a look at the process that involved in the data processing and then reviewing the 

security aspects of BD and as a result, propose a new system for security of BD. Additionally, an offer 

of six provocation with the aim to spark conversations about the issue of BD technology shown in [31]. 

These provocations are the cultural, technological, and scholarly phenomenon that rests on the interplay 

of technology, analysis, and mythology that dares extensive utopian and dystopian rhetoric. Finally, a 

multi-stakeholder approach for developing a suitable privacy regulation in the age of BD presented in 

[32]. This argument developed in five steps: 1) A review of the current academic debate on privacy 

regulation. 2) An argue that the framework for developing a suitable privacy regulation should not only 

focus on formal and procedural but should additionally include some important essential aspects to 

guard users and promote socially beneficial BD applications. 3) An examination of how the process 

leading to an appropriate regulation might be organized. 4) A discussion of the potential structure of a 

privacy organization which might conduct multi-stakeholder-dialogues as a preliminary step. 5) A 

discussion of their findings and suggestions. 

Moreover, there are several works for the BD technology in regard with new technologies. A 

literature review of BD and its related technologies, such as Cloud Computing (CC) and Hadoop 

presented in [33]. Also, the [33] focuses on the five phases of the value chain of BD technology and as a 

result examines the several representative applications of BD technology. Furthermore, in [34] the 

important concepts of BD technology are highlighted and also there is a discussion about the various 

aspects of BD. Furthermore, the authors of [34] define what BD and discuss the various parameters of its 

definition. Finally, in [34] there is a look at process that involved in the data processing and then 

reviewing the security aspects of BD and as a result propose a new system for security of BD. Also, an 

introduction to the MIS Quarterly Special Issue on Business Intelligence Research which first offers a 

framework that identifies the evolution, applications and emerging research areas of BI&A presented in 

[35]. Moreover, a definition and description of BI&A 1.0, BI&A 2.0 and BI&A 3.0 in terms of their key 

characteristics and capabilities are presented in [35]. Also, there is a report of a biometric study of 

critical BI&A publications, researchers and research topics which based on more than a decade of 

related academic and industry publications are presented in [35].  

As regard the Sustainability of the Cloud Computing, also, there are various works and researches 

that have been made in the field. We try to present those researches from oldest to newest. Initially, 

through the [36] the authors strive to compare and contrast Cloud Computing with Grid Computing from 

different angles, and in addition to give insights into the essential characteristics of both. Another 

research regarding the open challenges in the field presented in [37]. The [37] presents vision, and 

architectural elements, except for the challenges, for energy-efficient management of Cloud computing 

environments. The authors focus on the development of dynamic resource provisioning and allocation 

algorithms which consider the synergy between different data center infrastructures, and holistically 

work to boost data center energy efficiency and performance. More specifically, the [37] proposes three 

things. At first, architectural principles for energy-efficient management of Clouds is proposed. 

Secondly, proposed some energy-efficient resource allocation policies and scheduling algorithms 

considering quality-of-service expectations, and devices power usage characteristics. And finally, the 

authors proposed a novel software technology for energy-efficient management of Clouds. Furthermore, 

the authors of [38] through their work state some major challenges in the field of Sustainable Cloud 

Computing, count on recent researches that have been made. One of these challenges is that it is unclear 

which application areas of IT can and will be outsourced to a Cloud. In a more recent work, and as a 

newer version of [37], the [39] defines an architectural framework and principles for energy-efficient 

Cloud computing. The authors, based on this proposed architecture, present their vision, open research 

challenges, and resource provisioning and allocation algorithms for energy-efficient management of 

Cloud computing environments. Additionally, the authors conduct a survey of research in energy-

efficient computing and propose three things that have discussed in their past work [37]. At the end, the 

author of [40] discusses a thorough introduction to cloud computing which is realized with emphasis on 

its advantages for environmental sustainability. Also, a list of challenges in relation to the use of the 

technology as green technology is presented, and the reasons for using cloud computing for 

sustainability are explained in his work. And finally, a detailed list of the applications of Cloud 

Computing focusing on social, business, and environmental sustainability are listed, and a number of 

conclusions are provided in this work. 

 

III. SECURITY ISSUES IN IOT & CLOUD COMPUTING INTEGRATION 
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There is a quick and independent evolution considering the two words of IoT and CC. Initially, 

the virtually unlimited capabilities and resources of CC with the aim to compensate its technological 

constrains, such as processing, storage and communication, could be a benefit for the Internet of 

Things technology. Also, the IoT technology spins out its scope to deal with real world things in a 

more distributed and dynamic manner and by delivering new services in a large number of real life 

scenarios, might be beneficial for the use of CC technology. On several occasions, CC can offer the 

intermediate layer between the things and the applications, hiding all the complexity and functionalities 

necessary to implement the latter [41]. 

Through the integration of IoT and CC could be observed that CC can “complete” some gaps of 

IoT, such the “limited storage” and “applications over internet”. Also, IoT can “complete” some gaps 

of CC, such the main issue of “limited scope”.  Based on motivations such those referred beforehand, 

and the important issue of security in both technologies we can assume some motivations for the 

integration. The security issue of this integration has a serious problem. When critical IoT applications 

move towards the CC technology, concerns arise due to the lack of trust in the service provider or the 

knowledge about service level agreements (SLAs) and knowledge about the physical location of data. 

Consequently, new challenges require specific attention as mentioned in surveys [42] [43]. Multi-

tenancy could additionally conciliate security and lead to sensitive information leakage. Furthermore, 

public key cryptography cannot be applied at all layers due to the computing power constraints 

imposed by the things. These are examples of topics that are currently under investigation with the aim 

to tackle the big challenge of security and privacy in CC and IoT integration [41]. 

Subsequently, some challenges about the security issue in the integration of two technologies are 

listed below [42]: 

a) Heterogeneity. A big challenge in CC and IoT integration is related to the wide heterogeneity of 

devices, operating systems, platforms, and services available and possibly used for new or 

improved applications [44]. 

b) Performance. Often CC and IoT integration’s applications introduce specific performance and 

QoS requirements at several levels and in some particular scenarios meeting requirements may 

not be easily achievable [45]. 

c) Reliability. When Cloud Computing and IoT integration is adopted for mission-critical 

applications, reliability concerns typically arise. When applications are developed in resource 

constrained environments several challenges related to device failure or not always reachable 

devices exists [46]. 

d) Big Data. With an estimated number of 50 billion devices that will be networked by 2020, 

specific attention must be paid to transportation, storage, access, and processing of the huge 

amount of data they will produce [47]. 

e) Monitoring. As largely documented in the literature, monitoring is an essential activity in CC 

environments for capacity planning, for managing resources, SLAs, performance and security, 

and for troubleshooting [48]. 

 

Table 2 lists the two abovementioned technologies that have studied in this research and the 

challenges of their integration which arising from our study. These challenges are related to the 

security issue in the integration of those two technologies. As we can observe from Table 2, the both 

technologies have two common main challenges of their integration which are Performance and Big 

Data. Additionally, we can realize that IoT technology related to more challenges (4) than the CC 

technology (3). 

 

IV.PROPOSED SYSTEM 

 

The study of previous works cites us relevant architecture and topology proposals for a Smart 

Building network, which on several occasions supported and operated in Internet of Things and Fog 

environments. In this section we will make a comparative analysis study of the some previous works 

which we have distinguished. Initially, we analyze what each of them deals with. 

Regarding the Literature Review analysis we realize that not enough works deal with security and 

privacy issues in Cloud Computing for technologies such as Big Data and Internet of Things. Thus, we 

try to propose a new system for Cloud Computing integrated with Internet of Things as a base scenario 

for Big Data. In order to improve the security issues we would try to establish an architecture relaying 

on the security of the network. 

 

As shown in Figure 1, a security “wall” installed between the Cloud Server and the Internet (the 

various users), with the aim to eliminate the privacy and security issues. This type of network uses all 
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the benefits of the existing topologies (e.g. star, ring etc.) in order to have better communication and to 

transfer more safely large-scale data (Big Data) through the network. 

 

By applying the proposed model we can extend the advances of IoT and Cloud Computing, by 

developing a highly innovative and scalable service platform to enable secure and privacy services. 

Through our research which carried out we can propose the following part of algorithm which extends 

the security advances of both Cloud and IoT technologies. As a proposal of this work could be this part 

of algorithm which uses the original key consists of 128 bits/16 bytes which are represented as a 8x8 

matrix, represented bellow. 

 

Algorithm 1 

Cipher(byte[] input, byte[] output) 

{ 

byte[8,8] State; 

copy input[] into State[] AddRoundKey 

         for (i=8; i<88; i++)  

         {  

T = W[i-1];  

if (i mod 8 = = 0)  

      T = Substitute (Rotate (T)) XOR RConstant [i/8];  

W[i] = W[i-4] XOR T;  

SubBytes ShiftRows MixColumns  

         AddRoundKey 

} 

SubBytes ShiftRows AddRoundKey 

copy State[] to output[] 

} 

 

The new system architecture provides safer paths between the users of the network. As we can see 

in Figure 2, the whole connection relaying on wireless communication. The Server connects to the 

internet through a simple wireless router, where there is installed the “security wall”. Through the 

internet any type of user could have access and manage the transferred data of the network if it meets 

the requirements. 

 

Figure 3 demonstrates the “little” difference between the two models that offers remote access 

and management of data. As we can see, our proposed model is a little bit better dealing with the 

privacy issue of bits transferred through time. With the use of Wireshark we test the packets sent and 

received in our proposed Cloud network and in a conventional Cloud network with the same 

configuration. The packet loss in the conventional Cloud network is a little bit more in contrast with the 

our proposed Cloud network. This is demonstrated in Figure 4 below: 

 

where the first output from the ping we made is for the conventional Cloud scenario and the second 

output from the ping we made  is for our proposed Cloud scenario. We used the Contiki operating 

system and the Cooja emulator for the simulation of the edge computing network. The network and 

various information about it, are presented in Figure 5 below. 

 

Furthermore, in Figure 6, are shown the packets collected which are stored by a “radio messages” 

tool in .pcap files for further analysis. Wireshark is a network sniffer and analyzer in which, we can 

observe in the following Figure 6, various information about the communications. 

 

There are more tools, like Wireshark, available to be used with the Contiki OS, such as foren6 and 

other packet sniffers and packet analyzers. Also, with the Contiki OS we can handle the security and 

the privacy of these data collected, but novel ideas and implementations need to be further investigated 

in order to simulate such solutions in real-time and efficiently. 

 

V.  EXPERIMENTAL RESULTS 
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Through experimental scenarios which we have made we have strengthened our suggestion that our 

proposed model is more efficient than the conventional Cloud model. We perform a number of 

simulations and measurements through which we can realize that we have done a good effort. 

 

Figure 7, Figure 8 Figure 9 and Figure 10 describe the better Energy Efficiency offered in a 

framework implementing by our proposed model. As we can observe our proposed model needs less 

energy power than the conventional model through the time. This can offer a better option of energy 

consumption and provide a more environmental friendly framework. 

The four Figures above demonstrate the difference between the two models that offers remote 

access and management of data. As we can see, through the experimental results, our proposed model 

is a bit better dealing with the privacy issue of bits transferred through time.  

 

 

Moreover, through Figure 11, Figure 12, Figure 13 and Figure 14 we can observe that through our 

proposed model we can achieve higher data transmission rate through the time than the conventional 

model. Due to our efficient settled network our model can transmitted higher amounts of data through 

time, when the conventional model can transmit fewer amounts of data. 

 

VI.ADVANTAGES AND BENEFITS OF THE PROPOSED MODEL 

 

Cloud Computing could offer many benefits to people in general, businesses and Small and Medium 

Enterprises in particular through our proposed model, but additionally and in general use. The five main 

reasons for adopting a Sustainable Computational Cloud technology with the aim to give it extra boost 

and competitiveness are listed below: 

 Offers software and application solutions without greatly increasing costs as applications run on 

the Cloud and businesses do not need expensive computing systems.  

 Has in a similar size data storage in the Cloud proportional to the package selected by the 

customer. 

 Gives access to Cloud data from anywhere and any device at any given time, giving portability 

and flexibility to the business.  

 It is backed by state-of-the-art security protocols that ensure enterprise data protection. 

 Provides optimal business performance due to flexibility, mobility and productivity. 

Regarding the efficiency of Cloud Computing in general, and more specific our proposed model, 

there are in addition economic and efficiency benefits: 

 Reduces labor costs by 50% in the configuration, operation, monitoring and management of 

business operations. 

 Improves the quality and elimination of software defects by up to 30%. 

 Reduces support costs for end users up to 40%. 

All these could consist that Cloud is a “green” computational scenario. 

 

CONCLUSION 

 

Through our research we found in the conclusion that security and privacy issues grew up by the 

significant advances in the sector of communications and additionally in other sectors. Relay on this, this 

work aims to introduce Cloud Computing as a base technology in order to operate and integrate with 

recent technologies such as Big Data and Internet of Things. The technology of Cloud Computing refers 

to the processing power of the data at the “edge” of a network. Additionally, we could say that Cloud 

Computing operates in “fog” environment. Regarding this and relaying on the privacy issues in its 

operation, we proposed a new system for CC which integrated with IoT and operates as a base scenario 

for BD.  

In our scenario, we tried to make an establishment of an architecture relaying on the security of the 

network with the aim to improve the security and privacy issues. Thus, through the simulations which 

have been made, the solution that we proposed installs a security “wall” between the Cloud Server and 

the different users in the Internet. This proposal aims to eliminate the privacy and security issues which 

need to be faced. Concluding, we considered that the CC provides efficiency in privacy issues of the 

network, where bits transferred through time. 

The main goal of the interaction and cooperation between things and objects communicate through 

the wireless networks, in order to fulfil the objective set to them as a combined entity. In this research, a 
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sort survey of IoT and CC was presented, with a focus on the security issues of both technologies. 

Furthermore, the security challenges of the integration of IoT and Cloud Computing were surveyed 

through the proposed architecture. At the end, we survey the security challenges of the integration of IoT 

and Cloud Computing with the aim to provide an architecture relaying on the security of the network in 

order to improve the security issues. Concluding, we could state that Cloud Computing could offer a 

more “green” and efficient fog environment for sustainable computing scenarios. 

Regarding the future, we plan to make more simulations in order to have a better accuracy in our 

experimental results. More data transfer scenarios have to be made through the simulators providing 

results counting not only in data transmission but also in network efficiency and support. Also, 

considering that CC is a novel technology in the sector of communications, more study need to be made 

about its operation and how CC interact and integrates in better way with other technologies such as IoT 

and BD. This can be the field of future research. 
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Figure 1: Network Scenario based in “strong” Security Wall. 

 

 

 
 

Figure 2: Wide-Range Network of Cloud Computing. 
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Figure 3: Efficiency comparison proposed model vs. conventional Cloud model. 

 

 

 
 

Figure 4: The packet loss for both conventional cloud and proposed cloud computing network 

respectively. 
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Figure 5: The simulation of the proposed cloud computing network using the Contiki OS. 

 

 

 
 

Figure 6: The packets collected and analyzed with Wireshark. 

 

 

 
 

Figure 7: Energy Efficiency Comparison (a). 
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Figure 8: Energy Efficiency Comparison (b). 

 

 
 

Figure 9: Energy Efficiency Comparison (c). 
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Figure 10: Energy Efficiency Comparison (d). 
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Figure 11: Data Transmission through Time (a). 

 

 
 

Figure 12: Data Transmission through Time (b). 
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Figure 13: Data Transmission through Time (c). 

 

 
 

Figure 14: Data Transmission through Time (d). 
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Table 1: Contributions of Cloud Computing in Internet of Things. 

 

Internet of Things characteristics 
Storage over 

Internet 

Service 

over 

Internet 

Applications 

over Internet 

Energy 

efficiency 

Computationally 

capable 

Smart solution in the bucket of transport X X X  X 

Smart power grids incorporating more 

renewable 
X X  X X 

Remote monitoring of patients  X X  X 

Sensors in homes and airports X X X X X 

Engine monitoring sensors that detect & 

predict maintenance issues 
 X X X X 
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Table 2: Affects of IoT & Cloud Computing security challenges. 
 

IoT & Cloud 

Computing security 

challenges 

Heterogeneity Performance Reliability Big Data Monitoring 

Internet of Things  X X X X 

Cloud Computing X X  X  
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