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Abstract: In this paper, a general model approach of Real-

Time Data Hiding and Watermarking for image, video and 

audio communications is proposed. The aim is the 

development of security robustness variations and data-rate 

(capacity) extensions of Steganography fast-schemes for RT 

(Real – Time) or NRT (Near Real - Time) image, video and 

audio media communication and Data Hiding, with no 

significant distortion of the medium.  Additionally, this paper 

includes the proposal of specific case models such as 

Steganography of the total of Visual Cryptography schemes of 

Black & White (B&W) images. Influenced by our survey on 
Spatial Domain Steganography techniques such as Multiple 

LSB (Least Significant Bit) algorithm, Matrix Embedding and 

Parity Coding, a new potential method is introduced called in 

brief  from now on SMLSB (Sequential Multiple LSB) method 

Comparing to the other respective methods and algorithms 

researched, SMLSB is a different approach on real – time and 

non real-time data hiding, which gives an advantage of 

robustness, while provides various modes of the method 

depending on the requirements. Also the method can be used 

for the specific occasion of Visual Cryptography Ciphers’ 

Steganography.  

.   
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1. Introduction 

From ancient Greece (Hellas) to Germans’ Microdots and 

WW-II Invisible Inks [1, 2], hiding and encrypting 

information were a valuable art and an essential science. In 

recent years, with the significant advances in Computer 

Technology, the terms Steganography & Cryptography play a 
key role in digital, among others, communication. The terms 

come from the ancient Greek language. Steganography/ 

Στεγανογραφία is a compound word and comes from the word 

Στεγανός: Steganos which means covered, in combination 

with the word Γράφειν: Graphein, which means writing, both 

in ancient and temporary Greek. Similarly, Cryptography/ 

Κρυπτογραφία comes from the word Κρυπτόν: Crypton which 

means hidden, in combination with the word Γράφειν: 

Graphein which means writing [3]. 

 

These two distinct techniques are commonly used together 

nowadays, while their respective terms may tend to merge in 

this digital age. The general term Data Hiding includes both 

concepts. Cryptography is the scrambling of a message [2, 3, 4 
and 5], so it can’t be retrieved unless a decryption key is used 

to translate the cipher into the message, hiding its meaning and 

essence behind a function or an algorithm from a potential 

decrypting attacker of the system. A famous example is the 

Caesar’s code. The algorithms of encryption’s scrambling 

create secret keys that lock and unlock the secret data, and can 

either be public or private, depending on their use and 

destination. The private keys are used only by their owners, 

while the public keys are sent to the potential receivers. 

Steganography, on the other hand, is hiding the message or the 

cipher in a medium so it cannot be retrieved unless there is 
knowledge of its existence and/ or its way of hiding [2]. The 

connection is kept secret. The Steganography’s basic 

terminology consists of the terms below:  

 

 Cover Media:  the medium that secret information 

is scrambled 

 

 Stego-Media: the final mishmash of the secret 

information and the Cover Media 

 

 Secret Data/ Message: the secret information  
 

 Steganalysis: the process of detecting the Secret 

Data in the Stego – Message 

 

 

The basic system model appears in Fig. 1 below: 
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Figure 1. Steganography Basic Model 

Digital media Steganography methods, add and hide the 

message into bits (or frequencies which translate into bits) of 

media and other kinds of digital files in many different ways. 

Media, for a computer, is nothing more than binary files in 

low level. So maybe, from one point of view which translates 

all hidden messages/ ciphers and Stego-Media into bits, the 

Stego-Media can be considered as binary ciphers which, 

except other altering, are added some misleading bits, during 

the encryption process, and need the right algorithm/ key to 

decrypt/ strip from the Cover Media, so they can be retrieved. 
Again, merging these two terms, Cryptography could be 

considered as a mini Steganography scheme for each 

individual term or part of the message. Of course all of the 

data transactions worldwide cannot be controlled and 

processed fast and easily by the same entity yet, which is an 

advantage of privacy but a disadvantage of control. Many 

scientists recommend combination of these two techniques for 

integrated solutions.  

 

Additionally, some ideas suggest the combination of 

Steganography, with encryption algorithms such as the ones 
that appear in the comparison table in  [6],  while many 

scientific papers use AES (Advanced Encryption Standard) 

and it’s successors [6, 7], DES (Data Encryption Srandard) 

[8], RSA (named after the initials of its co-developers, Ron 

Rivest, Adi Shamir and Len Adleman) [6, 9, 10] even 

Blowfish [6] algorithm to encrypt the hidden messages. Data 

Hiding field is enriched nowadays with new terms such as 

Visual Cryptography, Audio, Text, Protocol & Video Data 

Hiding and Steganography. The needs of recovering the Cover 

Media, mainly in Watermarking, Medicine and Military 

applications, introduced the general term RDH (Reversible 

Data Hiding).  
 

High Efficiency Video Coding (HEVC) is a recent Standard 

proposed by the ITU-T Video Coding Experts Group (VCEG) 

and the ISO/IEC Moving Picture Experts Group (MPEG) that 

inherits the older H.264/MPEG-4 AVC standard and 

constitutes the evolution of such standards, and provides better 

compression performance up to 50% bit-rate reduction for 

equal perceptual video quality [23, 24, 25, 26, 27]. In [24], a 

HEVC Video Steganography method is proposed, based on 

the details of context-adaptive binary arithmetic coding 

(CABAC) in the entropy coding, the last stage of the HEVC 

compression. Its efficiency comes from excluding complex 

operations such as rate distortion optimization (RDO) or full 

decoding are. Since it is based on bit substitution with constant 

bit-rate, there is not any increase caused by video 

Steganography [24]. 

 

The term Real- Time Systems shall mean the systems which 

satisfy the time requirements necessary for a function. 

According to another definition, Real-Time systems are the 

systems that contain time restrictions/ constraints. Such 

constrains are timeliness and predictability, dependability/ 

reliability, embedding in complex systems and explicit timing 

constrains. These systems should be carried out through a 

timeout. Failure to carry out this work in range projected, has 

consequences that depend on the criticality of work and the 

type of the system. Many simple or complex systems can be 

described as Real- Time Systems and stand by General 

Purpose (operating) systems. The Real – Time Systems can be 

separated into Hard, Firm and Soft Real-Time systems 

(explicit time constrains), depending on the usefulness of their 

tasks, after their deadlines are missed. Generally Real – Time 

Video Text, Audio and data real – time transmission usually 

belong to the Soft or Firm general category. The term near 

real-time (NRT) in telecommunications and computing, 

includes the potential delays introduced by the processing or 

the transmission of data through a network. The term usually 

is defined for the situation at hand and refers to the delays 

introduced by real –time transmissions of video and voice. 

 

Real – Time Operating Systems (RTOS) are operating 

systems that serve real – time applications, usually without 

buffer delays [31]. The processing time requirements are 

measured in tenths of seconds or sorter. The most common 

scheduling algorithms used for RTOS are Cooperative 

scheduling, Preemptive scheduling with various scheduling 

implementations, Earliest Deadline First method and 

Stochastic digraphs.  The difference between Hard and Soft 

Real – Time Operating Systems’ requirements is depicted in 

Fig. 2 below.  
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Figure 2. Explicit Real- Time Systems’ Constraints 

Furthermore, Real-Time Applications (RTA) is the 

applications running in Real-Time Systems. The aim of these 

applications is the planning of their operations in such way 

that they can be carried out within the prescribed for these 

intervals time. In Fig. 3 is depicted the Range of Real-Time 

applications, separated among Non real – time, Soft real – 

time and Hard Real – Time applications  . 

 

 

Figure 3. Real- Time Applications’ Range 

Real – Time Databases are database systems which use real 
– time computing/ processing and subject to real – time 

constraints and deadlines. They differ from classic database 

systems due to the seconds’ lack of affection by time and the 

containment of persistent than dynamic data. 

 

Real – Time Streaming Protocol (RTSP) and Real – Time 

Messaging Protocol (RTMP) are two Protocols designed for 

real – time streaming and communications and in high level 

serve the same utility. RTSP was developed by Real 

Networks, Netscape and Columbia University and it was used 

in entertainment and for Video on Demand systems, Voice 

Recording and streaming media servers’ control, with 

commands such as “play”, “pause” and “record”, working 

over Real Time Protocol (RTP) in conjunction with Real – 

Time Control Protocol (RTCP) [29]. On the other hand RTMP 

was developed by Macromedia, which is now owned by 

Adobe, for streaming video audio and data between a Flash 

player and a server and has multiple variations, most of them 

working over TCP for applications that require high reliability 

and one variation over UDP for fast, efficient transmission, 

such as games [30]. 

 

Real – Time Video is the transmission of live video with no 

delay at the receiving side, or at most, imperceptible delays. 

Although a video broadcast that is streamed live may be 

considered real-time video, there is an intentional, buffered 

delay at the receiving end. Audio or Video Streaming is a one-

way audio or  video transmission over a data network, in 

which both the client and the server cooperate for 

uninterrupted motion, while the client keeps some seconds of 

video in buffer before it sends them to the screen and/ or 

speakers. True real-time video capability is required in a two-

way video calling or videoconferencing session which is more 

demanding. 

 

Real - Time Image and Video Steganography applications 

usually belong to the range between soft and firm Real – Time 

applications.  Secret data embedding in image, and video 

mediums, introduce additional Real - Time requirements 

except the basic Steganography’s [13 and 22]. Multimedia is a 
common target for hiding and transmitting information. 

Specifically, the methods of audio hiding discussed until now 

include methods like LSB, Parity, Phase Coding, Echo Hiding 

and Spread spectrum [3, 4, 6, 7, 8, 9, 10, 18 and 19].   

 

Capacity is a basic required characteristic that refers to the 

possible data rate of Secret Data transmitted in a medium, 

Robustness and Security refer to the efficient hiding of 

information and complexity of a system, against potential 

sniffing and decryption attack on the system, respecting the 

Kerckhoffs's desiderata/ law: “A cryptosystem should be 

secure even if everything about the system, except the key, is 
public knowledge”. Complexity is an advantage of security, 

but also a disadvantage of processing speed. Finally, the 

distortion avoidance is an aim for such schemes and the 

methods usually used, target to HOS and HAS weaknesses.  A 

temporary requirement is the reversibility of the cover media 

that is discussed below in the RDH definition paragraph. Real 

- Time needs, set the additional requirements of fast schemes, 

such us the speed of transmitting and general processing of 

Stego-Messages and so on. 

 

Visual Cryptography is the term that describes a technique 
of Cryptography of visual information which can be decrypted 

via sight reading [2]. The most common method created by 

Moni Naor and Adi Shamir in 1994, is the division of a 

colored RGB, grayscale or black and white image into usually 

two or more schemes of sub-pixels [11, 12, 13]. This 

technique faces problems of retrieving the original image after 

the receiver gets the Stego-Message. The (2,2) Visual 

Cryptography basic model is depicted in Fig. 4 below.  

 

https://en.wikipedia.org/wiki/Netscape
https://en.wikipedia.org/wiki/Columbia_University
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Figure 4. Visual Cryptography Basic (2, 2) Scheme - 

Dividing Process 
 

RDH (Reversible Data Hiding) is a term that describes data-

hiding techniques, that allow the complete extraction of the 

cover media and is a valuable field for Medical, Media and 

Military Real–Time Data-Hiding and watermarking 

applications [5, 20]. RDH is a state of the art scientific field, 

due to the current growing needs of the Internet and the 

evolution of technology. For the reverse of the cover media, 

various methods are used such as Whitening Filters etc. The 

latest researches suggest filters such as median and mean, 
while weighted and symmetric weighted versions of the filters 

may be of interest lately for RDH processing. 

 

The need of Real-Time applications of the above methods 

and Watermarking of Real-Time Media providers, distributors 

and creators, contributed in experimenting with new styles of 

Data-Hiding, which require high capacity of hidden messages,  

real-time processing and streaming of data, good quality of the 

media distributed, and new ideas on security robustness. LSB 

Insertion Algorithms are generally suitable methods for Real-

Time application as referenced in [20 and 21] despite their 

differences with Frequency Domain Steganography methods 
[21]. 

 

The term LSB (Least Significant Bit) Algorithm and it’s 

variations, as referenced in [1, 2, 5, 10, 12, 13, 16, 17, 18 and 

19] are algorithmically implemented Spatial Domain 

Steganography methods and models for  hiding information, 

encrypted or not, in the Least Significant Bits (last) of cover 

media bytes, changing them slightly or not at all. Usually only 

the last bit of the bytes is used, but in recent methods the 

capacity is widened up to third and fourth grade LSB [10 

and21] (1LSB, 2LSB, 3LSB, 4LSB), especially in colored 
RGB image and video Steganography methods [13]. The 

algorithm aims to exploit weaknesses of human senses’ 

systems, such as HAS (Human Acoustic System) and HOS 

(Human Optical System), so that changing the LSB, the little 

changes of the pixels’ colors and sounds’ frequencies changes 

of the Stego-Media cannot be observed, easily at least, by the 

common user, while it’s an easy method to hide a message, in 

media files such as audio. MSB term, on the other hand, is the 

Most Significant Bit of a byte (usually just the first one), and 

is used in the Multiple LSB algorithm [18] which is a variation 

of LSB algorithm. 

 

This paper is organized in 4 Sections. First Section is the 

introduction discussing the field’s terminology, based on 

related works and literature. The Second Section includes the 

generalized version of the proposed Real- Time LSB Data- 

Hiding system, as long as the two variations for the specific 
case of Hiding Visual Cryptography Schemes’ 

Representations of Black and White Images into Media Files, 

finishing with their Decryption Scheme.  In some cases, the 

algorithm is general and open to creative modifications. The 

third Section discusses the Computational Complexity and 

Specification of Real – Time Constraints. At the fourth and 

last Section, redundant Future Works and Conclusions are 

given.  

 

2. Proposed Methods 

The proposed models, as depicted in Fig. 5 , Fig. 6and Fig. 

7, are an extended combination of methodologies similar to 

Multiple LSB Algorithm as proposed here [18], Parity Coding, 

Matrix embedding [13] and such Spatial Domain 

Steganography algorithms. The methods  provide a better 
security with low complexity and damage/ distortion of binary 

cover media or cover media data packets, comparing to the 

frequency alteration methods, while the second version of the 

method provide bigger capacity in specific situations. The 

generalized method and its first variation for Visual 

Cryptography ciphers can be used for real – time application.  

 

Generally, comparing to the other respective methods and 

algorithms researched, SMLSB is a different approach on real 

– time and non real-time data hiding, which gives the 

advantage of robustness because of the rn sequence’s or 
function’s scrambling, unlike the proposed methods in [3, 8, 

10, 16 and 18], provides various modes of the method, 

depending on the requirements. Also the method can be used 

for the specific occasion of Visual Cryptography Ciphers’ 

Steganography, while no other referenced papers propose such 

an idea.   

 

Specifically, the algorithms’ significant difference with the 

proposed method in [3 and 18], except the ones mentioned 

above, is that SMLSB generalized method (A) gives the 

opportunity of either using MSB’s to decide with which binary 

operator the secret data will be processed, or in which bits the 
cipher will be hidden, as  in [3 and 18]. Also, it gives the 

possibility of using some other than MSB’s numerically pre-

determined bits’ path for these operations, such as functions or 

sequences.  

  

Contrary to the Audio [8 and 10] and Image [16 and 18] 

Steganography algorithms in [16 and 18] which our method is 
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influenced by, SMLSB is either necessarily restricted to audio 

or image Cover Media, nor text ciphers as in [16 and 18]. 

Additionally, SMLSB can be used, in one hand, for real time 

applications too, while on the other, the encryption methods 

used could be based on any extant encryption algorithm, 

depending on the case while in only the specific ideas of 

encryption based on DES [8], RSA [10 and 18] and 

Transposition Layer [16] encryption algorithms are proposed.   

 

The proposed system in [12] is the most relevant system 

with the second variation (B) of SMLSB method, as long as it 
is an enhanced Steganographic system for real - time 

applications, based on LSB, using visual cryptography. The 

significant difference with SMLSB methods is once again the 

scrambling of Secret Message using an rn function or sequence 

and the fact that the system proposed in [12] is a more specific 

work, while SMLSB is more of a generalized model which 

can be implemented differently depending on the case. 

 

The methods provide a higher robustness, zero streaming 

speed decrease and follow the Kerckhoffs's desiderata, while 

the encryption key and the scrambling functions or sequences 
are sent through other safe channels, so the attacker of the 

system cannot (easily) sniff the hidden information, even if he 

knows the Data-Hiding Scheme used. The processing speed 

and correspondence of the methods compete most of relative 

Real – Time and NRT image, video and audio data hiding 

techniques or may have a minimal disadvantage comparing to 

some, but on the contrary provides robustness and capacity 

benefits by definition. Their compatibility with Real - Time 

image, video and audio data hiding streaming communication 

and use are discussed in Section 3.  Respective comparative 

and complexity analyses and should inform about their 
performance. 

 

The methods’ models can be considered either executed 

once, or as real – time models, in which some processes occur 

to every packet bytes of cover media C, at the level before the 

construction of the packet or the insertion of the cover media 

data frame C. 

A.  SMLSB Data-Hiding Generalized Method 

1. The message M is encrypted with RSA, DEA, some 

DES Successor, or any random symmetric key kj, so 

the cipher c is created. The public key(s), if available, 

or any other decryption information, is sent to the 

receiver once by another safe channel. 

2. In each data frame of the cover media C packets, file or 

stream, is separated in bytes (or bigger regions), 

asynchronously or in live time respectively. In case of a 

video stream, the Secret Data can be hidden either 

separately to the audio or the video I.P. or other 

protocol’s data frames of the stream, or in the whole bit 

sequence of the cover media at first. There can be 

hidden headers informing about the size of the file (s), 

the width or the height of the image (w or h) if the 

secret media is an image. One dimension’s size is 

enough in this case. Also, a binary operation (o) is pre-

selected (3 selected LSBs in a row are enough for 

hiding), or the operation can be determined remotely by 

a pre-selected 3-bit region, for example: the first 3 

MSBs in a row of the cover media bit stream. Cover 

media should be C > 8*(M) , so it could contain the 

message including the hidden headers. 

3. A random or a mathematic sequence, a specific chaotic 

function’s results, a sequence of bits by a static or 

sliding index of cover media bytes’ degree, symbolized 
by the letter r, is encrypted with RSA, DEA, some  

DES Successor, or any random symmetric key, and 

sent to the receiver, from the same channel of step 1or 

another safe channel, from a real-time or a static 

database with good response time, or even via a header 

(not a good choice for non-real-time capacity, proposed 

only for Real- Time use or big sized C).  

 If each bit region equals to a byte, each term of this 

sequence has to be equal to 0-6 (3 bits), so they can 

index the 7 first bits of each byte. rn <M*3 , creating mi 

with i<2. This or these sequence(s) is/ are used to re-
encrypt the encrypted message, executing binary 

operations between mi and mimax = c. The value 111 

(decimal 7) that is not used in the results, can be used 

for security robustness with a minor cost for the 

processing time. For example 111 means 011 but 

instead of operating with o, the bit indexed by the term 

of the sequence bf, will operate exceptionally with 

XAND and the specific bit of the cipher.     

This process gives the model higher robustness, while 

it keeps quality, Real - Time and Reversibility potential 

of the Stego-Media (Only some of LSB are altered on 
each bit-region or byte), while it promises a bigger data 

rate in specific circumstances discussed below. The 

additional process of the operations with the sequence, 

give the method an advantage of processing speed for 

Real - Time applications, while the sharing of the 

encrypted or not selected sequence r and the encryption 

key kj  is asynchronous. 

Sending the sequence r from some other channel(s), or 

retrieving the resulted terms from a real –time or high 

speed secure database, can provide the proposed fast 

scheme real-time potential, while it can be sent or 

connected once per session to/with the receiver, and 
process the Stego-Messages delivered until the end, 

decreasing the costs on Stego-Messages’ speed of 

processing and data-rate. 

4. The cipher c is re-“encrypted” by operating with the 

selected bits of the cover media by the r sequence and 

o binary operation, applied in LSB of the cover media, 

and the Stego-Message (S) created is sent. 
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Figure 5.  SMLSB Generalized Method’s (A) Server Data-

Hiding General Process 

Table 1 shows the symbols we are going to use to describe the 

proposed models’ architecture. 

Symbols Definition 

M Original Message 

C 
Cover Media or Each Cover Media 

Packet’s Data Frames 

rn 
Generated Sequence or Function’s 

Results 

bf Bit indexed by the term f of the Sequence 

o 
Binary Representation of Binary 

Operation Selected 

c 
Cipher, the specific encrypted mn  hidden 

in LSBs of the Cover Media 

c(rn) Encrypted Sequence 

s Size of the image 

w Width of the image 

h Height of the image 

kj Public Key 

S Stego – Message 

mi 

Sequentially encrypted terms of the 

message (A) or Binary Representations 

of Visual Cryptography Schemes (B) 

i, j, n, f  Indexes 

Table 1. List of binary sequence representation symbols 
used. 

 

B.  SMLSB Method Variations for Hiding Visual 

Cryptography Black & White Image Schemes 

 
Specifically, in occasions such as that the requirement is to 

share all Visual cryptography schemes of black and white 

images in one session in one Stego-Media streaming session 

as ciphers, variations of the SMLSB Encryption Method 

Generalized provides security and capacity. Although, there is 

a need of another hidden header which contains the height or 

width of the image(s) or the frames, which combined with the 

size are able to return the dimensions of the schemes. 

 

Visual Cryptography, divides a black and white image file 

in two or more image files of sub-pixel schemes, as depicted 

in the Basic (2,2) scheme in Fig. 4 .In this simple example, a 

random sub-pixel image of same size is created, and another 
one  too, which returns the original message if it is applied 

dimensionally onto the random one. When the sub-pixel pairs 

of both images are the same, the result of application is light 

gray, while if not, the result is black.  

 

If we consider the black and white sub pixels represented by 

the binary 0 and the white and black ones by the binary 1, we 

could translate all the generated schemes into binary 

sequences mi with i< number of schemes . We could also hide 

all binary-translated schemes using the cryptographic 

algorithm, the selected binary operation o, the sequence r and 
the cover media binary sequence C.   

 

The characteristics of these fast scheme methods provide 

the probability to hide visually crypto graphed content such as 

images, animation or video frames, in Real - Time or NRT 

image, video or audio cover media streaming systems. In such 

cases we can choose the first variation of the SMLB 

generalized method (A), below: 

 

a. In the first variation, the use some sequence(s) such as 

r in step 3 of generalized method is proposed, to index 

the right bits of the encrypted “type-B” scheme(s) on 
cover media bit regions (except LSBs), and the use  of 

LSB to hide the “type-A” encrypted scheme(s). This 

technique provides extended security and can fit two or 

more schemes in one stego-message, increasing the 

capacity and the speed of completing the 

communicating mission. There is also the need for 

sending the encrypted version of rn as in (A).  The 

proposed model appears in Fig. 6 can either be used for 

real – time processing of the packets, or 

asynchronously while  the description of the method is 

given below: 
 

1. The initial image file divides into two or more 

B&W sub-pixel schemes. 
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2. A new binary sequence mi is created for each 

sub pixel scheme, representing black and 

white sub-pixels with 0 and white and black 

ones with 1 binary number. 

 

3. A number of type-B schemes’ binary 

representations, get each bit indexed by an 

algorithm that outputs a sequence rn , with 

each of its terms indexing the next bit of mi  

sequence, on a random bit of C Cover Media 

binary sequence in each packet’s data frame, 
except the LSBs. In case each C bit sequence 

is divided into bytes, 3 bits for each index-

term bf are needed (decimal 0-6) for indexing 

randomly in byte regions of the first 7 bits of 

each byte. The 3 bits used for each bf term, 

provide a range of numbers 0-7. In case that 

the bit regions equal to 8 bit (one byte) per 

region, the binary value 111 excesses and can 

be used for some robustness extension micro-

process on the method for robustness. 

 
4. Type-A Sub-pixel schemes’ binary 

representations and Index Sequences of step 3 

are encrypted with some algorithm such as 

RSA. 

 

5. The Encrypted Index sequences c(rn), are sent 

once through some alternate safe channel(s) to 

the receiver, along with the public key(s) kj of 

the step’s 4 encryption algorithm, or they are 

retrieved through a secure real-time or high 

speed database. 
 

6. Encrypted Type–A sub-pixel schemes binary 

representations c, are either hidden with the 

LSB algorithm to the LSB of each byte/ bit 

region of cover media C (the whole file or 

each data frame), or some other rn indexing 

sequence, creating and sending Stego-Message 

S to the receiver.  

 

 

Figure 6. SMLSB Method General Process 

Variation for Hiding Visual Cryptography Black 

& White Image Schemes (B-a) 

 
b. The other version of the method, introduces the 

creation the pseudo-random scheme image(s) file based 

on cover media’s sequence terms (bf) such as r and 

selected operation o, is proposed. This option makes 

real-time communication quicker by definition, after 

sharing the public key kj and sequence r, but needs the 

involvement of C through the process of Visual 

Cryptography division of the visually encrypted image, 

so it’s not proposed for fast real – time schemes. It 

provides extended security and improves the capacity 

too. The proposed model appears in Fig. 7 while its 

respective method is described below:  
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Figure 7. SMLSB Method General Process 

Variation for Hiding Visual Cryptography Black 

& White Image Schemes (B-b) 

 

 

1. The cover media is divided into bit regions 

(bytes usually) and a binary operation is pre- 

selected, selected randomly or based on some 

bits of the cover media (the first LSBs, MSBs 

etc) 

 

2. The image is divided between pseudo-random 

sub-pixel schemes and sub-pixel schemes that 

depict the initial message, when placed on top of 

the pseudo-random ones. The pseudo-random 

sub-pixel schemes are created based on a pseudo 

random algorithm(s), function(s) or sequence(s) 

rn , which index(es) randomly, terms-bits from 

the regions of the cover file C, except their 

LSBs, directly or after the process of the selected 

binary operation in each term. The bf index-terms 

results of rn  need, for example, 3 bits each, if 

each bit region equals to a byte. The binary value 

111, of the range covered, exceeds and can be 

used for some complexity micro-processing of 

the algorithm for the increase of the robustness, 

for example 111 (decimal 7) could be equal with 

011 (decimal 6) but processed with another 

binary operator. 

 

3. The non-random sub-pixel scheme(s) is/are 

translated into binary sequence(s) mi, 

representing each black and white sub-pixel with 

the binary value 0, and each white and black one 

with the binary value 1. 

 

4.  The non-random sub-pixel scheme(s) mi and the 

pseudo-random algorithm, function or sequence 

rn are both encrypted with some encryption 

algorithm such as RSA. 

 

5. The public key kj used in step 4 and the 

encrypted pseudo-random algorithm, function or 

sequence c(rn) are sent, once per session, through 

a safe channel or channels to the receiver. 

 

6. The Encrypted non-random Sub-Pixel Schemes’ 

Binary Representation c is embedded to the 

cover media through the LSB Algorithm. 

 

7. The Stego-Message(s) S are/is sent to the 

receiver. 

 

 

C. SMLSB Decryption Method 

The SMLSB decryption from the receiver should be the 

reverse methods of the reverse set of encryption steps. 

 

1. The public key(s) kj (once for each session), Stego-

Message S and c(rn) encrypted sequence(s) (once 

for each session) are received by some channel or 
database. 

 

2. The data file of  S , or each packet received, is 

separated in bytes and extracted the cipher c, 

hidden in LSB and decrypted with k creating mi 

which means, depending on which method is used 

(A, B-a or B-b), either the visual cryptography 

schemes, or the messages partial sequences 

processed by rn and o.  

 

3. The c(rn) is/are decrypted if needed and in 
combination with o binary operation, extracts rn 

 

4. The 0-6 bytes of the cover-media selected by rn  

and  o are combined with mi depending on which 

method is used (A, B-a or B-b) to re-create original 

message M.  In case of B methods, mi (B-b), or 

type-A and type-B schemes’ binary representations 

reconstruct the sub-pixel schemes and according to 
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Visual Cryptography method recreate the initial 

image file. 

 

 

3. Computational Complexity and 

Specification of Real – Time Constraints  

 
The term real – time covers both the process of sampling 

and transmitting in real time and the live streaming of data. 

The first two proposed schemes are suited for real – time, 

NRT and non-real-time applications, under the right use. 

Depending on the requirements of each system, we can use the 

more robust or the timelier version or variation of the method. 

  

The generalized version of SMLSB (A) is suitable for NRT, 

Soft, and Firm Real – Time Use as long as the encryption of 

the sequence rn and the hidden message M is done and sent 

asynchronously and once per session. If the cover media C is 

sampled in real – time, the separation of each packets to bits 

based on the selected rn and the embedding to LSB or selected 

bit regions, is done real – time, having minor time costs. On 

the other hand, if the cover media C is an existing file, only 

the LSB algorithm is computed in real - time. The selection of 

binary operation process can be either remotely selected in 

each packet or once per session. The second choice reduces 

the costs of timeliness while the first gives a more robust 

version of the method. 

 

The first variation of SMLSB method (B – a), which is 

proposed for NRT, Soft or Firm Real – Time use, can be also 

either more fast or more robust. It is less dependable than the 

generalized.  

 

Because the proposals presented in this paper are general 

methods and can be implemented in various algorithmic 

instances, the computation complexity of the methods depends 

on the encryption algorithms selected (RSA, DES etc), the 

scrambling method selected and binary operators selected, and 

cannot be specifically analyzed. A complexity analysis should 

be done in methods’ algorithmic instances with specific 

choices. Although, the fact that all processes are binary, gives 

advantage to low level programming languages’ 

implementations giving minor time costs relatively to high 

level ones’. What is more, there is no need for floating point 

operations because of the binary nature of the processing. 

 

Also, it should be considered that, the methods’ 

implementations differ in case the methods are indented to get 

used in real –time applications, as long as the operations are 

implemented to each packet’s data frame, while in a non-real-

time the operations between the inputs (M, C and rn and o if 

predetermined) occur once per session.  

 

Finally, the methods do not include loops in any step. Of 

course here is always in the case of having a loop in an 

encryption method. The absence of loops gives a big 

advantage to the methods and keeps the computational costs 

low by default. 

 

 Concluding, in some cases the method has minor 

computational costs, and has no difference comparing to LSB 

algorithms for real – time use, by definition, while in other 

cases the computational cost should be considered, measured 

and compared. It depends also on the application on which we 

use the Data Hiding method and is discussed below. The 

processing speed and correspondence of the methods compete 

most of relative Real – Time and NRT image, video and audio 

data hiding techniques or may have a minimal disadvantage 

comparing to some, but on the contrary provides robustness 

and capacity benefits by definition. 

 

In real time taxonomy as presented in [31], there are nine 

different processes including four soft real – time classes, 

based on their resource and timeliness requirements. The 

constraints required by the proposed methods, depend on the 

system that they are applied to. Based on [31], the model 
could be applied to the Soft real – time applications below: 

 

1. Streaming and desktop audio, with no fixed deadlines 

but continuous processing at an average rate 

 

2. Streaming and desktop video such as MPEG, RM and 

HEVC, as long as it may adapt to available resources 

 

3. Virtual Reality games systems and interactive graphics, 

as long as they usually adapt to available resources and 

vary frame rate. 

 

Relative schemes with the proposed methods can be 

considered the following:  

 

1. The Missed – Deadline which, as a term, refers to the 

basic non-adaptive soft real-time scheme used by many 

scheduling frameworks. 

 

2. A percentage of Firm real – time schemes. 

 

3. Rate – Based schemes, which include constraints in the 

form of continuous processing requirements and 

integrating diverse soft real – time scheduling into 

Rate-Based Earliest Deadline (RBED). RBED allows 

the allocation of the resources to processes as a 

percentage of CPU, such that the total allocated rate is 

less or equal to 100%, in which case it schedules all 

processes with EDF, using timers to enforce resource 

allocations. 

 

4.  Conclusions 
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The proposed SMLSB method for  image, video and audio 

data hiding communication models are a suitable solution for 

NRT or Soft Real – Time application. Despite the models’ 

disadvantages, they can provide security robustness and higher 

capacity, by definition, under the correct use. In some cases 

the generalized method has minor computational costs, and 

has no difference comparing to LSB methods for real – time 

use, by definition, while in others the computational cost 

should be considered, measured and compared. 

 

The redundant Future Works will include: 

 

a. Experimental Results of different inputs and 

forms of the method, for Real - Time 

Applications (f.e for HEVC compression 

standard). 

 

b. Comparative analysis of the proposed 

variations on with other fast schemes and 

related Methods such as Matrix Embedding 

Parity Coding, Multiple LSB Algorithm etc as 

referenced in [13] and [24], or schemes such 

us the one referenced in [22].  

 

c. Comparative Analysis for the specific case of 

Real - Time Visual Cryptography Cipher-

Schemes Sharing Methods. 

 

d. Variations of the methods on specific types of 

cover media (Color RGB Image, Audio, 

Video, etc) and ciphers, or combinations with 

existing models. 

 

e. Specific description of use of the method with 

other  

ciphers and forms of data such as RGB Visual 

Cryptography ciphers. 

 

f. Programming of Application(s) of the Method, 

with the capability of various alternative 

inputs and customizing of the method, 

depending on the case. 

 

g. Comparative analysis of software  

implementation over different protocols 

(RTSP, RTMP) and programming applications 

(RTJ, JamaicaVm etc)   

 

h. Complexity analyses of specific algorithmic 

instances (specific encryption algorithms, 

scrambling functions or sequences and binary 

operators) of the methods. 
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