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Abstract 

Handling and mitigating the cybercrime incidents (CIs) have attracted significant research attention, over the last years, due to 

their increasing frequency of occurrence. However, the term cybercrime is often used interchangeably with other technology-

linked malicious acts, such as cyberwarfare, and cyberterrorism, leading to misconceptions. In addition, there does not exist a 

management framework which would classify CIs, qualitatively and quantitatively evaluate their occurrence and promptly align 

them with appropriate measures and policies. This work introduces a Cybercrime Incident Architecture that enables a 

comprehensive cybercrime embodiment through feature identification, offence classification mechanisms, threats’ severity 

labeling and a completely novel Adaptive Response Policy (ARP) that identifies and interconnects the relevant stakeholders with 

preventive measures and response actions. The proposed architecture consists of four separate complementary components that 

lead to a manually – and in the future automatically - generated ARP. The idea is to build a holistic framework toward automated 

cybercrime handling. A criminal case study is selected to validate the introduced framework and highlight its potentiality to evolve 

into a CI expert system. 
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1. Introduction  

Due to the dynamic and continuously evolving nature of new types of electronic crime, the term cybercrime has come to 

encompass a variety of criminal offences, thus its perception still relies heavily on the perspective of the stakeholder. The term 

cybercrime is not appropriately defined (Viano, 2017) and is often used interchangeably with other Internet-or technology-linked 

malicious acts such as cyberwarfare, and cyberterrorism (Finklea and Theohary, 2012). Apart from defining the term itself, 

cybercrime includes a broad range of criminal activities that are constantly expanding in new forms based on technological 

advances, thus it is relatively difficult to develop a classification system to categorize the various cybercrime-related offences and 

occurrences. The categorization efforts are crucial because they also facilitate the monitoring and evaluation of performance 

indicators related to cybercrime-related offences, by measuring their corresponding incidents and their frequency of occurrence. 

Quantification, measurement and evaluation of cybercrime offence can become a valuable tool for academics and policy-makers 

for consultation and decision-making.  However, it is difficult to quantify the impact of computer-related offences on societies on 

the basis of the number of offences carried out in a given time-frame (Walden, 2007). Another important research area in respect 

to cybercrime incident management deals with its mitigation and handling as a result of countermeasures and policy conformance. 

Literature reveals that there is a dissemination of open source information and guidelines from different sectors (Legislative 

bodies, law enforcement agencies, Cybersecurity companies, academia), emphasizing the necessity to evaluate and map existing 

measures (Akhgar and Brewster, 2016). Inconsistencies in the cybercrime vocabulary have frequently been reported as a reason 

behind incongruent transnational cooperation and unsuccessful investigations leading to a rise in cybercrime numbers (Stabek et 

al., 2010). Based on the above, the authors identify four main causes that prohibit the overall handling of cybercrime-related 

offences: 

1. The lack of a unanimous perception that would sufficiently represent cybercrime as an umbrella term for the technology-

induced types of offences; 

2. The deficiency of a widely accepted classification system for the various offences that can be classified under cybercrime; 

3. The absence of longstanding qualitative and quantitative methods of monitoring cybercrime offences and recording their 

occurrences; 

4. The absence of a set of complementary appropriate measures and effective policies for each cybercrime offence and its 

corresponding incidents. 

The first two challenges are initially discussed in (Tsakalidis and Vergidis, 2017). The authors identified and presented the features 

of cybercrime incidents, a classification system for related offences and a schema that binds together the various elements and 

their interrelations. The authors (Tsakalidis et al., 2018b) have also introduced a severity assessment model for incidents regarding 



their frequency, aiming to adaptive assignment of the appropriate measures. This formal method for qualitative analysis of 

cybersecurity threats, derives from annual reports on cybercrime incident frequency and evaluates their threat severity based on 

time progression. Another approach (Tsakalidis et al., 2018a) links the above-mentioned issues in a systematic way by providing a 

framework with separate views that generates guidelines for the involved stakeholders (e.g. organizations and law enforcement 

agencies), which is essential for the actual application of the derived knowledge. The aim of this paper is to extend the existing 

published work by introducing a Cybercrime Incident Architecture that tackles the aforementioned causes at a conceptual level. 

This is the background step toward the future implementation of a fully automated management scheme. The remaining of this 

paper is organized as follows: section 2 discusses the relevant work in terms of existing frameworks and approaches, section 3 

presents the proposed architecture and its four main components, and, section 4 examines the handling of a cybercrime incident 

with the proposed approach. 

2. Related work 

During the last decades, the frequency of cybercrime incidents is increasing (The White House, 2016), and this trend is unlikely to 

be reversed anytime soon.  Studies suggest that risks are increasing exponentially, as the economic impact of cybercrime rose 

fivefold from 2013 to 2017, and could further quadruple by 2019 (McAfee and Center for Strategic and International Studies, 

2014). The need for substantial improvement of cybersecurity has led both national and international bodies to develop integrated 

approaches for full-scale incident management. Two international agreements of particular importance are the 2001 Council of 

Europe Convention on Cybercrime (Council of Europe, 2001), and the Directive 2013/40/EU (European Parliament and Council of 

the European Union, 2013) on attacks against information systems. The legal framework provided by the Convention on 

Cybercrime has been generally considered a significant step forward in the international response to cybercrime. Its contribution 

is threefold: (i) the reduction of inconsistencies among national legislations, (ii) the establishment of new investigative capabilities, 

and, (iii) the reinforcement of international collaboration. The European Union has produced the Europol Council Decision, a 

specialized data protection legislation complemented by a series of implementation policies, in particular the AWF Rules that 

govern the handling of Europol’s analysis work files (Reding, 2012). The European Commission and Directorate-General for 

Communications Networks, Content and Technology (2017) are also formulating a European cybersecurity certification framework 

for ICT products and services,  along with rules governing the European cybersecurity certification schemes. However, this 

initiative: (i) will be based on time-consuming agreements at EU level for the evaluation of security properties of specific ICT-based 

products or services, and (ii) will be primarily oriented to facilitating businesses to trade across borders and purchasers to 

understand the security features of the product or service.  

From the U.S. perspective, the National Institute of Standards and Technology (NIST) developed the “Computer Security Incident 

Handling Guide” (Grance et al., 2004) to advance its responsibilities, providing guidelines for incident handling. This guideline is 

currently used by both Federal agencies (e.g. CSIRTs, system and network administrators) and - on a voluntary basis – 

nongovernmental organizations, and focuses on the detection, analysis, prioritization, and handling of incidents. The NIST 

published two guide updates [(Scarfone et al., 2008), (Cichonski et al., 2012)] to establish cybersecurity incident response 

capabilities and handle incidents through analyzing correlated data and determining proper response. The guide lacks a theoretical 

perspective and is principally oriented to forensic audience. Toward enhancing the cybersecurity and resilience of the Nation’s 

critical infrastructure, the U.S Government issued a voluntary National Cybersecurity Framework (Stine et al., 2014), developed 

by NIST and the department of Homeland Security (DHS), that potentially reduces cyber risks to critical infrastructure. The 

framework uses a common language that addresses cyber security risks in a cost-effective way depending on business and 

organizational needs, without placing additional regulatory requirements on businesses. However a voluntary cybersecurity 

framework is unworkable and the administration should focus on financing improvements and creating a clear liability scheme, 

which forces the desired progress (Gyenes, 2013). Through Cybersecurity Enhancement Act of 20141 (CEA), NIST formalized the 

initial framework version and launched the refined and enhanced version 1.1, that adds clarity to the framework as a structure 

and language for organizing and expressing compliance with an organization’s own cybersecurity requirements (Barrett, 2018). 

An essential limitation of the framework is that it exclusively intends to provide a process in place to support compliance of 

cybersecurity activities with applicable privacy laws, regulations, and Constitutional requirements, to government or its agents, 

that own or operate critical infrastructure. 

In response to cybersecurity incidents, agencies such as the Federal Bureau of Investigation (FBI) and the United States Secret 

Service deployed processes related to cyber incident response involving their investigative jurisdictions (U.S. Department of 

Homeland Security, 2016). The FBI cooperation with the National Cyber-Forensics & Training Alliance (NCFTA) is a decisive 

framework in providing enhanced cybersecurity for US citizens and countries around the world. Such partnerships have become 

an international model for bringing together private industry, government and academia for the purpose of cybercrime disrupting. 



The National Cyber Investigative Joint Task Force (NCIJTF) chaired by the FBI has the primary responsibility to coordinate, integrate, 

and share information to support cyber threat investigations, supply and support intelligence analysis for community decision-

makers, in the fight against the cyber threat (Schjolberg, 2017). The FBI Cyber Division also launched the Cyber Shield Alliance 

(CSA), a cyber security partnership initiative developed by law enforcement to proactively defend and counter cyber threats 

against law enforcement networks and critical technologies. This is undoubtedly reinforcing the defensive power of agencies but 

is focused on the coordination of agencies as a response to incidents. It is not clear if it provides the basis for cybercrime prevention 

against law enforcement and critical infrastructure. The Security Operations Centers (SOCs), are centralized units organized to 

detect, analyze, respond to, report on, and prevent information security incidents on an organizational level. Enterprise SOCs are 

hierarchically structured around outdated for today Security Incident and Event Management (SIEM) Systems and confront various 

operational challenges such as rule creation and management, lack of contextual information and Ad Hoc use of long-term data 

(Bhatt et al., 2014). Other limitations are (a) limited information security analysis and assessment capabilities with limited-visibility 

solutions, (b) manual integration of information security technologies used, and (c) lack of online reaction to identified attacks 

(Miloslavskaya, 2016). 

Sohal et al. (2018) introduce a cybersecurity framework that identifies the malicious edge devices in the distributed fog computing 

environment through the two-stage Markov model, and has been tested with real attacks in virtual environment (through 

Openstack and Microsoft Azure). The experimental results indicate that the framework is successful in identifying but is restrained 

to preventing attacks from malicious edge device. Another approach proposes a practical and predictive security model for 

exploitability analysis in a networking environment using stochastic modeling (Abraham and Nair, 2015). It is built upon the CVSS 

Exploitability framework and enables enterprises to apply analytics using a predictive cybersecurity model to improve decision 

making and reduce risk. The applicability of this framework is limited to corporations and one of the limitations is that the selection 

of the vulnerabilities chosen by the attacker to compromise the security goal  is based on assumptions. Mozzaquatro et al. (2018) 

provide a unified technical framework to monitor business processes and technology assets using an ontology and knowledge 

reasoning for the IoT cybersecurity domain. However, there are many issues that need to be addressed for a multi-layered 

cybersecurity intelligence ontology. Regarding cybersecurity vulnerability and management, companies and organizations have 

developed experimental, patented and open frameworks for vulnerability scoring, such as the SANS vulnerability analysis scale 

(Maghrabi et al., 2017), the Total Vulnerability Measure (TVM) (Abedin et al., 2006), the Common Vulnerabilities and Exposures 

(CVE) (MITRE Corporation, 2018)  and the Microsoft Exploitability Index (Microsoft Corporation, 2011). Currently one of the most 

widely used framework for communicating the characteristics and impacts of IT vulnerabilities is the Common Vulnerability Scoring 

System (CVSS) (Dzięgielewska and Szarfrański, 2016). The latest CVSS version 3.0 (Forum of Incident Response and Security Teams 

(FIRST), 2015) provides a method to capture the primary characteristics of a vulnerability and assign a numerical score reflecting 

its severity. The US Federal government uses the CVSS standard as the scoring engine to construct its National Vulnerability 

database (NVD), a repository of standard-based vulnerability management data (over 116000 known vulnerabilities until 

December 2018), updated on a monthly basis. 

To sum up, the relevant literature shows that there is a plethora of approaches developed in the last two decades by national, 

international bodies, law enforcement, companies and academia to handle CIs. The aforementioned frameworks are limited in 

scope (cyber security certification, protection of critical infrastructure, data protection, legislative, cybersecurity incident response 

capabilities) and audience (law enforcement agencies, organizations, corporations). What is missing is a holistic scheme that will 

combine different aspects of cybercrime incidents to a monitoring mechanism that can trigger appropriate preventive measures 

accordingly. In a bottom-up approach to develop such a mechanism, this paper introduces the Cybercrime Incident Architecture 

as a means of providing a common level of agreement among users, law enforcement personnel and cyber security officers, that 

will be aligned to the international legislation. The next section describes in detail the proposed Cybercrime Incident Architecture. 

3. The Cybercrime Incident Architecture 

The proposed Cybercrime Incident (CI) Architecture consists of four components (I, II, III & IV) and depicted in Fig. 1. It provides a 

systematic approach for effective CI management and aims at: (i) generating insights and patterns regarding CIs, (ii) evaluating 

and monitoring their threat severity, and (iii) producing actionable and appropriate response policies and guidelines for 

individuals, organizations and law enforcement agencies. Separate parts of proposed CI Architecture, namely the components I 

and II, have been previously published (Tsakalidis and Vergidis, 2017) lacking a countering perspective, essential for the actual 

application of the extracted knowledge by the involved stakeholders. This paper extends the work by: (i) presenting the complete 

CI Architecture (Fig. 1) and (ii) detailing the fourth architectural component, the Adaptive Response Policy (ARP). The ARP 

component provides preventive measures, tackling actions and policies combining law, directives and mitigation 

recommendations utilizing the CI Features, Schema and Classification of the Architecture. The efficiency of this approach lies in 



interconnecting different views and thus resolving issues and communication adversities between the participating stakeholders 

(agencies, courts, organizations, countries). The authors also present the third architectural component which is currently at an 

early development stage and is related to CI monitoring and impact assessment in terms of severity. Table 1 presents the 

motivation for each of the architectural components, the approach that is being followed and how each component contributes 

to the proposed architecture. 

 
Figure 1. Cybercrime Incident Architecture: Overview of the main components 

 

CI Architectural  

Component 
Principal Aim Outcome 

Component I:  

CI Features 

Describe 

a CI in a systematic manner by  

identifying its distinctive features 

CI feature-based 

description 

Component II:  

Classification & CI Schema 

 

Classify 

a CI utilizing an offence classification system 

that enables feature associations 

CI classification system  

& feature association 

Component III:  

Threat Severity 

Assess 

a CI based on its past occurrences  

and their perceived severity 

CI threat severity  

assessment  

Component IV:  

Adaptive Response Policy 

Tackle 

a CI based on specific response measures 

Assignment of selected 

actions and measures to 

corresponding CIs 

Table 1. Aim and main product of the CI architectural components 

3.1 Component I: CI Features 

A Cybercrime Incident (CI) is considered a specific case of an established criminal offence. Generating an unambiguous description 

about a particular CI is challenging because  there is a plethora of cybercrime definitions (Jahankhani et al., 2014), and the incidents 

classified as cybercrime demonstrate a significant variety in their nature and specific aspects (Gercke, 2011). To tackle these issues, 

the authors propose a feature-based incident description that can capture a CI with all its essential elements. The first component 

of the proposed CI Architecture identifies the features of CIs and produces a feature-based description that enables: (i) 

comprehensive understanding of a specific incident by a human or an expert system, (ii) automated identification of the 

corresponding criminal offence and (iii) effective actions in terms of prevention, incident response and policy generation.  



Table 2 presents the features that were initially presented in (Tsakalidis and Vergidis, 2017), and briefly in (Tsakalidis et al., 2018a).  

In this paper the features ‘Identified offence’ and ‘Actions, Measures & Policies’ have been removed from this component and 

upgraded to separate architectural components. As these features were investigated, their significance for CI management and 

mitigation became apparent thus they are elaborated and discussed in Sections 3.2 and 3.4 respectively. The first feature identifier 

was renamed from ‘incident’ to ‘occurrence’ to better express the factual description of the incident itself (e.g., illegal downloading 

of a movie file). The ‘offender’ specifies the individual or entity responsible for the offence committed, whereas the feature ‘access 

violation’ is unique to cybercrime offences, since it highlights the way a computer or a network was misused and violated for the 

cybercrime incident to be carried out. The following three features (i.e., ‘target’, ‘victim’ and ‘harm’) describe the aim of the 

cybercrime incident along with those that suffered, and the consequences sustained. Each feature encompasses a finite list of 

elements that accurately describe a cybercrime-related incident. The unique combination of these elements for a particular CI and 

the investigation possible associations between them can extract new knowledge, i.e., recurring patterns in cybercrime offences.  

Based on the features detailed in Table 2, the first component of the proposed Architecture produces a feature-based description 

of CIs as follows: A case of [OCCURENCE] committed by the [OFFENDER(S)], conducted through [ACCESS VIOLATION], against the 

[TARGET] of [VICTIM(S)] results in [HARM]. An example of the CI feature-based description could be: The unlawful surveillance of 

a civilian’s cellphone [OCCURENCE] committed by a cyber-criminal, a company or organization [OFFENDER], conducted through 

the telecommunication network or Internet [ACCESS VIOLATION] against the privacy, reputation, safety, trust [TARGET] of an 

individual [VICTIM], results in emotional distress/fear, moral harm and inferential/potential inchoate harm [HARM]. Identifying 

the features of a CI and providing eloquent descriptions for each one allows the investigation of possible dependencies and 

associations, and, constitutes a significant step toward implementing appropriate actions and counter-measures to tackle a CI, as 

Section 3.4 will thoroughly discuss. 

updated CI Feature feature description 

OCCURRENCE 

(INCIDENT) 
short factual description of the incident  
(e.g., dissemination of phishing emails) 

OFFENDER 
individual or entity responsible for the incident  

(e.g., cyber-criminal, online social hacker) 

ACCESS VIOLATION 
violation approach 

 (e.g., physical tampering, remote computer access) 

TARGET values that are the designated target (individual or collective) 

VICTIM individual or entity that has suffered 

HARM 
caused harm  

(e.g., loss of property, emotional distress, moral harm) 

Table 2. Component I: Updated list of CI Features 

3.2 Component II: Classification & CI Schema 

Many surveys [(Heartfield and Loukas, 2015), (Hansman and Hunt, 2005), (Simmons et al., 2009), (Zhu et al., 2011)] aim at a 

classification model of either cyber-attacks, threats at different levels of detail, or cybercrime offences in general with mixed 

results concerning accuracy and adaptability. The second component of the CI Architecture provides a comprehensive offence 

classification system for CIs detailed in (Tsakalidis and Vergidis, 2017), that also suggests associative rules that allow for 

contextualization of the various CI features. The offence classification system put forward is a top-down approach consisting of 

two layers presented in Table 3. The first layer defines five different types of cybercrime offences, namely Type A – Type D 

introduced in the Convention on Cybercrime (Council of Europe, 2001), and Type E, i.e., ‘combinational offences’, proposed by the  

authors. Each layer-1 offence type (A, B, C, D, and E) contains layer-2 sub-categories based on (Gercke, 2012). The authors propose 

this two-layer consolidation of cybercrime offences along with appropriate modifications and updates to provide a comprehensive 

cybercrime offence classification system. It is important to highlight that the proposed classification system is not based on a 

unique criterion that is used to distinguish the different types. Three types (A, C, D) focus on the object of legal protection, whereas 

type B focuses on the method used to commit the crime. This can, in some cases, lead to overlapping between categories which 

is expected when considering the diversity of offences.  

 



Layer 1 Layer 2 

Type A 
Offences against the 

confidentiality, integrity 
and availability of computer 

data and systems 

A1. Illegal Access (hacking, cracking) 
A2. Illegal data acquisition (data espionage) 
A3. Illegal Interception 
A4. Data Interference 
A5. System Interference 
A6. Misuse of devices 

Type B 
Computer-related offences 

B1. Computer-related forgery  
B2. Computer-related fraud  
B3. Identity theft 

Type C 
Content-related Offences 

C1. Pornographic Material  
C2. Child Pornography  
C3. Religious Offences 
C4. Cyberbullying  
C5. Illegal gambling and online games  
C6. Spam and related threats  
C7. Racism and hate speech on the Internet 

Type D 
Offences related to 

infringements of copyright 
and related rights 

D1. Copyright-related offences  
D2. Trademark-related offences 

Type E 
Combinational offences 

E1. Phishing  
E2. Cyber laundering  
E3. Cyberwarfare  
E4. Terrorist use of the Internet 

Table 3. Component II: Offence classification system layers 1 and 2 

 

Figure 2. Syntax-based associations  

 

Figure 3. Associations of CI features related to offence types 

The effective identification of CIs necessitates the analysis and interpretation of cybercrime features, their corresponding 

elements and the implicit and explicit associations between them (Tsakalidis and Vergidis, 2017). Regarding the CI features 

association, the second architectural component acts to: (i) classify a CI based on the abovementioned types and sub-types, and, 

(ii) associate the identified features [component I] with the offence classification system [component II]. The aim of this association 

is to extract knowledge about the patterns and occurrences of CIs by providing context. The methodology adopted to form a 



feature association schema for each offence type is based on the syntactical relations of the identified cybercrime features as 

shown in Fig. 2. The object of the CI is the victim of the attack, the motive of the subject represents the target of the offender and 

the outcome of the object is the harm inflicted on the victim. The method of attack is the access violation of the CI. Fig. 3 

demonstrates the proposed association of the CI features organized around the types of cybercrime offences (A, B, C, D and E). 

Fig. 6 showcases the association of CI features and their elements for type A offences in a specific incident occurrence that is 

discussed in Section 4.  

3.3 Component III: Threat severity 
The critical question for both users and law enforcement agents, throughout the world, is cybersecurity threat frequency (Mateski 

et al., 2012). The component III: Threat severity is currently under development by the authors and aims to respond to the absence 

of a comprehensive qualitative and quantitative method of monitoring cybercrime offences and analyzing their individual 

occurrences. A severity assessment method for CIs regarding their frequency and the resulting assignment of the appropriate 

actions, measures and policies is absent from the literature (Gehem et al., 2015) and present in the proposed architecture 

(components III & IV). The Threat Severity architectural component: (i) provides a formal method for qualitative analysis of 

cybersecurity threats, deriving from annual reports on CI frequency, and (ii) evaluates their threat severity based on time 

progression as initially discussed in (Tsakalidis et al., 2018b). ENISA, the European Union Agency for Network and Information 

Security, composes annual reports, in which it presents a threat trend analysis. The threat prioritization in each report is performed 

by means of a combination of frequency of: (i) appearance/reference and (ii) number of incidents. Each cyber-threat trend derives 

from the comparison of threat frequencies between two consecutive years, except for the 2012 report (Marinos and Sfakianakis, 

2013), in which the frequency was assessed against information of all previous years. The trends are only classified in three 

categories: a plus (+) / minus (-) symbol indicates a rise / drop in the frequency of a threat, and zero (0) indicates frequency 

steadiness in relation to the past year. In Tsakalidis et al. (2018b), the authors put forward a threat severity labeling system that 

reflects more accurately the consecutive trends for a particular threat. The labeling categories resemble the labels used in the 

Common Vulnerability Scoring System) CVSS v3.0 ratings and rely upon specific combinations of trends that characterize a cyber-

threat regarding its severity: 

• Hyper-critical Threat (HCT) 

• Critical Threat (CT) 

• Active Threat (AT) 

• Neutral Threat (NT) 

• Diminishing Threat (DT)  

 

Figure 4. Monitoring Threat Severity (component III) for specific CIs 

The third component of the CI Architecture incorporates active monitoring of cyber threats by: (i) aggregating the incident 

occurrence frequency of each CI by its classification type and (ii) explicitly labeling a CI threat based on its past and current trends. 

Following the severity labeling, component III can manually - and in a later extension automatically - produce the time progression 

trend of a threat severity trend and incorporate it in a monitoring system.  Fig. 4 depicts Threat Severity monitoring for CIs such 

as Spam, Insider Threats and Identity Theft based on the 2012-2017 ENISA annual reports. The shades of grey visualize the severity 

labelling (HCT is a black box, DT is light grey and CT, AT, NT have gradient shades in between) thus presenting an extended time 

progression of a threat severity in comparison to inspecting only the latest annual ENISA report. Insider Threat, for example, is 

gradually degrading from critical, to active and finally neutral threat, which is direct evidence that stakeholders are a step ahead 



from offenders. Likewise, Spam is continuously characterized as neutral or diminishing threat except from the last year labeled as 

critical. Identity theft also degraded from hyper-critical to active and critical threat in 2016, which can be possibly attributed to 

the fact that although data breaches have increased in 2016, the number of identity records stolen are less than in previous year. 

Nevertheless, an increasing trend is noticeable in 2017, which should be considered accordingly in measure planning. The Threat 

Severity monitoring mechanism can assist in selecting the appropriate actions and measures through an automated decision 

support system (DSS) - yet to be developed - that identifies CI occurrence trends that are considered alarming, and, (i) determines 

the appropriate measures, actions and policies, and (ii) assigns them to relevant stakeholders to ensure mitigation as discussed in 

the following section. 

3.4 Component IV: Adaptive Response Policy framework 
The severity, urgency and different elements of a CI as identified by the previous architectural components, require different 

preventive measures for mitigation, while the same applies for the actions needed during crime conduction, and policies 

implemented in national or international level. The forth architectural component is the Adaptive Response Policy (ARP) 

framework that engenders the crucial characteristics for the formulation of effective regulatory and legal frameworks, as 

introduced by (García Zaballos and González Herranz, 2013). The aim of ARP framework is to produce: (i) immediate actions to 

handle particular CIs, (ii) specific measures to prevent similar offences and (iii) elaborated policies for a specific category of CIs. It 

is crucial to allocate specific actions, measures and policies so that an incident is properly addressed in all levels –from immediate 

actions to national policies. Toward this goal categorization of cybercrime incidents to criminal offences utilizing a systematic 

approach (component II) can significantly contribute. The actionable product of the ARP framework is especially essential for high 

frequent CIs. The steps of designing the ARP framework follow:  

1. Define an extensive stakeholders’ list derived by the query ‘After a CI occurrence, who is responsible for responding and 

at what level?’  

2. Define a list of response measures and tackling actions derived by the query ‘What happens during or immediately after 

a CI occurrence?’  

3. Define a list of (general and/or customized) preventive measures and policies derived by the query ‘What can be done to 

prevent similar CIs from re-occurring?’ 

Figure 5 demonstrates the ARP framework in relation to time progression during a CI occurrence. Before incident occurrence, the 

authors propose general preventive measures in form of good practices by all involved stakeholders and measures customized to 

the cybercrime offence types (component II). During the incident occurrence, the relevant stakeholders are identified and 

allocated their respective responsibilities. These are specific response measures and tackling actions based on the incident as a 

response, always combined with immediate reporting to national law enforcement agency. The preventive and response measures 

and actions can be - currently - manually assigned to the introduced stakeholders, initiating the countering procedure as shown 

in an indicative case study discussed in Section 5. The idea is to feed each of the aforementioned steps of the ARP framework with 

sufficient historical data so that when specific CI occurs, the ARP identifies the relevant stakeholders, and matching actions, 

measures and policies in an automated instantaneous manner. Following is a discussion of each of the ARP’s elements (Fig. 5). 

 

Figure 5. Preventive and response measures in relation to incident occurrence 

 

Stakeholders identification 

The first step of the ARP is the identification of all parties involved with tackling cybercrime incidents or preventing them. The 

stakeholders are either involved in CI prevention or tackling, depending on cybercrime offence type and specific case. By 

assimilating the list, the framework will be able to: (i) identify on time the most relevant stakeholders for a particular CI, and (ii) 



assign the appropriate actions, measures and policies to each of the chosen entities. The stakeholders that can be relevant to a CI 

occurrence are: 

1. Governments 

2. Private and public sector organizations and institutions 

3. Internet service and hosting Providers 

4. National and cross-national law enforcement agencies 

5. Academic / Research Institutions 

6. Individual users / general public 

Response measures and tackling actions 

The third step of the ARP framework is preoccupied with the investigation of immediate measures and actions to be applied after 

a CI has occurred. Assimilating response measures and actions to be followed helps mediate the CI consequences and trigger law 

enforcement. For every CI occurrence, the APR can report to national law enforcement agencies holding the relevant jurisdiction, 

an adaptive list of immediate actions and measures. An indicative list of response measures and tackling actions related to type A 

offences and being aligned with the next section case study follows.  

1. Manually shut down the infected system, lock compromised accounts, block  all incoming network traffic, change 

passwords on compromised systems (Ab Rahman and Choo, 2015), and immediate protection of personal, sensitive and 

identity information through backup.  

2. Deployment of automated intrusion response system (AIRS),  as a decision-making process where appropriate response 

options are automatically selected (Wu et al., 2008). 

3. Customer intrusion notification and advice with concurrent blocking of traffic from specific address by ISPs, in cases of 

confirmed botnet detection. 

4. Immediate actions by CIRTs for securing computer networks and developing checklists for handling initial investigation of 

cybercrime incidents (Vince Farhat et al., 2011), as part of automated company mechanism. 

5. Skipping of root cause analysis of a confirmed type A incident, to prevent costs, interruption of businesses, etc. (Freiling 

and Schwittay, 2007). 

6. Immediate measures to take down the C&C mechanisms that coordinate machines in a botnet. 

7. Immediate data backup and account information update (e.g. web-banking or email user name/password). 

 

Preventive measures and policies 

The second step of the ARP is to assimilate in a database and then appropriately suggest measures and policies that are effective 

and can prevent or limit occurrences of certain cybercrime offences. Combined with the monitoring capabilities of component III, 

APR can select and assign measures to relevant stakeholders. The measures necessary for CI prevention presented here are divided 

into two main categories: (a) the general preventive measures, and (b) the customized preventive measures based on the 

discrimination of proactive and reactive cybercrime defense mechanisms (Tendulkar, 2013). The general preventive measures are 

applicable to any CI, whereas the customized preventive measures are specific for each cybercrime offence classification type (A, 

B, C, D and E) in Table 2. 

(a) General preventive measures 

The general preventive measures form the core of cybercrime prevention that aims to cybercrime mitigation and are associated 

with the stakeholders responsible to apply them. Following is a list of five general preventive measures per stakeholder that were 

the most frequently mentioned in relevant literature research conducted by the authors. 

1. Governments 

i. Promulgation of appropriate legislation (Ullah et al., 2015), and regular revision in accordance with international standards, 

regarding cybercrime. 

ii. Establishment of national cybercrime-cybersecurity strategy. 

iii. Development of efficient criminal justice, lesser bureaucracy in judicial procedures. 

iv. Merge social theories with investigative methodologies and IT techniques in order to increase cyber-security(Me and 

Spagnoletti, 2005). 

v. Participation in international cooperation for the development of cybercrime legal frameworks (Orji, 2015). 



2. Private – Public sector organizations and institutions 

i. Continuous training of employees on cybersecurity awareness, cloud computing and safe use of ICT devices. 

ii. Improve information security by using novel methodology, e.g. quality control circles (Felipe et al., 2015). 

iii. Management of individual  authentication and authorization, along with the provided privileges within or across system 

and enterprise boundaries (Verma and Singh, 2012). 

iv. Identification of assets, threats, and vulnerabilities of the ICT systems in order to make proper investments  regarding cyber 

protection (Jerman-Blazic and others, 2008). 

v. Backing up of technical controls (e.g., firewall) by operational controls such as continuous firewall rule reviews and on-

going verification of these rules (Almadhoob and Valverde, 2014). 

3. Internet service and hosting Providers 

i. Data retention by ISPs regarding specific types of data about customer online activities for specific time periods, during 

which, law enforcement agents can investigate with the required judicial or administrative authorization. 

ii. Data protection by ISP’s is compulsory in countries with respective legislation. The data stored by providers is subject to 

legitimacy and can be accessed by law enforcement agents. 

iii. ISPs are tasked with compulsory data breach notification. When personal data is disclosed or illegally acquired, ISPs have 

to notify both victims and agencies in order for them to take appropriate measures to reduce the security impact. 

iv. ISP’s Protection from intermediary liability can provide the initiative for suitable actions following cybercrime incidents.  

4. National and cross-national law enforcement agencies 

i. Proper evaluation of computer security risks and remedies. 

ii. Efficient role assignment and analytical procedures and investigation techniques (Broadhurst, 2008). 

iii. Assessment of potential cyber threats and precautionary lookup for mitigation acts. 

iv. Utilize civil resources to enhance  striking power, efficacy and accuracy of their work (Chung et al., 2006). 

v. International cooperation between law enforcement agencies backed by legislation in form of laws, directives and 

recommendations towards prevention and combat of cybercrime (Cerezo et al., 2007). 

5. Academic / Research Institutions 

i. Academic institutions foster knowledge development and sharing through specialized educational programs, curricula and 

training/research centers.  

ii. Academics provide legal advice and assist national and international legislative bodies on topics such as criminalization, 

constitutional and legal protection. 

iii. Universities perform applied scientific research on ICT, producing technical standards and technological solutions available 

for public-private organizations, State infrastructure, law enforcement agencies and common users. 

iv. Provision of technical assistance in the area of cybercrime to national, international law enforcement, criminal justice, 

corporations and finally individual users (Malby et al., 2013). 

v. Establishment of useful cooperation with law enforcement in knowledge development, technical standards and technical 

assistance. 

6. Individual users / General public 

i. Appliance of all published system patches, security fixes and updates (Alkandary and Alhallaq, 2016), and 

software/firmware patching to the latest version supported by vendor. 

ii. Installation and frequent update of antivirus programs, spyware checkers and firewalls with regular scan performances. 

iii. Regular password renewal with balance between usability and security (Shay et al., 2016). Also, compliance with password-

composition policies. 

iv. Backups and encryption of personal information through proper encryption software. 

v. Avoidance of unknown websites, in particular those asking for personal information, bank account or social account 

numbers. 



(b) Customized preventive measures 

The preventive measures presented in this paper are limited to type A offences (Table 3) due to the use case CI analyzed in the 

following section.  Extensive lists of preventive measures for each offence type have been developed but not included in this paper 

for brevity. These measures rely on several of the stakeholders depending on jurisdiction and authority. They include but not 

limited to the following:  

1. Traffic filtering of network, mail channels and web browsers to record and take measures against web-based attacks, along 

with regular vulnerability scanning and subsequent management of flaws, especially for peripheral such as web and office 

applications or web infrastructure (Marinos et al., 2016). 

2. Proper classification of information processed or stored and subsequent encryption, considering different levels of privacy.  

3. Evaluation of DOS/DDOS protection, proper assignment of roles to all involved parties with regular efficiency tests, 

combined with technical protection, such as specialized firewall, ACL and load-balancer. 

4. Categorization of data regarding importance and protection necessity, with implementation of the corresponding 

protection level to the data value. 

5. Direct control of all portable devices accessing a business network by administrators, to avoid pod slurping (Verma and 

Singh, 2012). 

6. Application whitelisting concerning legitimacy in order for rogue software to be blocked (Directorate, 2014), and IP address 

blacklisting and consequent access blocking. 

7. Scanning of application code with dynamic analysis for malicious activity, and static analysis for weaknesses in 

programming. These procedures should be implemented both manually and automatically. For more detailed analysis 

regarding weaknesses and code details, appropriate tools should be used. 

8. Updated listing of potentially unwanted programs (PUPs), with regular guidelines to employees, in order to avoid 

installation. 

9. Deactivation of servers controlling botnets, shutdown of domains from which malicious activity derives and preliminary 

actions against suspected developers of malicious code. 

10. Development and frequent revision of security policies that determine the exact procedures and steps after a malware 

infection, along with automated mechanisms for user data recovery. 

11. Use of cryptography in every transaction of critical data e.g., web-access of e-mail, use of certificates and digital signatures. 

12. Frequent update of passwords, use of unusual/difficult passwords, two or three-way authentication. 

 

4. Validation through a CI case study 

This section elaborates on a criminal case study to validate the proposed framework. The CI Architecture is at a conceptual stage 

and this case serves as a guide to showcase its future automated CI handling and mitigation potential. The case study was selected 

from Onyeji et al., (2014) and refers to an oil producer company based on Saudi Arabia that on August 2012 fell victim to a severe 

hacking incident. Approximately 35,000 workstations of its main internal computer networks were partially wiped or destroyed 

after a virus infection. As a result, the company’s ability to supply 10% of the world’s oil was endangered since it temporarily 

stopped selling oil to domestic gas tank trucks.  

Based on the CI architectural components presented in the previous section, Fig. 6 suggests the steps required for each 

architectural component to produce its outcome (see Table 1) when tackling a case. These steps, from initial recognition of the CI 

to the production of APR recommendations, are followed for the selected criminal case. The incident occurrence can be described 

as “the hacking of the oil producer computer systems” and the first step of component I (step 1a) is to define the features of the 

incident occurrence. Table 4 presents the specific CI features of the incident under investigation and helps in associating them and 

producing the feature-based description (step 1b): The case of hacking the company’s computer systems [occurrence] committed 

by a cyber-criminal group [offenders], conducted remotely through internet [access violation] against the property and computer 

system availability, integrity and confidentiality [target] of the oil producer company [victim], resulted in loss of property, 

substantial damage, emotional distress, civil disturbance, dispossession of wealth and potential inchoate loss of property [harm]. 

The CI feature-based description writes down the incident in a systematic way and assists in identifying the criminal offence type 

of the case (component II – step 2a): Illegal access (type A – A1). It should be noted that hacking the infrastructure of a major oil 

company can also be classified as ‘cyberwarfare’ (type E – E3) in case that the attack is orchestrated by a hostile nation, but such 

claim lacks proof in our example. The second step of component II (step 2b) is the feature associations that can be created from 



the specific incident (Fig. 7). Illegal access is a type A offence and pertains to criminal activity that involves the requisite targeting 

of information and communication technologies. The actual target is non-ICT-related, as the cyber-criminal’s objective is to 

eventually gain profit (e.g., through funding from rivals), damage the company’s reputation or social values. It is obligatory though 

that the initial target is ICT or part of the infrastructure network (of the oil company in this case), for the attack to be considered 

cybercrime. The inflicted harm has two levels of effect, (a) individual harm, such as instant loss of property and substantial damage, 

and (b) direct systemic harm, i.e., harm with instant large-scale consequences like shutting down of critical infrastructure. 

Subsequently, as time progresses, aggregated and generalized individual harm arise, e.g., in the form of civil disturbance and 

dispossession of wealth. In the imminent future, the company also suffers potential inchoate harm, in the form of property loss 

from reputation damage and loss of market share. The next step comes from Threat Severity (the third architectural component) 

and determines the exact threat that caused the offence and assesses its severity level (step 3a). The severity labeling of 

cybercrime offences aims to evaluate the specific CI inflicted impact. According to Lasiello (2015) this major cybercrime incident 

was launched through a wiper malware distribution called “W32.Disttrack” or “Shamoon”. This malware infects a computer 

system, steals specific data, send the data to another infected PC inside the compromised network and then overwrites the Master 

Boot Record, rendering the system useless (Alalwan et al., 2013). Based on the proposed labeling system and data provided 

(Tsakalidis et al., 2018b), malware threat is classified as Hyper-Critical Threat for 2011-2012 time period (step 3b).  

 

Figure 6. Specific steps for each architectural component in the selected case study 

 

CI Feature case-specific description 

OCCURENCE  hacking of the oil producer computer systems 

OFFENDER Cyber-criminal group 

ACCESS VIOLATION Internet (through virus infection)  

TARGET 

(i) Financial assets, property 
(ii) Availability, integrity and confidentiality of   

company’s computer systems 
(iii) functionality of the infrastructure 
(iv) welfare of the customers/citizens 

VICTIM Company 

HARM 

-loss of property 
-dispossession of wealth 
-substantial damage 
-infrastructure shut down  
-civil disturbance and 
-potential inchoate loss of property 

Table 4. CI Features of the criminal case study under investigation (step 1a) 



 

Figure 7. CI Feature associations produced for the oil producer hacking incident (step 2b) 

The ARP architectural component produces specific actions, measures and policies. This involves an extensive review (manual or 

automated) of the compiled lists of stakeholders, preventive measures and response actions for the offence type A of the incident 

under examination. The assessment should be ideally performed by cybersecurity experts. The stakeholders responsible for 

countering the hacking incident are identified as (step 4a): 

1. The Oil Producer Facility Administration, 

2. The Saudi Arabia Government, 

3. The Facility ISP, 

4. The national and international law enforcement agencies, and, 

5. The facility employees. 

The appropriate actions and measures are detected (step 4b) and then assigned to the proper stakeholders (step 4c). For the 

particular instance the proposed actions and measures/policies are manually selected, but, in a future extension, each item will 

be assigned with a degree of relevance produced by an expert system fed with historical entries. The response actions in a critical 

infrastructure incident are limited in number, as the immediate action is the urgent reporting to the Cyber Security Incident 

Response Team of the facility and to national law enforcement agency. Table 5 presents an indicative list of such immediate 

actions accustomed to the relevant stakeholders. 

What is concluded from the application of the CI Architecture on this particular case study is the synergy and interrelation of the 

various components for information extraction that leads to the generation of the APR. Following such an incident-recording 

approach can also accumulate useful data regarding the CIs to further extract knowledge and better select and implement a 

response policy. The general preventive measures should be adopted by all involved parties towards mitigation of the cybercrime 

incident. The customized preventive measures, that stakeholders need to take to avoid similar incidents are also produced 

manually in the current framework and are presented in Table 6. 

Stakeholder Response Actions 

Oil Producer 

facility 

1. Deployment of automated intrusion response system (AIRS), as a decision-making process where 
appropriate response options are automatically selected. 

2. Distribution of extracted information after incidents involving malware. 

3. Skipping of root cause analysis of a confirmed incident, to prevent costs, interruption of businesses, etc. 

4. Development of automated mechanisms and establishment of cyber incident response teams by companies, 
with responsibilities such as securing computer networks and developing checklists for handling initial 
investigation of cybercrime incidents. 



Saudi Arabia 

Government 

1. Application of national and international policies, in terms of resilience, regarding cyberterrorist attacks (e.g. 
to critical infrastructure). Especially, the policies should also focus on capabilities beyond law enforcement 
and the criminal justice system, such as emergency management, specialized response, health care, and 
public communications. 

Facility ISP 
1. Blocking of traffic from specific addresses by ISPs, in cases of confirmed botnet detection. 

2. Customer intrusion notification and advice by ISPs, in cases of confirmed botnet detection. 

Law 

Enforcement 

Agencies 

1. Malware analysis with proper cyber-security tools. 

2. Measures to take down the C&C mechanisms that coordinate machines in a botnet. 

3. Association of malware functions with cybercrime incident management for efficient mitigation. 

Facility 

employees 

1. Manual shut down of the infected system, locking of compromised accounts, blocking all incoming network 
traffic and password renewal on compromised systems. 

2. Protection of personal, sensitive and identity information through immediate backup, when an intrusion is 
verified. 

3. Proper discrimination by users of the consequent cybercrime offences following phishing incidents (e.g. 
illegal access, identity theft, illegal data acquisition) and implementation of corresponding response 
measures, as introduced above. 

Table 5. APR - Response actions for the incident under investigation (steps 4b & 4c) 

Stakeholder Customized Preventive Measures & Policies 

Aramco facility 

1. Employment of high-fidelity intrusion detection systems (IDS), private sector companies, to defend against 
major cyber-attacks. 

2. Development, revision and extensive application of international standards for economic transactions and 
international standards for encryption to protect information and networks. 

3. High alert readiness for system administrators and governmental officials. throughout the world, regarding 
warning signs of impending cyber-attacks. 

4. Email filtering of secure gateway. 

5. Updated listing of potentially unwanted programs (PUPs), with regular guidelines to employees, to avoid 
installation. 

6. Installation of specialized firewall for web applications (WAF) and network activity. 

7. Development of security policies that determine the exact procedures and steps after a malware infection. 

8. Scanning of application code with dynamic analysis for malicious activity, and static analysis for weaknesses 
in programming. These procedures should be implemented both manually and automatically.  

9. Regular performance of vulnerability scanning and subsequent management of flaws, especially for 
peripheral such as web and office applications or web infrastructure. 

Saudi Arabia 

Government 

1. Identification by national cybersecurity strategies, of the Cyber Security Incident Response Teams (CSIRTs) 
role, and creation of national CSIRT, or strengthen it where it already exists, to fight attacks of such caliber. 

2. Situational awareness capacity provided by governments, to the rationalization of public network 
infrastructures and law enforcement capacities in fight against organized cyber-criminal groups. 

3. Development of security policies, that determine exact procedures followed for the detection of DOS/DDOS 
attack. 

4. Measures in form of policy against potential computer misuse. 

Facility ISP 

1. Customer notification and advice by ISPs in cases of confirmed botnet detection. 

2. Cooperation of ISPs with companies specialized in monitoring botnets, with techniques involving ‘‘honeypot’ 
machines to attract malicious software.  

Law 

Enforcement 

agencies 

1. Evaluation of open source information by state and federal agencies and urging public and private Web page 
operators to erase them, to prevent distribution of information that might be useful to cyber-criminals 
planning further attacks. Action plans to ‘sanitize’ governmental sites are already operative, further planning 
and international cooperation are though more than necessary. 

2. Deactivation of servers controlling botnets. 

3. Shutdown of domains from which malicious activity derives. 

4. Preliminary actions taken against suspected developers of malicious code. 

Facility 

employees 

1. Software and firmware patching to the latest version supported by vendor. 

2. Frequent revision of malware response measures. 

3. Analysis and verification of sender identity, sender origin and DNS. 

4. URL scan for malicious characteristics. 

Table 6. APR - Preventive measures for the incident under investigation (steps 4b & 4c) 



5. Discussion and Conclusions 

The Cybercrime Incident Architecture, proposed in this paper, provides a holistic approach for analyzing cybercrime incidents and 

triggering an adaptive response. The CI Architecture consists of four distinct but co-operating components each dealing with a 

separate aspect of a CI in an incremental deployment mode. The first component defines the CI features with a comprehensive 

approach which results in the feature-based incident description. The output of this step builds a common understanding 

background which is essential towards automating the CI management procedure. The proposed modular feature-based approach 

in incidents’ description allows for new feature entries while the expansion or consolidation of their respective elements can also 

be enacted depending on specific perspectives. The second component categorized the cybercrime offences in a two-level offence 

classification system, taking into account the current cybercrime status and forms. It elaborates on the most common forms of 

computer-related offences and classifies a CI under a corresponding criminal offence. The overview of the identified cybercrime 

features and their respective elements can potentially reveal dependencies and associations based on the generic type (layer-1) 

of the corresponding offence through the examination of potential feature associations. 

Progressively, the third component performs the severity evaluation of threats that cause offences of the same type, through a 

qualitative analysis that is based on the ENISA annual reports. Our monitoring system takes into account the frequency of incidents 

and puts forward a new severity labeling differentiating hyper-critical threats from active or diminishing threats. This procedure 

is convenient for distinguishing specific threats that cause specific CIs, which agencies properly evaluate and, therefore, attention 

is directed accordingly to the ones imperiling cybersecurity. Finally, the last component produces the Adaptive Response Policy. 

The authors identified both typical and customized measures for preventing and tackling cybercrime, along with their respective 

stakeholders. The outcome is a mechanism that can manually interconnect measures with the accountable ones, according to the 

CI’s offence type. This mechanism can broaden in scope as it incorporates different measures for cybercrime prevention and 

response and appoint them respectively. 

The aforementioned components are the building blocks of the proposed CI Architecture that offers a holistic approach towards 

CI management. In practice, it provides: (i) better understanding of a specific incident, (ii) sustainable categorization of similar 

occurrences, (iii) effective identification and threat severity labeling, and (iv) efficient prevention and actionable response 

regarding each type of offence, through immediate recognition and assignment to the appropriate stakeholders, as demonstrated 

by the case study presented in the previous section. Whenever a new feature, element or type of CI will emerge, CI Architecture 

can appropriately incorporate it. Similarly, actions, measures and policies can be added, updated or removed following new 

advancements. The authors are currently working on validating the proposed architecture using both synthetic and real CI data. 

Our vision is to exploit the proposed CI architecture in order to develop an automated expert system. Data mining algorithms 

along with machine learning can proceed with feature extraction, clustering or classification of CIs, and construction of association 

rules that would compose an intelligent APR. Automation on incident management will be useful for relevant agencies to gain 

insight and coordinate respective actions. By emulating the decision-making ability of a human expert, involved parties can 

overcome divergences in perception and concentrate undistracted on fighting cybercrime. 
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