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This paper introduces and describes a novel architecture scenario based on Cloud Computing and count on the innovative 

model of Federated Learning. The proposed model named Integrated Federated Model, with acronym InFeMo. InFeMo 

incorporates all the existing Cloud models with a federated learning scenario, as well as other related technologies that may 

have integrated use with each other, offering a novel integrated scenario. In addition to this, proposed model is motivated to 

deliver a more energy efficient system architecture and environment for the users, which aims to the scope of data 

management. Also, by applying the InFeMo the user would have less waiting time in every procedure queue. Proposed 

system was built on the resources made available by Cloud Service Providers (CSPs), by using the PaaS (Platform as a 

Service) model, in order to be able to handle user requests better and faster. This research tries to fill a scientific gap in the 

field of federated Cloud systems. Thus, taking advantage of the existing scenarios of FedAvg and CO-OP, we keen to 

ended up to a new federated scenario that merges these two algorithms, and aiming to has a more efficient model, that it is 

able to select, depending on the occasion, if it “train” the model locally in client of globally in server. 
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1 INTRODUCTION 

This work tries to study and integrate technologies in order to provide a more efficient environment for the 

academic users with the aim of managing the data. More specifically, through a system server assisted by 

Cloud providers, the academic user will have the opportunity to manage large-scale data, aka Big Data, from 

everywhere.   

Big Data (BD) can be referred as a big thing in the field of modern technologies. As soon as we can 

decode the best use of Big Data we will have the opportunity to change the world completely by using all the 

extracted information of the data. To better understand the phenomenon of Big Data, we would have to find 

out the usage of their five major characteristics, which are widely known as five Vs of Big Data [1] [2]: 1) 

Volume, 2) Velocity, 3) Variety, 4) Veracity, 5) Value. Specifically, Volume of Big Data refers to the vast 

amounts of data which are generated every second, Velocity of Big Data refers to the speed at which the new 

data sets are generated and also the speed at which the data sets move around, Variety of Big Data refers to 

the various different types of data that can be used, Veracity of Big Data refers to the messiness or 

trustworthiness of the data, and Value of Big Data refers to the worth of the data which have being extracted. 

Big Data management could be used with the aim to customize the consistency level. More generally, 

everyone can perform more relaxed consistency-based replication systems on top of particular database 

storage systems count on stricter transactional semantics. The customized replication and consistency 

enforcements could be considered a useful aspect of the applications, in which a number of updates might 

require higher integrity and some might require the higher scalability of relaxed consistency [3] [4]. 

Additionally, management will probably be the most difficult problem to address with big data. This is not a 

new problem in this field. It occurred years ago, where some scientists realized that data was distributed 

geographically and owned and managed by multiple entities [5] [6]. Analyzing the Data as Big Data and taking 

into account their features we can reach to some conclusions. Particularly, the richness of digital data 

representation forbids an unveiled methodology for data collection. Data specification often focuses more on 

the missing data than trying to attest every item. As regards the data volume, it is purposeless to attest every 

data item such as new approaches to data specification and ratification [5] [7]. 
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Moreover, Cloud Computing (CC) additionally could be used as a base technology due to its type of 

services for other relative to the communication field technologies [4] [8]. Big Data is a relative technology of 

the field of communications that could rely on Cloud Computing. It is known from literature that BD refers to 

the description of the stunningly rise of data volume either of structured or unstructured form. In addition to 

this, the term BD describes a specific amount of data set [9] [10]. Therefore, the major problem arises not 

relies on the gain of large amounts of data, but whether these data have any value or not. Hopefully, by 

envisaging that the companies of IT field would be able to extract information from any source, also utilize the 

pertinent data and analyze the data aiming to get immediate answers, we will achieve reducing cost and time, 

producing new products and optimizing offerings, and more intelligent decisions making [7] [8]. 

In addition, Cloud Computing could be referred as an extremely successful example oriented IT services. 

Also, CC has brought a new revolution in the way in which the computing infrastructure used, and in addition 

it could be extended to Database as either Service or Storage. Moreover, CC could be an omnipresent 

example due to its characteristics by setting up innovative applications. These applications were not currently 

economically feasible on traditional businesses. Thus, through scalable DataBase Management Systems 

(DBMS), which is CC’s infrastructure critical part, could be achieved an update on intensive application 

workloads, such as decision support systems [11]. 

Furthermore, due to its unique use of Cloud’s environment, the providers and the customers of Cloud 

Computing are keen to share the responsibility for security and privacy in CC environments; with the limitation 

however of that the sharing levels will differ for different delivery models, which in turn affect the Cloud 

extensibility.  

The following delivery data models are offered in the Cloud Computing environment [8] [12] [13]: 1) SaaS, 

2) PaaS, 3) IaaS. These models provide relation to software, platform and the infrastructure as cloud services. 

Specifically, SaaS is the delivery model which could offer typically enabled services by providing a large 

number of integrated features, which could lead to less extensibility for the customers, PaaS is delivery model 

which aims to enable developers in order to build their own applications on top of the provided platforms, and 

IaaS is the delivery model which is the most extensible of the tree. In this delivery model, the Cloud providers 

must provide some basic, low-level data protection capabilities [12]. 

Moreover, a novel technique that offers new opportunities in order to manage and operate the data in 

cooperative environments makes its appearance. This novel technique is called federated learning. Thus, 

according to the literature of federated learning, the main objective of it is to train a model from data 

{ ,..., }t KX X  produced by K  distributed clients. Every device represented as a client. Each client, [ ]t K , 

produces data in a Non-IID manner, which means the data distribution on client t , ~t tX P , is not a uniform 

sample of the whole distribution [14]. Based on the literature, the federated learning technique bases on 

distributed machine learning to which a global model is learned by aggregating models that have been trained 

locally on data-generating clients [15]. Additionally, the algorithms of federated learning scenarios reckon with 

the fact that communication with edge devices occurs over unreliable networks with very limited upload 

speeds [15]. As a result, federated learning can significantly decrease the privacy and the security risks by 

limiting the attack surface only to the device, and not to both the device and the Cloud [16]. Particularly, 

Federated learning tries to give solutions to problems such as: 1) The distinct advantage on training on proxy 

data that is generally vacant in the data center could be provided by training on real world data delivered by 

mobile devices. 2) Trained data is better not to attain it to the data center wholly for the intention of model 
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training, due it is privacy sensitive or large in size. 3) User interaction could infer naturally labels on the data 

for supervised tasks [16]. 

The optimization problem of federated learning could be defined with an algorithm that optimizes the finite-

sum objective: 

min ( )
dw R

f w


  where  
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In equation (1) the w  is a vector that contains d  model parameters. In machine learning scenarios, we 

treat the function 
( )if w

 as a loss function 
( ) ( , ; )i i if w x y w

, where an input-output pair of 
( , )i ix y

 is one of 

the n  given labeled examples, in most times referred to as a training examples. One problem could be 

interpreted as finding the w  which minimizes the average loss over all n  training examples such as those in 

[15]. Moreover, another scenario is assuming that there are K  clients over which the data is partitioned, with 

kP
 the set of indexes of data points on client k , with k kn P

. This could lead us to produce a new equation 

from (1) [17]. Furthermore, regarding the Big Data context, which is the main technology apart of the Cloud 

Computing we focus in this work, we can state that the number of training examples is too large to be stored 

on one computer, and thus we need to distribute the computation to many computers. Concluding these we 

could have: 
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From equation (1) and (2) we could have the federated learning parameters, such as: 1) the number of 

federated learning rounds, represented as T , 2) the total number of nodes used in the process, represented 

as K , 3) the fraction of nodes that used at each iteration for each node, represented as C , 4) the local 

batch size which used at each learning iteration, represented as B , 5) the number of iterations for local 

training before the pooling, represented as N , and 6) the local learning rate, represented as  . These 

parameters need to be optimized in accordance with the constraints of the machine learning applications. 

Also, in addition to the above parameters, we can describe the main strategies of federated learning with 

some notations, such as the K , which is the total number of clients, the k , which illustrates the index of 

clients, kn , which refers to number of data samples usable during training for client k , 
,k tw  which 

demonstrates the model's weight vector on client k , at the federated round , ( , )t l w b , which illustrates the 

loss function for weights w and batch b , and E , which represents the number of local epochs. 

Thereafter, there is also the Federated Stochastic Gradient Descent, or widely known as FedSGD of SGD, 

which is a deep learning training primarily count on variants of stochastic gradient descent, at which place 

gradients are computed on a random subset of the total dataset and afterwards used to make one step of the 

gradient descent. FedSGD which initially proposed by Shokri & Shmatikov [17] is the direct transposition of 

FedSGD algorithm to the federated setting. However, the gradients are averaged by the server proportionally 

to the number of training samples on each node, and used to make a gradient descent step. 

To sum up, the presentation of the basic theoretical information of the research field of this work provides  

the main contributions of our work: 
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 Provide a more energy efficient system architecture and environment for the academic users with 

the aim to data management. 

 Decrease number of rounds of communication needed to train a scenario model by using a 

federated Cloud system. Thus the users have to wait less. 

 Try to fill a scientific gap in the field of federated cloud systems management. 

 Proposes an innovative architecture model, InFeMo – Integrated Federated Model, that 

incorporates all Cloud models with a federated learning scenario, as well as other technologies 

that may have integrated use with each other, in a novel integrated scenario. 

The rest of this work is organized as follows. Section 2 discusses the background research which has been 

made in the field of data management in Cloud environment and Federated Learning Systems. In addition to 

this, Section 3 gives details about the system formulation and its analysis. Specifically, Section 3 presents an 

analysis and an evaluation of our approach. Section 4 illustrates the scheme implementation of our work. 

Initially, it presents the Fundamental Procedure Scenarios, then the Model Explanation, and concluding with a 

comparative analysis with former works. On the other hand, Section 5 provides the algorithm approach of our 

work by presenting the algorithmic representation of our system.  The experimental results count on a 

practical system is demonstrated in Section 6. Finally, Section 7 concludes this paper and the whole research 

work. 

2 RELATED WORK REVIEW 

2.1 Big Data Management in Cloud 

During the last years, several works have been made in order to manage data, and more specificly Big Data, 

in Cloud environments. Thus, for the purpose of this research we have studied and analyzed previous 

literature researches that have been made in the field of data management in Cloud environment [18-23]. The 

following paragraphs present the previous to our study research papers. 

To begin with, Thakur et al. [18] present a Robust reputation management mechanism, that tries to 

encourage the Cloud Providers (CPs) in a federated cloud to separate users between good and malicious, 

and grant resources in such a way that they do not share them.  

Moreover, Cai et al. [19] present a novel in-memory data management system, called Memepic, that 

unifies both online data query and data analytics functionality, permitting low-latency storage service and 

efficient in-situ data analytics.  

Another work in this field is presented by Pasquier et al. [20], which introduce Information Flow Control 

(IFC) model and describe and evaluate this IFC architecture and implementation (CamFlow) that 

compromises an OS level execution of IFC with support for application management, in cooperation with an 

IFC-enabled middleware.  

To continue with, Zhu et al. [21] present a controllable blockchain data management (CBDM) model that 

can be deployed in a Cloud environment, which it can evaluate its security and performance, in order to 

demonstrate utility.  

A heterogeneous data storage management scheme that flexibly provides simultaneously deduplication 

management and access control over innumerable CSPs is introduced by Yan et al. [22].  
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Finally, a trust based federated identity management as a Cloud based utility service is presented by 

Premarathne et al. [23]. Furthermore, this work proposes a Cloud-based utility service model for federated 

identity-based trust negotiations management and a novel trust based evaluation method to access the 

cooperativeness of the identity providers to improve the reliability. 

2.2 Federated Learning Scenarios 

On the other hand, there are a number of remarkable works associated with the novel scenarios of Federated 

Learning Systems [14-16] [24-28]. The following paragraphs present the relative research papers. 

Initially, a general distributed multiquery processing problem motivated by the need to speedup data 

acquisition in federated databases using evolutionary algorithm presented by Mansha & Kamiran [24].  

Furthermore, Yao et al. [14] through the experiments presented in their work show that baseline methods 

could outperformed by their proposed model, especially in Non-IID data distributions, and accomplishes a 

compression of more than 20% in required communication rounds.  

In another related work, Wang et al. [25] propose an algorithm that adapts to real-time system dynamics, 

derived from theoretical analysis. Then, it defines that every specific iteration contains a local update step 

which is possibly followed by a global aggregation step. 

Nilsson et al. [15] benchmarks three federated learning algorithms (1) Federated Averaging (FedAvg) [26], 

(2) Federated Stochastic Variance Reduced Gradient (FSVRG) [26], (3) CO-OP [27] and compare their 

performance opposed to a centralized technique in which data resides on the server. 

Moreover, Young et al. [28] presents an approach to computing the covariance matrix with federated 

databases. Also, it computes the exact covariance matrix rather than an approximation.  

Finally, McMahan et al. [16] advocate a different scenario that leaves the training data distributed on the 

mobile devices, and learns a shared model by aggregating locally-computed updates. Thus, this work 

introduces the Federated Averaging algorithm, which integrates local stochastic gradient descent (SGD) on 

each client with a server that performs model averaging. 

3 SYSTEM FORMULATION & ANALYSIS 

The first goal of this work is to introduce a flexible data management system that it is set up in an academic 

server and it operates with the useful help of the cooperative Cloud Providers. The system set up does not 

differ to any other structure of server set regarding the hardware. The main purpose is to be set a cooperative 

system, a federated scenario, in which the cooperative CSPs could “help” the load-balance of data 

management and transmission by having the load of user authentication. 
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Figure 1: System architecture. 

Figure 1 shows the operation of our proposed scenario implementation. More specifically, the academic 

user will be able to access academic data via a CSP (Cloud Service Provider) that is authorized to access the 

server of the academic institution. This will enable instantly and faster the data management through the 

benefits of the CSP Cloud platform.  

The user authentication will be done in two parts. Initially, through the CSP with the KG (Key Generation 

System) that will give the unique key until the connection expires. Then, it will be authenticated through the 

academic server, where the user will be authenticated, as well as the level of permissions granted to the user.  

There will be some states of rights: 1) Data owner, 2) Data researcher, 3) student. Depending on the 

property that results from the authentication process taking place on the CSP platform, the level of data 

management will be obtained. 

3.1 Evaluation Approach Scenario 

Depending on the system introduced above, we can clearly explain its function with figure 2. More specifically, 

we will try to explain the operation of the proposed system when multiple users try to have access to the 

Academic Server.  
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Figure 2: Academic Server evaluation and procedure. 

Figure 2 show the operation and procedure of the Academic Server evaluation scenario. Accurately, the 

server follows the exact steps in its operation: 

1) Connection request to CSP (1 or 2 or 3). 

2) Control - User authentication in RAS (Reputation Authentication System) 

3) Response of RAS through the open communication channel, directly to the user. 

4) Depending on the user permissions level (1 or 2 or 3) the corresponding CSP data center will be used. 

5) Communication of the CSP with the ASBD (Academic - Scholarly Big Data) repository to open a direct 

user communication channel. 

The combination of 1 to 5 depends on the demands of each user and in the available Cloud provider at the 

moment of the user’s request. Then, depending on the internet connection and the availability of the CP, the 

RAS authenticates the user and the level of user’s permissions to the Academic Server. With this proposed 

system the user authentication takes place in the federated CSP environment and as a result the Academic 

Server is not burdened with this load. Thus, we can achieve an energy and computational efficient scenario 

for an academic server that will serve thousands of users, with different demands each one.  

The whole proposed system set up is based on a federated learning system between the multiple CSPs, 

due to the general principle of federated learning systems. The general principle composed in training local 

models on local data samples and exchanging parameters between various local models at some frequency 

in order to generate a wide-spread model. 
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4 SCHEME IMPLEMENTATION 

In this section we try to introduce with more details the operation of the proposed system and the 

implementation design of it. All the information pertaining to the system’s functionality are revealed in the 

following subsections. 

4.1 Fundamental Procedure Scenarios 

In this subsection, we introduce a number of fundamental algorithms of the proposed system. The operation 

of the Fundamental Procedure Scenario took part on an academic server for academic users. The whole 

system illustrates how some major processes could be completed based on our proposed scenario. 

4.1.1 Data management through access by different CSPs. 

 

Figure 3: Data management through access by different CSPs. 

Figure 3 shows the procedure of the management of data through the access by using multiple CSPs. 

Each step demonstrated in figure 3 is analyzed more clearly in the following steps, which depict how an 

academic user could request access to data and how this user could manage these data depending on the 

rights granted to the respective user. Particularly, the procedure follows the following steps: 
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Step 1 - The user makes a request for data access through a CSP. 

Step 2 - A check is made on the CSP for the level of user access. There are two cases here, one is the 

user to have full access to the data, and the other is the user to have partial access to the data. 

Step 3 - Full access - The CSP performs a secure communication channel with the data repository 

(academic server), providing full access to the user. 

Step 3 - Partial access - A new request is sent by the user through the CSP for access to third-party data 

(scientific papers and works), or data from search / management related to participation in active projects. 

There are two cases here, one is related to the access to scientific papers and works, and the other is related 

to the access to data from finished and open academic projects. 

Step 4 - Scientific papers & works - Access to the repository research platform of published research 

data located on the academic server. 

Step 4 - Finished & open academic projects - A new second-level access request is made to 

authenticate the user and their rights. 

Step 5 - A new second-level access level control for user rights is performed. There are two cases here, 

the one concern the full access of the user to the data from finished and open academic projects in the 

academic server, and the other concerns the partial access of the user to the data from finished and open 

academic projects in the academic server. 

Step 6 - Full access - Provided by the academic server, through the CSP, full user access, and user 

access to the management platform. 

Step 6 - Partial access - It is provided by the academic server, through the CSP, a simple view of certain, 

official-confirmed data to the user, from the management platform. 
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4.1.2 Deletion of data through access by different CSPs. 

 

Figure 4: Deletion of data through access by different CSPs. 

Figure 4 shows the procedure of deleting data on the academic server, through access from multiple CSPs. 

Each step demonstrated in figure 4 is analyzed more clearly in the following steps, which depict how an 

academic user could access data through the academic server and how this user could manage in order to 

delete these data depending on the rights granted to the respective user. Particularly, the procedure follows 

the following steps: 

Step 1 - Request to delete data from the user in his/her personal space via the CSP. 

Step 2 - The CSP confirms to the user that he has full access to and ownership of the content, and then 

deletes the data requested by the user. 

Step 3 - User data rights control is performed. These are data/files only accessed by the user who 

requested the deletion or accessed by other users. There are two cases here, yes and no. 

Step 4 - No - The CSP sends an update request to other users who have access to the data/files that the 

data/files will be deleted so that if they wish to keep copies in their own space on the system. 

Step 5 - No - The CSP proceeds to the deletion of data/files. (Then, the procedure follows the next step in 

a row: Step 4 - Yes) 
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Step 4 - Yes - A data management system checks if there are any duplicates of the data/files that were 

requested to be deleted. Two cases arise in this step, yes and no. 

Step 5 - No - Files are deleted from the file system. 

Step 5 - Yes - The CSP sends the user information that there are duplicates elsewhere in the file system, 

and that it will delete them too. 

Step 6 - After receiving approval from the user that it has been updated and accepts the duplicate deletion, 

it proceeds to delete the duplicate files from the system. 

4.1.3 Adding data through access by different CSPs. 

 

Figure 5: Adding data through access by different CSPs. 

Figure 5 shows the procedure of adding data to the file system through access from multiple CSPs. Each 

step demonstrated in figure 5 is analyzed more clearly in the following steps, which depict how an academic 

user could access the owned disk space on the academic server and how this user could add an manage 

these data depending on the rights granted to the respective user. More particular, the procedure follows the 

following steps: 
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Step 1 - User request to add data to their personal space in the CSP system. 

Step 2 - The CSP confirms authorized content ownership (full user access), and allows the content to be 

added by the authorized user. 

Step 3 - The system checks whether the space the user is trying to modify/add content is a space/folder 

that is only accessible by the user or additional from someone else. Two cases arise in this step, yes and no. 

Step 4 - No - The CSP sends an update (update request) to other users who have access to that 

space/folder for acceptance / approval / update access / content modification. (Then, the procedure follows 

the next step in a row: Step 4 - Yes) 

Step 4 - Yes - Checking the file system, if any files already exist in the file system that the user wants to 

add (duplicate check). Two cases arise in this step, yes and no. 

Step 5 - Yes - The CSP informs the user that duplicates exist and will replace/update existing ones with 

the new ones. 

Step 6/Step 5 - No - Updating space/folder content. 

4.2 Model Explanation 

The operation of our proposed system is presented in this subsection. Generally, through the traffic that the 

central server receives from the requests of the various CSPs coming from the users, a system can be 

developed to support the communication of the CSPs with the academic server in order to follow the safest 

and fastest authentication methods through federated methods. The result of this process will be to allow the 

user to select the most appropriate CSP for the task the user wants to perform, and to develop a machine 

learning system through the communication of the CSPs with the academic server. This system will build on 

the resources made available by CSPs (using the PaaS - Platform as a Service) format to be able to handle 

user requests better and faster. This will develop a more efficient management system in a federated Cloud 

environment. 

Thus, the user could have a more immediate communication with the academic server through the safe 

environment provided by the cooperative CSPs. Assuming the user is a client (k) that have contacted the 

server several times for a specific folder containing various type of data ( kn ), so the cooperative CSPs could 

learn a scenario about this user in order to make the authentication procedure instantly and to navigate the 

user exactly to the most used files. This learning method could be established in the edge of communication 

of the each client and the collaborated CSPs. As a result, the academic server could reduce the 

computational ability for user services and focus on the most important, research process. Additionally, based 

on the 3 procedures presented in subsection 4.1, the system could also be applied to the training process 

taking place in the CSPs on federated learning concept. Thus, the users will be able to bypass some of the 

"easy" steps after a continuous and advanced use. 

Moreover, the proposed Cloud model collaborates very well with the academic server and the various 

clients. The SaaS model assists in the storage of the amounts of data in the academic server through the 

assistance of the multiple collaborative CSPs. Also, the IaaS model is used due to the interface scenario that 

consist of the communication of the users with the academic server through the assistance of the multiple 

collaborative CSPs. 
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5 ALGORITHM APPROACH 

The evaluation of our work can be additionally demonstrated through an algorithm analysis is inferred from 

the synchronous and asynchronous algorithms of federated learning scenarios. Studying the literature in the 

field of federated learning we ended up with two predominant algorithmic models, one of each category. The 

one is Federated Averaging (FedAvg) algorithm which is a synchronous algorithm and the other is CO-OP 

algorithm which is an asynchronous algorithm. 

5.1 Federated Averaging (FedAvg) Algorithm 

The Federated Averaging algorithm, or as briefly mentioned FedAvg, was initially introduced by A. Nilsson et 

al. [16]. This algorithm orchestrates training through a central server which hosts the shared global model tw , 

where t  is the communication round. Nevertheless, the actual optimization is done locally on clients using, for 

example, the Stochastic Gradient Decent (SGD). Moreover, FedAvg algorithm has five “hyper-parameters”, 

directly related to the general federated learning parameters, previously mention in the Introduction Section. 

The parameters B , E ,  , and   are commonly used when training with SGD [17]. However, in FedAvg 

algorithm the variable E  stands for the total number of iterations through the local data before the global 

model is updated [15]. 

In its operation, Federated Averaging algorithm begins with randomly initializing the global model of 0w . 

Specifically, one communication round of FedAvg algorithm drives to the consisting of the following aspect: 

(algorithm operation procedure) The server selects a subset of clients 
tS , 1tS C K   , and distributes the 

current global model tw  to all clients in 
tS . After updating their local models 

k

tw  to the shared model, 

k

t tw w  , each client partitions its local data into batches of size B and performs E epochs of SGD. At the 

end, the clients upload their trained local models 
1

k

tw 
 to the central server, which subsequently generates 

the new global model, 1tw   by computing a weighted sum of all received local models. The weighting 

scheme depends on the number of local training examples, as described through a pseudocode in Algorithm 

1, and particularly in equation (3) below [15] [16].  

1 1
t

kk
t tk S

n
w w

n
 
     (3)     where   

t
kk S

n n 
  

ALGORITHM 1: FedAvg 

Operation on the server side: 

initialize 0w  

for each round t = 0, 1, ... do 

max([ ],1)m C K 
  

St = random set of m clients 

for each client tk S
 in parallel do 

1

k

iw  
 ClientUpdate(k, wt) 

run equation (3) 
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Operation on the client side [ClientUpdate(k, wt)]: 

B  (split Pk into batches of size B) 
for each local epoch i from 1 to E do 

for batch b B  do 

( ; )w w w b     

return w to server 
 

In Algorithm 1 (FedAvg algorithm) the K  clients are indexed by k . B  is the local mini-batch size, E  is 

the number of local epochs, and finally   is the learning rate. 

Particularly, FedAvg count on the operation of FedSGD. As a typical representation of the FederatedSGD 

(FedSGD) we could set 1C   and then implemented a fixed learning rate of   which depicts to each client k  

the computation of 
( )k k tg F w

, representing the average gradient on its local data at the state model tw , 

and also the central server aggregates the given gradients and then applies the new 
1 1

K k
t t kk

n
w w g

n
 

  
, 

based on 
1

( )
K k

k tk

n
g f w

n


. Another similar update of the model produced by the following equation, 

1, k

i t kk w w g  
, which then becomes 

1 11

K kk
t ik

n
w w

n
 


. The last aforementioned equation reflects each 

client that locally takes one step of gradient descent on the current model with the use of its local data, and 

continuously the server takes a weighted average of the resulting models. As a result, if the algorithm 

represented that way, the user be able to add more computation weight to each client by rehearsing the new 

local data, converted by 
( )k k k

kw w F w  
a several times before the step of averaging. This approach 

termed by H. B. McMahan et al. [16] as Federated Averaging approach, of better known as FedAvg. 

5.2 CO-OP Algorithm 

On the other hand, regarding the asynchronous approach, there is the CO-OP algorithm [20] which we have 

distinguished. With this approach it is possible to immediately combine any received client model with the 

global model. Particularly, each client k  has an age kz  related with its model and the global model has age 

z . The model age difference, kz z , is used to calculate a weight when combing models. This scenario 

approach is motivated by the fact that in an asynchronous framework, some clients will “train on outdated 

models while others will train on more up-to-date” models [15]. 

In CO-OP algorithm, a local model will only be combined if l k ub z z b  
, for some choice of integers 

l ub b
. The intuition behind this rule of common acceptance is that we neither want to merge outdated 

models 
( )k uz z b 

nor models from overactive clients
( )k lz z b 

. The lower and upper bounds, lb  and 

ub  can therefore be thought of as an age filter. In addition to this, CO-OP inherits all “hyper-parameters” from 

its underlying optimization algorithm, which may be the SGD algorithm, such as FedAvg [15] [27]. 

The operation of training in CO-OP can be declared as follows: Each client has its own training data, and 

performs E  rounds of an optimization algorithm before requesting the current global model age z  from the 
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server. In this aspect, the client has to decide whether or not its age variation meets the restrictions. If the 

local model is outdated, the client reconciles with the global model and starts over. Otherwise, if the client is 

active, he simply continues his training. Differently, the local model is uploaded to the server for merging. The 

pseudocode of CO-OP algorithm is presented in Algorithm 2 [15]. 

ALGORITHM 2: CO-OP 

1 0... Kw w w w      

lz b   

1 ... 0Kz z     

Each client performs k independently runs: 
while true do 

Conglomerate a new batch of B samples Dk 

( )k kw ClientUpdate w
  

Connection between client – server is ready 
Request and receive the model age z from the server 

if k uz z b 
then 

// Client is outdated 
Fetch w, z from the server 

kw w  , kz z   

else if k lz z b 
then 

// Client is overactive 
continue   

else 
// Normal update 

,, ( )k k k kw z UpdateServer w z  = { 

(1 ) kw z w z w      , 

1

2( 1)kz z z


     

1z z    
return & download w, z 

} 

There are some age filter restrictions on CO-OP. Moreover, CO-OP algorithm introduces two additional 

parameters in its procedures, namely lb  and ub , but little guidance is provided in order to explain how one 

should choose these values. Only the intuitive constraint l ub b
is given in the original paper that proposes 

CO-OP [27]. However, arbitrarily choosing these parameters by setting only this limitation in the mind can 

cause deadlock [15]. 

If all the clients are considered overactive, thus the algorithm deadlocks. For this reason two additional 

constraints that should be fulfilled to avoid this deadlock are identified: lb K
and 

2u lb b
. If the first 

constraint is unfulfilled, CO-OP is guaranteed to deadlock after K updates. This follows from the intuition of 
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lb ; at least lb  normal updates must be performed by distinct clients before a client is allowed another normal 

update. The second constraint says that a deadlock might occur if the difference between lb  and ub  is too 

small [15]. 

5.3 Proposed Method 

As we can infer, the major advantage of FedAvg algorithm is that orchestrates training through a central 

server which hosts the shared the global. Additionally, the major advantage of CO-OP algorithm is that makes 

possible to immediately merge any received client model with the global model. Taking advantage of those 

two different scenarios we ended up to a scenario that merge these two algorithms in order to have a better 

efficient model, that selects depending on the occasion if it train the model locally in client or as global in 

server. Our proposed model named InFeMo - Integrated Federation Model. 

The “hyper-parameters” of our proposal are the same used as the previous models: 1) the fraction of 

clients C  to choose for training, 2) the local mini-batch size B, 3) the number of local epochs E , 4) the 

learning rate  , and 5) the learning rate decay  . The parameters B , E ,  , and   are typically used 

when training with SGD, identically with FedAvg and CO-OP models.  

In its operation, the IFM algorithm begins with randomly initializing the global model of w0. Particularly, the 

operation procedure of the first round of our proposed model demonstrates as: The central-academic server 

chooses a subset of clients iS , where will be over 1. Then, the global model which is selected at this time is 

distributed to all the connected clients iS . Thereafter, a local model will only be merged if i k ux y y x  
, for 

some choice of integers i ux x
. The common accepted rule of our scenario is that we want to merge outdated 

models 
( )k uz z b 

. Subsequently, the client updates their local models in order to be shared model, kw w
 , 

ky y
 , each client partitions its local data into batches of size B and performs local updates. At the end, the 

clients upload their trained local models kw  and ky  to the central academic server, which subsequently 

generates the new global model, 1tw   by computing a weighted sum of all received local models. The overall 

weighting scheme is dependent on the number of local training updates, as described through a pseudocode 

in Algorithm 3, and particularly in equation (3) below. 

1 1
i

kk
i ik S

n
w w

n
 


          (4)        where  i
kk S

n n 


 

Equation (4) exceeds the already defined equation (3). 

ALGORITHM 3: Proposed model - InFeMo 

Client-side operation 

B  (split Pk into batches of size B) 
for each local update produced i from 1 to E do 

if ( k uy y x 
) then 

Outdate client Client  

kw w  , ky y   
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for batch b B  do 

( ; )w w w b     

else 
update normally 

, ( , )k k iw y UpdateServer k w   

return to server wk, yk 
 
Server-side operation 
initialize w0 
for each round i++, ... do 

max( ,1)tm S
  

iS  = random set of nc clients 

for each client ik S
 in parallel do 

1 ( , )k

i iw UpdateClient k w   

run equation (4) 
 

Particularly, proposed IFM algorithm keens to provide to the user less waiting time in the queue of the 

network for each procedure. Due to the decision system of the model the relative data could be decided to be 

trained locally or globally depending the priority of each occasion. This weighting scheme of the proposed 

model mainly depends on the number of local updates that could be done in each process. 

6 EXPERIMENTAL RESULTS 

We have made multiple experimental scenarios in order to compare and justify the operation of InFeMo 

model. Thus, through the experimental scenarios which we have made we have strengthened our suggestion 

that our proposed architecture is more efficient than the former works. We perform a number of simulations 

and measurements through which we can realize that we have done a good effort. 
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Figure 6: Performance comparison of the federated models InFeMo, FedAvg, and CO-OP. 

 

Figure 6 describes the better efficient operation provided to the user by applying the InFeMo algorithm in 

the federated system architecture. As we can observe our proposed model offers more accuracy as long as 

the communication rounds rises instead of the other two models, the FedAvg and the CO-OP. This means 

that it could offer a better option of time needed for the user to contact and operate with the academic server. 

In Figure 6, the vertical axis shows the system’s accuracy and the horizontal axis shows the communication 

rounds that have been examined. 

  

Figure 7: Test system’s accuracy vs. communication rounds 

(scenario A). 
Figure 8: Test system’s accuracy vs. communication rounds 

(scenario B). 
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Figure 9: Test system’s accuracy vs. communication rounds 

(scenario C). 
Figure 10:  Test system’s accuracy vs. communication 

rounds (scenario D). 

Figures 7, 8, 9, and 10 demonstrate four experimental scenarios that considering the efficiency of different 

measurements in time. Through these scenarios we can observe that adding more local SGD updates per 

round could assemble a dramatic reduction in communication costs. The vertical axis shows the system’s 

accuracy and the horizontal axis shows the communication rounds that have been examined for these 

scenarios. More specific, the expected number of updates per client and per round here is 

 ( / )* ( * ) / ( * )ku E n B E n E K B 
, where the expectation is over the draw of a random client k . Thus, we 

can observe that increasing u by varying both E  and B  is more effective. 

7 COMPARATIVE ANALYSIS 

In order to analyze the functionality of our proposed model we have made comparison analysis with some 

relative previous projects. 

The comparative analysis that takes into account here based on two aspects, the architectural model and 

the CSP-academic server-user communication-authentication model. As regards the architectural model we 

try to clarify the features of Topology, Encryption Method, Affiliated Technologies, and Cloud Model the works 

use and include in their function. On the other hand, regarding the CSP-academic server-user 

communication-authentication model we try to clarify the features of Computation, Authentication, 

Vulnerability, Trust, and Accessibility of each work compared here. 

Table 1: Comparison of architectural model with other former ones 

Work Topology - Architecture 
Encryption 

method/model 

Affiliated 

Technologies 
Cloud Model 

Thakur et al. [17] - - - IaaS 

Cai et al. [19] 
MemepiC - Traditional 

Analytics Architecture 
- - - 

Pasquier et al. [20] 
Cambridge Flow Control 

Architecture 
IFC IoT - 

Zhu et al. [21] Blockchain architecture 
Bilinear Pairing 

Generator 
- SaaS 

Yan et al. [22] - 
Attribute-Based 

Encryption 
- - 

Premarathne et al. 

[23] 
- 

Security Threat 

Vulnerability 
- - 

Mansha & Kamiran 

[24] 
Mixed topology - - - 

Yao et al. [14] AlexNet Architecture - - - 

Wang et al. [25] 
Edge Computing 

Architecture 
- 

Mobile Edge 

Computing, IoT 
- 
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Nilsson et al. [15] 

Star topology - Artificial 

neural network 

architecture 

- - - 

Young et al. [28] - - - - 

McMahan et al. [16] TensorFlow Architecture - - - 

Proposed Model Mixed Cloud Architecture AES Big Data, IoT 
SaaS, PaaS & 

IaaS 

 

Table 1 presents the architecture model characteristics of former related works, compared with our 

proposed model. The main aspects that studied in order to produce our conclusions are 

Topology/Architecture, Encryption method or model, Affiliated Technologies integrated in each scenario, and 

which Cloud Model used in each scenario. More specifically, we can observe that most of the works related to 

Federated Learning Systems (5 of the 6) propose system architecture. Also, regarding the works related to 

Federated Learning Systems, only one work [25] contributed with another affiliated technology. On the other 

hand, only the works related to data management in Cloud environment contributed to an Encryption method 

or model (4 of the 6). This could be resulted because the major goal of this works related to the data, and its 

usage. Subsequently, through the illustrated findings of Table 1 we can observe that there are not many 

works in this field that contribute Federated Learning Systems with another affiliated technologies, and at the 

same time, proposing a new data management architecture/model. 

Table 2: Comparison of architectural model with other former ones 

Work Computation Authentication Vulnerability Trust Accessibility 

Thakur et al. [17]     X X   

Cai et al. [19] X       X 

Pasquier et al. [20]   X   X X 

Zhu et al. [21]       X X 

Yan et al. [22] X     X X 

Premarathne et al. [23] X X X   X 

Mansha & Kamiran [24]         X 

Yao et al. [14] X         

Wang et al. [25] X         

Nilsson et al. [15] X       X 

Young et al. [28] X       X 

McMahan et al. [16] X     X X 

Proposed Model  X X   X X  X  

 

Table 2 lists the basic characteristics studied in this work compared with related previous works analyzed 

in Section 2, which are Computation, Authentication, Vulnerability, Trust, and Accessibility. As we can 

observe from Table 2 the most contributed characteristic is the “Accessibility”, contributed by 9 of 12 works, 
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with most of them contributing the topic “Big Data management in Cloud” (5 of 6) works. Additionally, the 

“Computation” characteristic also contributed most, by 8 of 12 works, with the most works contributed on the 

topic of “Federated Learning Scenarios” (5 of 6 works). Moreover, regarding the characteristics, the 

“Authentication” is the less contributed characteristic in the related previous works, contributed by 2 of 12, 

which contributed only from works of the topic “Big Data management in Cloud”. Furthermore, the previous 

related work that contributes the most of the characteristics is U. S. Premarathne et al. work [14], from the 

topic of “Big Data management in Cloud”, which contributes 5 of the 6 characteristics, “Computation”, 

“Authentication”, “Vulnerability”, and “Accessibility”. Summarizing, the aspects of Table 2 we can observe that 

arise a gap that our study tries to “fill up” by proposing and presenting a novel system that contributes five 

major characteristics (“Computation”, “Authentication”, “Vulnerability”, “Trust”, and “Accessibility”) in this field.  

Resulting in our findings, as shown by both tables, there is no prior work dealing with integrating specific 

Cloud models through the federated learning model. Also, none of the earlier work clarifies the encryption 

model it uses to authenticate users and communicate with the central server. In addition, the proposed model 

makes grouped and unified use of technologies, as much of the data that is transferred and managed is 

derived from Internet of Things technology and because of their unique nature, much of the data is 

characterized as Big Data. In general, there is no mention of consolidated use of technologies in previous 

work in this field. Further, from the study of the data obtained from the Table 2, it seems that very few of the 

previous papers studied here deal with Authentication and Vulnerability, as well as very few of the previous 

papers involve all the features listed in Table 2 in their study. 

On the basis of these data, it seems that the present work is going to fill a scientific gap existing in this field 

of research. On the one hand, no other architecture model has been studied and proposed so far, which 

incorporates all Cloud models with a federated scenario, as well as other technologies that may have 

integrated use with each other. Therefore, we believe that this proposal introduces an innovative idea in the 

field of federated cloud systems, both in the field of administration, as well as end-user communication with 

the server, which is also related to security and immediacy. 

7.1 Distributed Cloud vs. Federated Cloud 

In this subsection will present the main differences between Distributed and Federated technique. These key 

differences also extend to their use in Cloud environments.  

The fundamental dissimilarity among federated learning and distributed learning counts on the pretensions 

made on the features of the local datasets [29] [30]. On the one hand the distributed learning inventively 

targets at parallelizing computing power while on the other federated learning inventively targets at training on 

heterogeneous datasets. Additionally, distributed learning targets at training a single model on innumerable 

servers, a common underlying hypothesis is that the local datasets are i.i.d. and roughly have the same size. 

Federated learning does not count on speculations such these, rather the datasets are typically 

heterogeneous and their sizes might span various orders of magnitude [31]. 

Moreover, through the federated technique a problem that arises in the distributed technique could be 

solved. The problem is: “Given a set of overlapping distributed queries bound to perform multiple aggregation 

operations on a given set of data sources, place the aggregation operators within the communication network 

to minimize the cost of data movement across the communication edges of network” as previously set by S. 



23 

Mansha & F. Kamiran [24]. This issue was solved by S. Mansha & F. Kamiran [24] in their work use an 

evolutionary algorithm that expands a federated learnig technique. 

Also, regarding to former works in the field, such as those of A. Nilsson et al. [15], H. B. McMahan et al. 

[26], and J. Konecny et al. [32], typically considered that the distributed optimization algorithms achieve that: 

 Data is regularly distributed over clients 

 Client-side data are independent and identically distributed (widely known as i.i.d.) illustrations from 

the overall distribution 

 The number of clients is much smaller than the average number of locally available training 

examples per client 

As a result, the distributed data center optimization typically obligates control over the data distribution 

since these approaches count on balanced and i.i.d. data speculations [15]. In the other hand, the federated 

learning proposes to have a number of edge devices perform its procedure tasks locally and as a result only 

communicate an updated model to a collaborating server with them [15]. Also, count on the novel law 

commitments, federated learning utilizes the General Data Protection Regulation’s (GDPR) data minimization 

principle [33] since only the learned model, and no raw data, is produced centrally [15]. 

8 CONCLUSION & FUTURE WORK 

Cloud Computing could be used to be a base technology for many technologies due to its type of services. 

Cloud Computing provides new generation of services which aims to offer accessibility to information, 

applications and data from any place at any time. Moreover, this work presented and described a new system 

architecture based on Cloud Computing, and count on the novel scenario of Federated Learning, which called 

Integrated Federated Model - InFeMo. Our model incorporates all Cloud models with a federated learning 

scenario, as well as other technologies that may have integrated use with each other. The major motivation of 

InFeMo is to offer provide a more efficient system architecture and environment for the academic users with 

the aim to data management. This efficiency of our proposal counts on its operation, because it decreases the 

number of rounds of communication that needed to train a scenario model by using a federated Cloud 

system, and as a result it makes the user that uses this system to wait less. System’s federated algorithm 

relies on the advantages of the former models of FedAvg and CO-OP algorithms. Consequently, we ended up 

to our new scenario that merges these two algorithms aiming to have a more efficient model, which selects 

the training model depending on each occasion. 

As a result, due to our work tries to fill a scientific gap in the field of federated cloud systems, we can make 

more researches and experiments in order to achieve and explore the new opportunities arising in this field of 

study. Based on our research and the comparative analysis, no other architecture model has been studied 

and proposed so far, which incorporates all Cloud models with a federated scenario, as well as other 

technologies that may have integrated use with each other. So, we keen on to work on this field trying to find 

out new aspects that could lead us to efficient and more secure communication between the user and the 

central server. Also, we could try to involve an IoT scenario of sensors and a Smart Building scenario in order 

to find out new methods and aspects that arise here. 

There are also other areas where this proposed model could be applied, beyond the academic community, 

offering multiple benefits. As already mentioned above, the academic community can offer users a more 

efficient environment, offering less waiting time and ease in the mass management of their data. Regarding 
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the health sector, where the proposed model could also be applied, as it would mainly facilitate the medical 

staff in the easier access to the sensitive medical data and their analysis, which can be performed in the 

specific Cloud environment of this system, more immediate and efficient. Thus, for example, the doctor will be 

able to receive the data needed through the smart phone directly, and also due to the use of the federated 

scenario to enable data analysis applications in order to provide data immediately and quickly. Another area 

of application of the proposed model could be industry. There it would facilitate the most efficient supervision 

of the production process of a production chain. Based on the federated scenario of the proposed model, the 

managers of each related part of the production will be able to receive data analysis components, but also to 

have faster and more direct access to them. In addition, even in the administrative part of an industry it could 

help in better and faster access to data, by giving the users the ease of using a Cloud infrastructure without 

the necessary choice of a specific provider. These could be the next areas of the future continuation of our 

current research. 
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\begin{CCSXML} 

<ccs2012> 

   <concept> 

       <concept_id>10010147.10010341.10010342</concept_id> 

       <concept_desc>Computing methodologies~Model development and 

analysis</concept_desc> 

       <concept_significance>500</concept_significance> 

       </concept> 

   <concept> 

       <concept_id>10002951.10002952.10003190</concept_id> 

       <concept_desc>Information systems~Database management system 

engines</concept_desc> 

       <concept_significance>500</concept_significance> 

       </concept> 

   <concept> 

       <concept_id>10002978.10003018</concept_id> 

       <concept_desc>Security and privacy~Database and storage security</concept_desc> 

       <concept_significance>300</concept_significance> 

       </concept> 

 </ccs2012> 

\end{CCSXML} 

 

\ccsdesc[500]{Computing methodologies~Model development and analysis} 

\ccsdesc[500]{Information systems~Database management system engines} 

\ccsdesc[300]{Security and privacy~Database and storage security} 
 


